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This device complies with IEC60950 (1999) 3'd Edition, CSA C22.2 No. 60950-
00/UL 60950 (2000) 3" Edition.

Federal Communications Commission (FCC) Compliance I nformation
Statement

This equipment has been tested and found to comply with the limits for either

Class A or Class B digital devices (refer to “Requirements Compliance”),

pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonabl e protection against harmful interference in aresidential installation.

This equipment generates, uses, and can radiate radio frequency energy and, if

not installed and used in accordance with the instructions, may cause harmful

interference to radio communications. However, there is no guarantee that

interference will not occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be

determined by turning the equipment off and on, the user is encouraged to try to

correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna

» Increase the separation between the equipment and receiver

« Connect the equipment into an outlet on acircuit different from that to
which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

Requirements Compliance

The Net Integrator Micro meets Class B reguirements.
The Net Integrator Mark I, Mark Il and Mark I11R systems meet Class A
requirements.

Operating Conditions

Net Integrator Micro:

« 100V —240VAC/ 1.5A

* 50Hz - 60Hz

e 0to 35degrees Celsius (41° t0 95° F)
e 10% — 80% Relative Humidity

Net Integrator Mark I, Mark Il and Mark IlIR:
« 100V —240VAC/8A —4A

» 50Hz - 60Hz

e 0to 35degrees Celsius (41° t0 95° F)

e 10% — 80% Relative Humidity

Changes or modifications not expressly approved by Net Integration
Technologies Inc. could void the user's authority to operate the equipment.

Publication Date: May 2004



Net Integration Technologies
Technical Support

If you need technical support, please contact your Net Inte-
gration Technologies reseller.

Authorized Resellers may contact the toll-free Reseller Tech-
nical Support Line:

1-86-NET-ITECH (1-866-384-8324)

Outside of North America call 905-946-1777

Hours of operation: 8:30 am to 5:30 pm EST, Monday to
Friday
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Chapter 1 Firg-time Nitix Setup -
Net | ntegrator

Net Integrator Components

Y ou should have received the following componentsin your Net Integrator package:

Micro

1. Net Integrator Server (1)

2. Net Integrator User Manual CD (1) and Quick Start Guide (1)
3. Power cord and external supply cord

4. Category 5 Ethernet cables (3)

Mark I, Mark Il and Mark I1IR

1. Net Integrator Server (1)

2. Net Integrator User Manual CD (1) and Quick Start Guide (1)
3. Hard disk keys (2) and Face Plate Keys (2)

4. Power supply cord (1)

5. Category 5 Ethernet cables (3)

Nitix User Manual — Version 3.76
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First-time Nitix Setup - Net Integrator

Meet Your Net Integrator

Mark | and Mark 11

Front View

OO0~ WNE

Please Note: This image corresponds to our Mark | and Mark Il models.

System Failure LED — lights up when there is a failure on the system.
Ethernet 0 Activity LED — indicates activity on the Ethernet O interface.
Ethernet 1 Activity LED —indicates activity on the Ethernet 1 interface.
Ethernet 2 Activity LED — indicates activity on the Ethernet 2 interface.
Boot Activity LED —lights up while the software is booting.

[ T o A

Power LED - lights up when power ison.

Power button — used to turn the box on and off.

~

8. Removable hard disk trays — houses the hard disk(s).

Nitix User Manual — Version 3.76 12



First-time Nitix Setup - Net Integrator

9. Hard disk key lock — locks the face plate preventing physical access.

10. Control panel — contains the display panel and al control buttons.

11. Display panel — displays the status of the Net Integrator.

12. Direction arrows — used to execute commands from the control panel.

13. Enter and Cancel buttons— used to execute commands from the control panel.
14. Backup and Restor e buttons — used to initiate backup and restore procedures.

Back View

9
2 8
3

6
4
5

Please Note: The image above corresponds to our Mark | and Mark Il models.

Power socket —where the power cord is connected.

Serial port —for an external dial-up modem.

Extra ports— reserved for future use.

Ethernet Port 0 — used to connect to the local area network (LAN).
Ethernet Port 1 — used to connect to a LAN segment or to the Internet.
Ethernet Port 2 — used to connect to aLAN segment or to the Internet.
Power supply fan — provides cooling for internal components.

N oo o ~ 0 NP
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First-time Nitix Setup - Net Integrator

8. Primary cooling fan — provides additional cooling for internal components.
9. Parallel printer port —used for a shared printer.

Mark I1IR

Front View

Please Note: The image above corresponds to our Mark I1IR model.

Power button — used to turn the box on and off.

Power LED - lights up when unit is powered.

Removable SCSI drive trays— houses the hard disk(s).

Face plate key lock —lacks the face plate preventing physical access.

Control panel — contains the display panel and all control buttons.

Display panel — displays the status of the Net Integrator.

Direction arrows — used to execute commands from the control panel.

Enter and Cancel buttons — used to execute commands from the control panel.

© ® N o g > 0 N B

. Backup and Restor e buttons — used to initiate backup and restore procedures.
10. Reset Button — used to reset the system (normally disabled).

11. Ethernet 0 Activity —indicates activity on the Ethernet O interface.

12. Ethernet 1 Activity —indicates activity on the Ethernet 1 interface.

Nitix User Manual — Version 3.76 14



First-time Nitix Setup - Net Integrator

13. Ethernet 2 Activity —indicates activity on the Ethernet 2 interface.

14. Over-temperatureindicator — lights up if the internal temperature is too high.
15. Fan failureindicator —lights up if the front internal fansfail.

16. Buzzer off —turns off audible alarm from over-temperature or fan failure.

Back View
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Please Note: The image above corresponds to our Mark IlIR model.

Power socket —where the power cord is connected.

Serial port —for an external dial-up modem.

Extra ports—reserved for future use.

Ethernet Port 0 — used to connect to the local area network (LAN).
Ethernet Port 1 — used to connect to a LAN segment or to the Internet.
Ethernet Port 2 — used to connect to aLAN segment or to the Internet.
Power supply fan — provides cooling for internal components.

Parallel printer port — used for a shared printer.

© N o g &M w D P
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First-time Nitix Setup - Net Integrator

Micro

Front View

1
Please Note: The image above corresponds to our Micro model.

USB Port — reserved for future use.

Ethernet LED —indicates Ethernet activity.
Hard Drive LED —indicates hard drive activity.
Power LED - lights up when power ison.
Power Button — used to turn the box on and off.

ag c w0 N e

Back View

Please Note: The image above corresponds to our Micro model.

1. Power socket —where the PC power from the power supply is connected.
2. PS/2 keyboard connector — used to connect a keyboard.

Nitix User Manual — Version 3.76 16



First-time Nitix Setup - Net Integrator

LAN 2 —used to connect to aLAN segment or to the Internet.
Serial port — used to connect an external modem.

Parallel port — used to connect a printer

VGA connector — used to connect a monitor.

LAN 1 —used to connect to the local area network (LAN).
LAN 3 —used to connect to aLAN segment or to the Internet.

©® N o o »

Connecting the Power

1. Ensurethat the Net Integrator has adequate ventilation. Place the back of the unit at least
one to two feet (12"-24") away from the wall. Make sure the front of the unit is easily
accessible.

2. Connect one end of the power cord into the power socket on the back of the Net
Integrator:

Above: Mark I, Mark Il
Right: Mark IlIR

. Left: Micro

3. Connect the other end of the cord into a standard power outlet.
4. Turn on the main power switch.
5. Pressthe power button.

Nitix User Manual — Version 3.76 17



First-time Nitix Setup - Net Integrator

Ethernet Connections

What is Ethernet?

Ethernet connects computersin alocal area network (LAN). An Ethernet connection is very
fast, and unlike modem and ISDN connections, one Ethernet network can have many com-
puters attached to it. There are two different kinds of Ethernet cables. category 3 and
category 5 are two examples. It is recommended that you use category 5 at minimum for
100baseT networks, and category 5e at minimum for 1000baseT networks.

10baseT, 100baseT, and 1000baseT hubs and switches have a number of ports that you con-
nect to workstations, routers, servers, printers, or other devices using Ethernet cables. Con-
nect your Net Integrator to afree port using one of the supplied category 5 cables. If the port
lights up after you connect and then turn on your Net Integrator, you have a proper connec-
tion.

Y ou can cascade more hubs or switches to increase the number of available ports, (consult
the manual that comes with your hub/switch before trying this).

Nitix User Manual — Version 3.76 18



First-time Nitix Setup - Net Integrator

Connecting Ethernet Port O

1. Connect one end of an Ethernet cable into Ethernet Port O on your Mark I, Mark 11 or
Mark IR, or LAN 1 on your Micro. (located on the back of your Net Integrator).
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2. Connect the other end of the cable into your LAN hub or switch.

Please Note: Ethernet Port O/LAN 1should not be connected to a router providing Internet access. Ether-
net Port O/LANL1 is typically used/reserved for internal/Local Network access.
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First-time Nitix Setup - Net Integrator

Connecting Ethernet Ports 1 and 2

Ethernet ports 1 and 2 (LAN 2 and LAN 3 on the Micro) are used to connect to the Internet or
to other segments of your LAN. Use an Ethernet cable to connect to your high-speed Internet
routing device. Some devices may require the use of a cross-over cable that is normally sup-
plied with the device.

Left: Mark |, Mark 11

LR

&k
LA LT L TT T

P .. ... ..

L. E LE

0 SRR T,

Mark 1R

If you are using your Net Integrator as aworkgroup server without a direct connection to the
Internet, it is possible to use Ethernet ports 1 and 2 (LAN 2 and LAN 3 on the Micro) to con-
nect to other segments of the LAN. Thisistypically done to improve network throughputs
when large numbers of users are connected to Net Integrator.

Please Note: Secondary segments must be physically separate from the primary network segment con-
nected to the Ethernet O port/LAN1. You cannot connect all Ethernet ports to the same segment in order
to improve network throughput.
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First-time Nitix Setup - Net Integrator

Connecting an External Dial-up Modem

1. Connect the cable included with your own external dial-up modem to the Serial port on
the back of your Net Integrator.

Mark I, Mark 11

g ig Rty E
RHR R

- —-'

Mark IR

2. Connect one end of the standard telephone cable to the external modem, and connect the
other end to your telephone wall jack.

Please Note: The external modem will be auto-detected when the server goes through a power-up
sequence.
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First-time Nitix Setup - Net Integrator

Power-up Sequence - Mark I, Mark Il and Mark I1IR

Please Note: For Micro power-up sequence, please refer to Chapter 2: First-Time Nitix Setup - Third-
Party Hardware.

1. Pressthe Power button (located on the front of your Net Integrator).

Left: Mark I, Mark 11

Below: Mark IR

2. Net Integrator needs a few moments to start up. During the start-up you will observe the
following sequence of events:

a. Thehard drive and fans start up.
b. Net Integrator beeps several times.

c. TheLCD panel will become active. Onthe Mark | and Mark |1, the Boot Activity LED
will blink as the software loads.

d. Letyour Net Integrator sit undisturbed while it discoversits surroundings and auto-
configures its network parameters. M essages indicating what kind of network discov-
ery is being performed appear on the display panel. After approximately 10-30 sec-
onds, the |P address that Net Integrator has chosen for itself displays. The number
will look something like this: 192.168.0.1 (based on the LAN to which it’s con-
nected).

e. When the start-up sequence is over, the display panel shows the status of various Net
Integrator systems. Thefirst line on the display panel shows Net Integrator's IP
address; the second line cycles messages displaying the current date, time, and operat-
ing system version. Y ou are ready to proceed with the setup when an IP address
appears on the display panel. In the event that the Net Integrator Server is unableto
detect an appropriate | P address for your LAN, you will have to manually set the IP
addressfor the server. Refer to Manually Setting the | P Address for more information.
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First-time Nitix Setup - Net Integrator

Manually Setting the IP Address - Mark |, Mark |1 and

Mark I1IR

Please Note: For manually setting the IP address on the Micro, please refer to Chapter 2: First-Time Nitix
Setup - Third-Party Hardware.

Follow these stepsif your Net Integrator is unable to automatically select an IP address (the
display continues to read Choosing Address) or if you want to change the chosen address:

1.

Press the Enter button on control panel. The following menu displays.

MENU [Net] Info
Dialer System

[Net] is aready selected. Press the Enter button. The following menu displays:

NETWORK [IPAddr]
Netmask DHCP

[1PAddr] isaready selected. Pressthe Enter button. The current 1P address
(192.168.0.1, for example) displays. If Net Integrator was unable to select an [P
address, 0.0.0.0 displays.

Use the Left and Right direction arrows to move the cursor from digit to digit. Use the Up
and Down direction arrows to increase or decrease a digit’svalue.

Press the Enter button. The new IP addressis saved.

Navigate to Netmask using the direction arrows. Press Enter. The default Netmask dis-
plays.

Use the Left and Right direction arrows to move the cursor from digit to digit. Use the Up
and Down direction arrows to increase or decrease a digit’svalue.

Press the Enter button. The new Netmask is saved.

Y ou may also turn on or off the DHCP server (which automatically assigns | P addresses
to the workstations connected to your local network). Unless you have some other server

providing DHCP services, it is recommended that you turn DHCP on. To do so, navigate
to DHCP using the direction arrows. Press the Enter button.

10. Navigate to On using the direction arrows. Press Enter. The DHCP server is now on.

11. Pressthe Cancel button twice to return back to the standard status display.
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Chapter 2

Firg-timeNitix Setup -
Third-Party Haraware

When setting up Nitix on third-party hardware, please refer to the vendor’ s documentation
for product overview and installation instructions.

Minimum Server Requirements

To successfully run the Nitix OS, the following must be satisfied:

Minimum Server Requirements:;

x86 based system

At least one IDE and/or SCSI hard disk
At least one Network Interface Card
IDE or SCSI CD-ROM drive

V GA based video card

Required External Peripherals:

Monitor
Keyboard

Before You Begin

1. Connect the monitor cable to the VGA based Video Card output on the server.
2. Connect the keyboard to the keyboard input on the server.

3. Plugin the power cords for the server and monitor.

Nitix User Manual — Version 3.76 11



First-time Nitix Setup - Third-Party Hardware

Configuring Your System

IMPORTANT:The system must boot from the CD-ROM in order to run Nitix. This can be accomplished
through the boot settings in the motherboard's BIOS.

Please Note: These are general setup guidelines.

1.
2.

Connect the power cord and turn on the main power.

Connect your LAN connection to the Ethernet port 0 on the server. Connect the other end
of the cableinto your LAN hub or switch.

Please Note: If you have additional Ethernet ports to connect to the Internet or to other segments of
your LAN, connect them now.

Connect a monitor and keyboard to the appropriate connectors on the server.
Turn on the power button.
When the system boots, the Nitix boot screen will display:

To load Nitix, select option #1 Launch Nitix by typing 1 then pressing <Enter>.
Please Note: If you do not select an option, the Nitix OS will automatically load after 10 seconds.

When the Nitix operating system has finished |oading, the following prompt will appear
on your monitor: Press ENTER for a shell...

Nitix User Manual — Version 3.76 12



First-time Nitix Setup - Third-Party Hardware

7. Press<Enter>. A Configuration screen similar to the following will appear:

NOTE: The consoleis
asoreferred to as a
“display panel”

throughout the User Manual.

r |swvearss & TAF or OFTSCER] and reboct

8. Takenote of the display at the top right of your screen. This displays variousinformation
about the server.

9. Take note of the IP address shown. Thisisthe LAN |P address of the server.

Please Note: You will need this IP address to connect to finish the configuration of your server.

Please Note: Inthe event that the server is unable to detect an appropriate IP address for your LAN,
you will have to manually set the IP address for the server. Refer to Manually Setting the IP Address
in this chapter for more information.

10. You areready to proceed with the setup (see Chapter 3: Connecting to WebConfig) when
an | P address appears on the console.

Please Note: To return to the Configuration Screen, type “setup”.

Manually Setting the IP Address

Follow these steps if your Nitix-powered server is unable to automatically select an IP
address (the console continues to read Choosing Address) or if you want to change the cho-
sen address:

1. Choose menu item i) on the Configuration Screen (see above).

2. Youwill be prompted to enter anew | P address. Enter the new |P address and press
<Enter>.
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First-time Nitix Setup - Third-Party Hardware

3. Youwill be prompted to enter a netmask. Enter the new netmask address and press
<Enter>.

4. Thefollowing prompt will appear on your monitor: Okay? (y,N). Press<Y > to confirm
that the settings are correct.

5. You can turn on or off the DHCP server (which automatically assigns | P addresses to the
workstations connected to your local network). Unless you have some other server pro-
viding DHCP services, it is recommended that you turn DHCP on. To turn DHCP on,
check item d) on the Configuration Screen menu - if it says, “Toggle DHCP server (cur-
rently disabled)”, then select item d) to enable the DHCP server. The DHCP server is
now on.

Nitix User Manual — Version 3.76 14



Chapter 3 Connecting to
WebConfig

What is WebConfig?

Although some basic system configuration can be done through the front control panel, the
web-based configuration system (WebConfig) is where you will set most Nitix options.

Secure WebConfig

Since Nitix version 3.70, Nitix's WebConfig uses 128-bit encryption, protecting administra-
tor information and passwords. Most recent versions of web browsers contain built-in sup-
port for this; you may need to upgrade your browser prior to installing Nitix version 3.70 or
later on your server.

Netscape 7 http://channels.netscape.com/ns/browsers/download.jsp
Netscape (older versions) http://wp.netscape.com/downl oad/archive.html
Microsoft Internet Explorer 6 http://www.microsoft.com/windows/ie/default.asp
Mozilla1.0.1 http://www.mozilla.org/rel eases/stable.html

Opera 6.05 http://www.opera.com/downl oad/

If you are using Microsoft Internet Explorer version 4, 5, or 5.01, but don’t want to upgrade,
you can download 128-bit encryption separately:

http://www.mi crosoft.com/windows/ie/downl oads/recommended/128bit/defaul t.asp

Failure to support 128-bit encryption will result in WebConfig being unreachable while the
server isrunning Nitix version 3.70 or later.
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Connecting to WebConfig

Configuring TCP/IP

Before you can access WebConfig, you have to configure your workstation to use TCP/IP. If
TCP/IPisaready configured, proceed to Creating an Administrator Account (later in this
chapter). If TCP/IPis not configured, follow the appropriate steps for your operating system.

For Windows 95/98/ME:

1. InWindows, select Start > Settings > Control Panel. The Control Panel window dis-
plays.
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Connecting to WebConfig

Conbigraice | i |
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2. Select Network from the list. The Network window displays:
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Click on the Add button if TCP/IP does not display in the installed components list.
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3. The Select Network Component window displays:

Select Protocol from the window. Click Add.
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4. The Select Network Protocol window displays:
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Select Microsoft in the Manufacturers section of the window. Select TCP/IP in the Net-
work Protocols section of the window. Click on the OK button. TCP/IP should now dis-

play on the Network window.
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5. Select TCP/IP from the installed components list on the Network window. Click on the
Properties button. The TCP/IP Properties window displays:
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6. Click onthe IP Addresstab. Select Obtain an IP address automatically.

7. Click on the DNStab. Select Enable DNS.

8. Select all entriesin the DNS Server Search Order section of the window and click on the
Remove button.

9. Select dl entriesin the Domain Suffix Search Order section of the window and click on
the Remove button.

10. Select Obtain an IP address automatically.

11. Click on the Gateway tab. Select any entriesin the Installed gateways section of the win-
dow and click on the Remove button.

12. Click on the WINS Configuration tab. Select all entriesin the WINS Server Search Order
section of the screen and click on the Remove button. Select Use DHCP for WINS Resolu-
tion.

13. Click on the OK button. The Network window displays. Click on the OK button again.
14. Reboot your computer.
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For Windows 2000/ XP:

1. InWindows, select Start > Settings> Control Panel (or in Windows XP, Sart > Control
Panel).

2. Select Network and Dial-up Connections from the list. The Network Connections screen
displays:
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3. Click on Local Area Connection. The Local Area Connection window displays:
T xix

G |

Lormcten

S Corrmcied
bt [T
o 100 Db
Aoy

P -

Fachuir L | L]
e

Click on Properties.
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4. TheLocal Area Connection Properties window displays:
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If Internet Protocol (TCP/IP) is not in the This connection uses the following items list,
click on Install.

5. The Select Network Component Type displays:
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Select Protocol from the window. Click on Add.
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6. The Select Protocol window displays:
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Select Internet Protocol (TCP/IP) from thelist. Click OK. TCP/IP should now display on
the Local Area Connection Properties window.
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7. Select Internet Protocol (TCP/IP) from the list, and click on the Properties button.
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8. ThelInternet Protocol (TCP/IP) Properties screen displays:

e e T T T [TET

|

BT Tl S o A T T o e e
# e P ah s e e
B ey § el g

= [ ap I F ey aubmicolly

1 e o el 1 b
———
——
—————

LT Py | S R A

T it Rl v
—
—

_ Aot |
T

Select Obtain IP Address automatically. Select Obtain DNS server address automati-

cally.
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9. Click on the Advanced button. The Advanced TCP/IP Settings window displays:

Select any entriesin the Default gateways section of the window, and click on the

Remove button.
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10. Click on the DNStab. Select any entriesin the DNS server addresses section of the win-
dow, and click on Remove. Select Append primary and connection specific DNS suffixes.
Select Append parent suffixes and primary DNS suffixes.

11. Click on the WINStab. Select any entriesin the WINS addresses section of the window,
and click on Remove. Select the Default NetBios setting.

12. Click on OK. Click on the OK button on the TCP/IP Properties screen.
13. Reboot your computer.

For Mac OS9:

1. Click onthe Appleicon in the top menu bar. Select Control Panel > TCP/IP.
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The TCP/IP window displays:
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2. Select Connect via Ethernet. Select Connect via DHCP. Leave the other fields blank.

3. Click on the Close Window button. The Save screen displays:
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Click on Save.

4.

If the Internet connection doesn’t function immediately, reboot your computer.
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For Mac OS X:

1. Click on the Appleicon in the top menu bar. Select Control Panel > System Preferences.
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2. Click on the Network icon. The Network screen displays:
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3. Select Automatic for location. Select Built-in Ethernet for connection. In the TCP/IP tab,
select the DHCP configuration.

4. Click on the Apply Now button.

5. If the Internet connection doesn’t function immediately, reboot your computer.

Creating an Administrator Account

At this point, the Nitix-powered server should have an | P address, your workstation should
have TCP/IP configured, and both your Nitix server and your workstation should be con-
nected to the LAN. Y ou now need to create an Administrator account:

1. Open an Internet browser on your workstation. Newer versions of Netscape or Microsoft
browsers are recommended.

2. Read the IP address on the display panel/console. For demonstration purposes, we will
use the following address: 192.168.0.1
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3. Enter http://192.168.0.1:8043 into the browser’s address bar. Press Enter on your
keyboard. The Create Administrator Account page displays:
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4. Enter aUser ID. The default User ID isroot — you can use that name or you can create a
new 1D by typing over the existing text.

Enter the administrator’s full name.
Enter a password.
Re-enter your password to ensure it was entered correctly.

© N o u

Enter your organization’ sregistered Internet domain name. L eave the default nameif you
do not have one, or if you are unsure about whether or not you have one.

9. Click on the Save Changes button. Thiswill take you directly to Nitix’s main WebConfig
page.

Please Note: Some browsers will take you to an Administrator Account Created page. If this occurs,
click the Login button and you will be taken to the main WebConfig page.

Please Note: Clicking on the Cancel Changes button will reset the Create Administrator Account form.

System Jatus Screen

WebConfig's System Status screen displays the status of the services running on Nitix. The
WebConfig menu (on the left side of the screen) allows you to access and configure various
Nitix subsystems.
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Features of the System Satus screen

CPU Displays the utilization of the system’s central processing unit (CPU) in numerical
Utilization form and as a bar graph. During intensive operations (such as backups or very heavy

file transfers), the CPU utilization bar might show 100%. Thisis normal. One hun-
dred per cent utilization simply means that the CPU is being fully utilized and does
not necessarily mean that your Nitix-powered server is being overloaded or that per-
formance will suffer. However, if the CPU utilization is constantly at 100%, and you
experience service slow-downs, you might want to contact support for a services
review.

Ethernet 0 Displays the speed of data transfer through Ethernet Port 0 (measured in kbps or
Mbps). The bar graph displays the speed as a percentage of the highest speed
recorded since the last power-up.

Ethernet 1 Displays the speed of data transfer through the Ethernet Ports 1 and 2 (measured in
and 2 kbps or Mbps). The bar graph displays the speed as a percentage of the highest speed
recorded since the last power-up.

PPP link Displays the speed of data transfer through the DSL PPPoE or dial-up Internet con-
nection (measured in kbps). The bar graph displays the speed as a percentage of the
maximum measured speed.

Disk Load Displays the amount of data being transferred to and from the hard disk (measured in
kbps or Mbps). The bar graph displays the amount as a percentage of the highest
amount recorded since the last power-up.

Disk SpaceUsed  Shows how full your server hard disk is by displaying the usage and capacity of the

drive.
I nternet Displays the status of your Internet connection(s). The status light is bright green
Status when an Internet connection is configured properly. The default route used to transfer

data to destinations on the Internet also displays. If amodem is configured, clicking
on dial modemiinitiates a connection to the Internet. The administrator can choose to
terminate the connection through this screen.
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Firewall

TunnelVision

| Psec Connec-
tions

PPTP Connec-
tions

SoftUpdate

Disk Status

User Authenti-
cation Method

WebMail

VirusDefinition
Updates

DNS Server

Displays the status of the firewall (enabled/disabled).

Displays the status of all TunnelVision connections.

Displays the status of al 1Psec connections.

Displays the status of all PPTP connections and provides an option to disconnect
active connections.

Displays the status of the subsystem that automatically checks for available software
updates. When the subsystem is active and retrieving alist of available software
updates, the status light is bright green. When the subsystem is operational but idle,
the statuslight isgray. A red status light indicates a problem with the subsystem (usu-
aly aninability to accessthe distribution server). Refer to Chapter 27: Log Messages
for more information on download errors.

Displays the status of your disk configuration, provides disk reconfiguration options,
displays the status of arebuilding RAID array, and displays idb drive hotswap status.

Displays the method of authentication currently enabled. It will display "Using nor-
mal password authentication™ if Nitix isin Domain Controller Mode or Non-Domain
mode. It will display "Using the ‘domainname’ Windows domain” if Nitix isin
Domain Member mode. It will also display the number of Nitix Client Access
Licenses (CALS) available for use.

Displays the status of the WebMail server, and the address for webmail access.

Displays whether or not there is avalid virus scanner license, and the last reported
update. It also displayswhen the definitions were last updated, how many virusesyou
are protected against, and links to a report on how many viruses were detected since
the last reboot.

Displays the status of the DNS servers.
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FastForward

WWW Server

Secure WWW
Server

Windows File
Server

AppleFile
Server

Displays the status of the port forwarding engine and the number of forwarded ses-
sions. The status light isgray if serviceis disabled, bright green if serviceis opera-
tional, yellow if serviceis utilized heavily, and red if there is a problem with the
service. The CPU utilization bar graph indicates how much processor time is being
used by this service.

Displaysthe status of web publishing services. The number of sessions displayed rep-
resents the number of active web sessions currently open. The CPU utilization bar
graph indicates how much processor time is being used by this service. The status
light isgray if serviceisdisabled, bright green if service is operational, yellow if ser-
viceis utilized heavily, and red if there is a problem with the service.

Displays the status of the secure web server. The number of sessions displayed repre-
sents the number of active secure web sessions currently open. The CPU utilization
bar graph indicates how much processor timeis being used by this service. The status
light isgray if serviceisdisabled, bright green if serviceis operationa, yellow if ser-
viceis utilized heavily, and red if there is a problem with the service.

Displays the status of file services for Windows and NT clients. The number of ses-
sions displayed represents the number of active users currently connected to Nitix
and utilizing file services. The CPU utilization bar graph indicates how much proces-
sor time is being used by this service. The status light is gray if serviceis disabled,
bright green if serviceis operational, yellow if serviceis utilized heavily, and red if
there is a problem with the service.

Displaysthe status of file services for Apple Macintosh clients. The number of ses-

sions displayed represents the number of users currently connected to Nitix and uti-
lizing file services. The CPU utilization bar graph indicates how much

processor time is being used by this service. The status light is gray if serviceis dis-
abled, bright green if serviceis operational, yellow if serviceis utilized heavily, and
red if thereis a problem with the service.
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NFS File Server

FTP Server

MySQL Server

SMTP Server

IMAP and
POP3 Server

Displaysthe status of the NFSfile server for UNIX and similar systems. The number
of sessions displayed represents the number of active users currently connected to
Nitix and utilizing file services. The CPU utilization bar graph indicates how much
processor timeis being used by this service. The statuslight is gray if serviceisdis-
abled, bright green if service is operational, yellow if serviceis utilized heavily, and
red if there is a problem with the service.

Displays the status of FTP services. The number of sessions displayed represents the
number of active FTP downloads currently in progress. The CPU utilization bar
graph indicates how much processor time is being used by this service. The status
light isgray if serviceisdisabled, bright green if service is operational, yellow if ser-
viceis utilized heavily, and red if there is a problem with the service.

Displays the status of MySQL services. The number of sessions displayed represents
the number of active users currently connected to Nitix and utilizing MySQL data-
base services. The CPU utilization bar graph indicates how much processor timeis
being used by this service. The status light is gray if serviceisdisabled, bright green
if serviceis operational, yellow if serviceis utilized heavily, and red if thereisa
problem with the service.

Displaysthe status of SMTP services. The number of sessions displayed represents
the number of emails being transferred by this server (normally none). The CPU utili-
zation bar graph indicates how much processor timeisbeing used by this service. The
status light isgray if service is disabled, bright green if service is operational, yellow
if serviceis utilized heavily, and red if there is a problem with the service.

Displays the status of servers responsible for delivery of email messages from IMAP
and POP3 mailboxes. The number of sessions displayed represents the number of
users currently downloading email messages from their IMAP or POP3 mailboxes.
The statuslight is gray if serviceis disabled, bright green if service is operational,
yellow if serviceis utilized heavily, and red if there is a problem with the service.
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L DAP Server

Reboot
Button

Shutdown
Button

*QOthers

Notices Box

Displays the status of the LDAP server (which is used to publish user names and
email addressesinto the internal directory). The number of sessions shows how many
users are connected. The status light is gray if service is disabled, bright green if ser-
viceis operational, yellow if serviceis utilized heavily, and red if there is a problem
with the service. The CPU utilization bar graph indicates how much processor timeis
being used by this service.

Click on this button to reboot your Nitix-powered server.

Click on this button to properly shut-down your Nitix-powered server. Failure to
click on the Shutdown button means that your RAID array has to rebuild. See Disk
Satus Messagesin Chapter 25: Disk Management for more information.

Other items may appear on the System Status Screen depending on the addition of
any optional software modules. Please refer to the appropriate software documenta-
tion for the description of the status indicators.

In most cases, when you change a service option in WebConfig and click Save As, Nitix will
display alist of major actions that are happening in the background in a Notices box at the
top of that sub-service screen. Failure notices will also appear in the Notices box.

For example, when you create anew user, a Notices box similar to the following will display
showing all of the actions Nitix has taken in setting up that user:

i NOTIZES
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Proceeding with Configuration

Y ou are ready to proceed with the system configuration once you have:
» configured your workstation to use TCP/IP
» created an Administrator account
» logged in and connected to WebConfig

» configured your disks (please see Chapter 25: Disk Management for details on
configuring your disks)

Configuring General Network Settings

1. Select Local from the Network Setup menu on theleft side of any WebConfig screen. The
Local Network Options screen displays:
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2. Nitix’s NetIntelligence feature automatically assigns arandom Host Name to the Nitix
server during the first boot-up. If appropriate, enter a new host name by typing over the
existing text. The new host name should be unique, it should use only numbers and | et-
ters, and it should contain no spaces.

Please Note: Host Names should be unique because they are used to distinguish your box from
others on the local network and are used by local users to identify a Nitix's file and print-sharing
resources. In addition, the host name (in conjunction with the domain name) forms a unique Internet
name under which the Nitix server and its web, FTP, and email services are addressed on the Inter-
net.

3. If appropriate, enter a new domain name by typing over the existing text.

Please Note: Domain Names are part of the Internet naming standard (which applies to every
device connected to the Internet). Each host has a unique name, which consists of a host name and
domain name. In general, all Internet hosts owned by your company will belong under the same
domain.

4. Indicate whether or not you want the rsync server to be enabled. This optionsisfor Unix-
style clients only. We recommend that you |eave the default setting.

5. Select the appropriate public DNS resolution option.
« Select Yesif you want Nitix to perform DNS resolution for Internet hosts.
¢ Select Noif you do not want Nitix to perform DNS resolution.

* Select Dynamic if you want Nitix to perform Dynamic DNS resolution.
Please Note: If the public DNS server is enabled, Internet hosts can resolve name-to-IP number
queries for Internet services provided by Nitix. Dynamic DNS resolution allows you to host email,
web, and FTP services using an Internet connection with a dynamic IP address.

6. The DHCP server is set by default to “turned off” on ethO, if no other DHCP server ison
that segment. We recommend that you turn this on.

7. Indicate whether or not you want to enable the SNMP (Simple Network Management
Protocol) server.

Please Note: SNMP is used to collect statistical information from the host about parameters such as
network throughput and CPU utilization. It is also used for network monitoring.

8. If you enable the SNMP server, enter an appropriate SNMP community name.

9. Indicate whether or not you want to enable the NIS Server. Leave NIS disabled if you are
using Windows. If you are using Unix or asimilar system, leave it disabled unless you
need NIS Service.

Please Note: Nitix’s built-in Network Information Server (NIS) is used to share usernames and
groups across a network to simplify user access. Unix and similar systems can be configured to use
NIS. Nitix uses NIS version 2.

10. Choose whether or not to Restrict Outgoing Connections. As part of Nitix's ICSA com-
pliance, Nitix can restrict outgoing connections to a few protocols. Enabling this option

Nitix User Manual — Version 3.76 50



Configuring Nitix

allows outgoing traffic based on the server’s configuration. All other traffic will be
blocked. See Chapter 21: Firewall Services for more information.

11. Nitix synchronizesits clock from a source on the Internet. To set the proper time, select
your Time Zone from the drop-down list. Nitix will attempt to auto detect the proper
time-zone and display its detected results for you.

12. Click on the Save Changes button.

Configuring Advanced Network Settings

The Advanced Network Settings screen allows you to configure some of Nitix’s more
advanced features. Changing advanced network settings can cause odd behavior on your net-
work; for example, if you change your Nitix-powered server’s | P address or Netmask to an
incorrect value, you may not be able to reach it from your web browser to change it back. If
something goes wrong with these settings, you have to use the control panel on the front of
the server to change them back.

Please Note: If you intend to use TunnelVision (discussed in Chapter 18), every network in each office
location that will be connected through a VPN must have a separate network subnet. If Nitix servers in
various locations auto-configure their local network interfaces to the same subnet, you will have to change
your subnet number and IP address to a different value. Refer to Reconfiguring Network Devices in this
chapter for information on how to do that.

Advanced Network Settings screen

To access the Advanced Network Settings screen:

1. Select Local from the Network Status menu found on the | eft side of any WebConfig
screen. The Local Network Options screen displays.
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2. Select the Advanced... option at the bottom of the screen. The Advanced Network Settings
screen displays:
. NETWOSE DEVICES

Dawiim | (1 Pl | Fiwfnaak, | LR | TnmlT | felim

L C TR

Network Devices

The following list describes the Network Devices section of the screen:

» Device-liststhe network interfaces installed on the Nitix-powered server. EthO should
be connected to your LAN. Ethl, Eth2, and PPPO should be connected to the Internet.

e |IP Address—liststhe IP addresses to the interfaces.

* Netmask —lists the IP network mask assigned to a particular interface.

¢ Mode - describes how an P address was assigned to an interface.

* Forced meansthat a permanent | P address was assigned by an administrator. EthO
should always have aforced | P address.

¢ DHCP meansthat atemporary |P address was assigned by the DHCP server.
DHCP addresses change each time you turn-on your Nitix-powered server.

* NetMap indicates that the | P address was automatically assigned by Nitix.

e Trust —avery important parameter. Yes signifies atrusting relationship with all hosts
attached to that interface (meaning that no firewall protection isapplied to that inter-
face). EthO should always be configured as trusted. No means that any traffic arriving at
that interface is considered non-trusted; as such, appropriate firewall protection is
applied. All Internet connections should be configured as non-trusted.

< Action Button — Clicking this button displays a screen where interface settings can be
changed.
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Reconfiguring Network Devices

1. Click on an interface’ s Action button.
2. The Network Settings screen for that interface displays:

[edwnrk Settings for ethil
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Optional: Enter anew IP address (in the format 192.168.12.10).
Optional: Enter a new network mask (in the format 255.255.255.0).
Optional: Indicate whether or not to trust computers on this network.

Optional: Indicate whether or not you want Nitix to automatically choose an IP address
and network mask.

e Thedefault setting is Yes, meaning that Nitix automatically selects an |P address
and network mask.

» Thedefault setting is changed to No (and autoconfiguration is disabled) if you
entered anew | P address or a new network mask and clicked on the Save Changes
button.

o o p» w

Please Note: EthO should never be set to choose automatically. Once an IP has been chosen, the inter-

face should have its option forced (not automatic) unless you are running a separate DHCP server on the

local network.

7. Optional: If your DHCP server (i.e. your cable modem provider) specified that you need
aDHCP Client ID when setting up your network, enter it here.

8. Optional: Indicate whether or not you want Nitix to use thislink as the default gateway.

e If thisisset to Yes, Nitix will create a default route to the network through this
interface at the highest priority level, so thislink will be used by default for
incoming and outgoing traffic.
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o If thisisset to Only aslast resort, Nitix will create a default route to the network
through this interface with alower priority level, so it will be used only if your
higher-priority ("Yes") links stop working.

9. Click on the Save Changes button.

Network Routes

The Network Routes section of the screen displays the | P routes known to Nitix. Because
Nitix automatically discoversits network surroundings and sets up routing tables, you gener-
aly do not need to edit them. However, depending on your Internet connection, your ISP
may assign you a hew route (in which case you have to edit the default route).

Please Note: Whether or not you have to change any route settings depends on your network setup and
Nitix’s connection to the LAN and to the Internet.

Deleting Network Routes

1. Click on the appropriate route's Delete button.

2. Inthewindow that appears, confirm the deletion by clicking on the Ok button.

Please Note: If the server prevents the route from being deleted, the server deems the route as
“required” or important, as it must relate to another setting or subnet in your “Device” list. If you con-
tinue to have issues, review FAQs for a “Netscan” option or contact support.

Editing Network Routes

1. Click on the appropriate route’ s Action button. The following screen displays:

MODIFY ROUTE

Gataway {optonad);

SAYE CHANGES |® CANCEL CHAMGES
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2. Optional: Enter anew destination I P address and netmask (in the format
192.168.12.0/24).

3. Optional: Click on the Interface drop-down arrow and select the interface over which
this network can be accessed.

4. Optional: If thisisnot alocal network route entry (i.e. ethl or eth2), enter the network’s
gateway address:;

BODEFY ROUTE

—cc 00 |

wnerrace: | (IS

Daprlemay |l

SAYE CHAMGES # CAMCEL CHANGES

5. Click on the Save Changes button.
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Network Configuration Scenarios

1. Nitix-powered server asaWorkgroup Server without a direct connection to the
Internet

Hub/Switch

- |

Nitix-powered server

In this scenario, you would go to the Advanced Network Settings screen to change the IP
address or the network mask of the local network interface or Nitix’s default route.
Although you generally do not need to change these settings, you can still do so:

a. Inthe Network Devices or Network Routes section of the Advanced Network Settings
screen, click on the appropriate Action button.

b. Depending on your choice, the Modify Route or the Network Settings screen displays:

Please Note: Refer to Reconfiguring Network Devices and Editing Network Routes earlier in this
chapter for full descriptions of these two screens.
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c. Change the appropriate settings and click on the Save Changes button.
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2. Nitix-powered server asa Workgroup Server and Dial-up Gateway to the Internet

%

I Nitix has automatically chosen the proper |P addresses, there is nothing else for you to
change. If you want to change the Nitix-powered server’slocal |P addresses, you can do
so by clicking the Edit button on the line describing the parameters for the Ethernet O
interface.

Dial-up line

Internet

Nitix-powered server

The default route is automatically determined when Nitix dialsin to the Internet. In this
case, there should be no default route entry in the Routes Table.

3. Nitix-powered server asa Workgroup Server and High-speed Gateway to the Inter-
net

Hub/Switch

: 8 Router
Internet
Nitix-powered server

Nitix auto configures its parametersif the ISP uses DHCP as ameans of automatic net-

work configuration. In this case, there should be nothing for you to do on the Advanced

Network Setup screen (although you can change the address of your local network inter-
faceif you wish to do so).

If your ISP assigns a unique static | P address, network mask, and default route, Nitix will
likely discover the proper default route but will not know which |P address to select.
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Although Nitix will find the available address and establish a proper connection to the
Internet, you should change the | P address of your Internet interface to the address
assigned by your ISP. Y ou should do the same with the default route setting. If you run
into problems configuring advanced network settings, contact technical support.

To change these settings:

a. Inthe Network Devices section of the Advanced Network Settings screen, click on the
ethl Action button.

b. The Network Settings screen displays. Enter the new | P address and click on the Save
Changes button.

c. Inthe Network Routes section of the Advanced Network Settings screen, click on the
Default Action button (the last entry in the list).

d. The Modify Route screen displays. Change the default route and click on the Save
Changes button.

4. Nitix-powered server asa Domain Controller and High-speed Gateway to the Inter-
net

Nitix-powered server

Router/CabIe
Modem/DSL Modem

Internet

Nitix can serve asaWindows NT style domain controller for al the computers running
Windows on the network. Asthe domain controller, Nitix will provide authentication ser-
vices for the computers on the network. When this function is enabled, the Windows file
server is set up as adomain controller, and adomain will replace the Windows work-
group. For specific information on configuring domain controllers, please see Chapter 9:
NT Domain Services.
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Configuring your Internet Connection
Configuring a Dial-up Modem

1. Select Dial-up from the Network Status menu found on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays:

DSAL-UIP HETWOHKING SETURP

DETECT MOOE WS

2. Optional: If you have an external modem connected, you may need to click on the Detect
Modems button to initiate the Modem Detection Cycle. Refer to Chapter 6: DoubleVision
for information on using multiple dial-up modems.

Please Note: If modem undetected, check cables/power, etc. Cycle power on modem and initiate a
new Detect Modems test. Refer to FAQ for more troubleshooting tips.

3. Click onthe Modem #1 Action button. The following screen displays:

DOAL-UP METWOHEING BETUW

SANE CHAMGES CAHCEL CHRARGES

4. Enter the phone number provided by your ISP. If you haveto dial 9 to get an outsideline,
enter this number aswell. For example, enter: 9, 123-123-1234.

Nitix User Manual — Version 3.76 59



Configuring Nitix

5. Enter the Internet account username provided by your 1SP.
6. Enter the account password provided by your ISP.

7. Re-enter your password to ensure it was entered correctly. If the passwords do not match,
you will be asked to re-enter your password in both fields.

8. Indicate the number of idle seconds before automatic disconnection.

Please Note: If you enter zero, the connection will never automatically disconnect. Be careful with
this setting, especially if you do not have an unlimited Internet access package from your ISP.

9. Select the appropriate dialing mode:

« Select Yesif you want the Nitix-powered server to dial automatically to the Inter-
net when someonetriesto reach it.

* Select Noif you want to manually initiate a connection by clicking Dial Modem
on the System Status page.

e Select Only asalast resort if you want to use a dial-up connection when one or
more of your high-speed connections fail. The dial-up connection will stay active
until one of the high-speed connections becomes functional. Although all trafficis
forwarded to the high-speed connection when it returns to normal, the dial-up
connection remains active for afew minutes in case the high-speed connection
failsagain. In that case, the system re-routes traffic back to the dial-up connection
immediately without having to wait for adial-up connection to be re-established.

10. Indicate whether or not you want your Nitix-powered server to emulate Windows Dial-up
Networking.
Please Note: Some Internet providers are setup to work only with Windows dial-up clients. If you
have problems establishing dial-up connection, try enabling this option.

11. Indicate whether or not userswill be able to establish aremote dial-in modem connection
to the internal network.

Please Note: A user's VPN (PPTP) and Dial-In access has to be enabled before they can establish
a remote connection. See Creating Users in Chapter 7: User & Team Management for more informa-
tion.

12. Click on the Save Changes button.
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Configuring a DSL Connection (PPPoE)

1.

Select Dial-up from the Network Status menu found on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays.

Click on the Action button in the appropriate ADSL row (ethl or eth2 only). The ADSL
Dialer Options screen displays:

ADEL Dialer Optisns
e

Arcsant Fasoeard;
‘R rrier Fasorard:

# SAVE CHANGES # CAHCEL CHANGES

Enter the Internet account username provided by your 1SP.
Enter the account password provided by your | SP.

Re-enter your password to ensure it was entered correctly. If the passwords do not match,
you will be asked to re-enter your password in both fields.

Optional: Enter your gateway | P address. Leave thisblank if you don’t know the address.
Indicate whether or not you want to enable the connection.

» Select Yesif you want to establish a permanent connection.

» Select Noif you do not want to establish a connection.

* Select Only asalast resort if you want to use this connection only if the primary
connection fails.

Click on the Save Changes button.
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Configuring a Leased Line Connection

1.

2.

Select Dial-up from the Network Status menu found on the | eft side of any WebConfig
screen. The Dial-up Networking Setup screen displays.

Click on the Leased Line Action button. The following screen displays:
Leased Lins PPP Cpthons
Type of posseciloms "7 o
PE TR T T T fuser

|
|

Ensble thls comsectiom: @, B Criy o m lsst rrarnt

= SAVE CHANGES s CANCEL CHANGES

Enter the account username provided by your | SP.
Enter the account password provided by your ISP.

Re-enter your password to ensure it was entered correctly. If the passwords do not match,
you will be asked to re-enter your password in both fields.

Indicate whether or not you want to enable this connection.

« Select Yesif you want to establish a permanent connection using the leased line.
Thisis the recommended setting.

¢ Select Noif you do not want to establish a connection using the leased line.

e Select Only asalast resort if you want to use the leased line connection only if
the primary connection fails.

Click on the Save Changes button.

Take A Shapshot

Now that you have taken the time to configure Nitix you can use the Take Snhapshot item in
the left hand menu to display all the information available on one scrollable page.
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Client AccessLicenses, or "CALS," allow individuals within your company to legally usethe
Nitix server operating system: when you purchase a Nitix CAL, you are purchasing therights
for a user to use the software.

Please Note: Client access licensing requirements came into effect with Nitix software version 3.75.

Client Access Licensing Requirements

Nitix uses a"Per User" licensing model. That is, any number of individuals can connect to
the Nitix-powered server; however, you must purchase a Nitix Client Access License (CAL)
for each individual, or "user account,” where access to Nitix services (such as emalil, file,
print and FTP services) is needed. For example, if anindividual isonly utilizing the Nitix-
powered server as gateway or firewall, that person does not require a CAL. See Chapter 7:
User and Team Management for more information.

Please Note: Nitix CALs are not required for team accounts without a password; team members can still
access team data/services using their personal user account passwords.

A defined number of Nitix CALs come with each version of the Nitix server operating sys-
tem (Nitix SB, Nitix SE and Nitix PE). One additional "free" Nitix CAL isalocated for a
Nitix administrator.

License Information
To see how many Nitix CALs are licensed for the system and currently being used:

1. Login to Nitix with your administrator username and password. WebConfig's System
Satus page displays.
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2. Select Software Update from the |eft-hand side of the WebConfig screen. The Software
Update screen displays with a Notices box at the top of the screen showing how many
Nitix CALsyou have:

HOTICES

Please Note: The User Authentication Method box on WebConfig’s main System Status screen also dis-
plays how many Nitix CALs are licensed for the system and currently being used.

If you exceed your licensed number of Nitix CALSs, a Notices box similar to the following
will appear at the top of each page in WebConfig:

MOTICES

Please Note: To purchase additional Nitix licenses, please contact your authorized Net Integration Tech-
nologies Reselling Partner.
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What is DoubleVision?

DoubleVision is a Nitix feature that allows you to configure two or more Internet connec-
tions. For example, you can combine a cable modem and an ADSL link, two ADSL links,
multiple dial-up modems (to the same or different ISP), or any combination of Internet con-
nections supported by Nitix.

There is no single place to configure DoubleVision. Instead, it is automatically configured
when more than one Internet connection is used at the same time.

Please Note: In order for DoubleVision to activate, you must have at least two gateway connections. You
can choose a default connection.

Advantages to DoubleVision

* Increased performance

Internet traffic isincreased by being able to utilize the bandwidth of both lines.

Please Note: You cannot specify which connection is used. It is automatically chosen by Netintelli-
gence.

* Increased reliability

If one ISP s Internet connections fails, the remaining | SP’s connection stays functional. This
means that your downtimeislimited (it's also known asfail-over, or redundant connectivity).

e Last Resort dial-up mode

If one or more of your high-speed Internet connections fail, Nitix can dial your modem auto-
matically and use dial-up access instead. When your high-speed links are restored, the
modem automatically disconnects after it verifies that the high-speed connections are stable
and active. The same applies to high-speed connections if you choose to use them as a last
resort connection.
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* Dynamic DNS Integration

If you' re using Dynamic DNS, Nitix automatically publishes appropriate DNS names so that
people can aways find your web site, even if your high speed links are down and you need to
use adial-up connection. See Chapter 22: Domain Name Services for more information.

* NetlIntelligence

No human intervention is required to activate and deactivate Internet services when they fail
or are restored. Netlntelligence automatically takes care of these situations.

* Full automation

Y ou do not have to reconfigure any client workstations on your local network in order to take
advantage of DoubleVision. DoubleVision is fully automated and managed by the server.

Modem Connections

Since modems are normally much slower than other Internet connections, you probably do
not want to use a modem as your primary connection. Instead, you can configure your
modem as a‘last resort’ option, meaning that your modem will only connect if one or more
of the high-speed connections fails.

If amodem is configured as the primary connection, it will connect to the Internet even if
high-speed connections are available. Thisisuseful if you want to test the modem connec-
tion.
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Chapter 7

User & Team
Management

Service Integration

User and team management is tightly integrated with a number of other Nitix services. Itis
very important that you understand how user and team management relates to these other
functions before we start talking about creating, editing, and del eting users and teams. Please
read the following section carefully.

Nitix’semail, file, web, and FTP services are tightly integrated. Every user and team account
that is created has instant and automatic accessto all of these services. When a user is cre-
ated, a number of things happen in the background:

alogin account is created and the password defined by the administrator is
assigned to that account.

apersona user directory is created on the server. Thisdirectory is

accessiblein Windows' Network Neighborhood or on Macintosh’s AppleShare
drive. If NFSisenabled, UNIX and similar systems can use the path
/export/home/username to access this directory. For example, the path for
someone with the username janedoe would be /export/home/janedoe.

aWWW directory is created within the user’s personal directory. Any file stored
in this directory is automatically published on the user’s personal web page.

an FTP account (which points directly to the user’s personal directory) is created
for the user. If the user logs in to the FTP server using the proper user name and
password, they can access the filesin their personal directory.

an email account is created for the user. Email is available through either POPS3,
IMAP, or WebMail.

Similarly, when ateam is created, a number of things happen in the background:

ateam login account is created and the password defined by the administrator is
assigned to that account.

ateam directory is created. Thisdirectory is accessible to all team membersin
Window’ s Network Neighborhood or on Macintosh’s AppleSharedrive. If NFSis
enabled, UNIX and similar systems can use the path /export/home/teamname
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to access this directory. For example, the path for ateam named sales would be
/export/home/sales.

« aWWW directory is created within the team directory. Any file stored in this
directory is automatically published on the team's web page.

e an FTP account (which points directly to the team directory) is created for the
team. If ateam member logs into the FTP server using the proper team name and
password, they can access the files in the team directory.

e anemail distribution account is created for members of the team. Team email can
be accessed through either POP3 or IMAP mailboxes. Emails received by the
team email account may be set to be automatically forwarded to all members of
the team.

Please Note: All Nitix user and team accounts with a password require a Nitix CAL. Users who do not
need to access Nitix services (such as email, file, print and FTP services), do not require a CAL. Nitix
CALs are not required for team accounts without a password; team members can still access team data/
services using their personal user account passwords. One additional "free" Nitix CAL is allocated for a
Nitix administrator. See Chapter 5: Client Access Licenses for more information.
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User Accounts

Creating Users

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
Setup screen displays:
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2. Click on the Add New User button. The Create New User screen displays:
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3. Enter the User ID that will serve asthe user’slogin and personal directory name. User
IDs cannot contain spaces or any punctuation other than the hyphen, the dot, or the under-
score (e.g. jane-doe, jane.doe, janedoe).

Please Note: If Nitix's email server is used to receive email, this user ID will become part of the
user’s email address. For example, if the username janedoe is created on a Nitix-powered server that
resides in the example.com domain, Jane's email address willbe janedoe@example.com.

4. Enter the user’sfull name.
5. Enter a password for the user. User passwords should be unique.

6. Re-enter the password to ensure it was entered correctly. If the passwords do not match,
you will be asked to re-enter the password in both fields.

7. Indicate whether or not this user will have administrative privileges. Administration priv-
ileges means that this user will have unrestricted accessto all configuration functions of
Nitix.

8. Indicate whether or not this user will have FTP accessto his or her private directory.

Please Note: FTP has to be enabled before the user has FTP access. If FTP is enabled in Trusted
Hosts Only mode, the user can access files from a trusted, internal network or from a VPN. If FTP is
enabled in open mode, the user can access files using FTP from anywhere on the Internet.

9. Indicate whether or not the user is allowed to establish aremote VPN (PPTP) or dial-in
modem connection to the internal network. For security reasons, most users should not be
able to establish a remote connection.
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10.

11.

12.

Editing Users

1.

Please Note: VPN services have to be enabled before a user can establish a VPN connection. Sim-
ilarly, dial-in for a specific modem has to be enabled before a user can establish a dial-in connection
on that modem. See Chapter 20: Remote Access Services for more information.

If the domain controller is enabled, choose adrive that the user’ s files can be automati-
cally mounted to when logged into a domain workstation. The default driveis X:.

Please Note: Be sure to choose a drive that is not already in use. For more information, see Chapter
9: NT Domain Services.

Select the teams this user will be a part of. Team membership gives users full accessto
the team’ s shared directory.

Click on the Save Changes button. The Main User Setup page re-displays, and the user
displaysin thelist of previously created users.

On the Main User Setup screen, click on the appropriate user’ s Edit Action button. The
Modify User screen displays:
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Change the user’ s information as appropriate. Refer to Creating Users (in this chapter)
for adescription of the fields on this screen.

Click on Convert to Team to convert this user into ateam.
Click on the Saves Changes button.
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Deleting Users

IMPORTANT: Deleting a user means that all of the user’s personal files, email
settings, mailbox, and any undelivered email in the mailbox will be deleted.
Once this is done, none of the above can be recovered (unless you restore the
data from a previous backup).

1. Onthe Main User Setup screen, click on the appropriate user’s Delete button.

2. A “deleteuser” confirmation box appears. Select the OK button to continue and DELETE
the user.

Import Users from Windows

To upload user information from a Windows 2000 or NT server:

1. You will need to download an executablefile called “ pwdump2”. The program is freely
available online and can be found at various locations on the Internet. Here is one:
http://razor.bindview.com/tool s’'desc/pwdump2_readme.html

2. Download thefile called “pwdump2.zip” and unzip the contents to their own folder. For
example, extract the contents to afolder called “ pwdump2” on your C drive.

3. Click on the Sart menu, and choose Run.
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4. Enter “cmd” and click OK.
e 2iai
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5. Type“cd pwdump2” and hit Enter. Thiswill change the directory to the folder you cre-
ated on your C drive that contains the contents to the file “ pwdump2.zip”.

ey
lon 5 BE_Z1YS ]
e Mizroasoli Lowp.

6. Type“pwdump2 > list.txt” and hit Enter. Thiswill run thefile called “ pwdump2.exe” and
generate atext file called “list.txt” in the same folder.
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7. Openthefilecalled “list.txt”. This contains alist of Windows users. Highlight the users
you wish to import, right-click with your mouse and choose Copy.
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8. In WebConfig, click on User Setup in the left-side menu. The main setup screen displays:
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9. Click on Import Users. This screen will display.
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10. Right-click on your mouse in the field called “Import Users Info”. Choose Paste. This
will copy the contents of the file called “list.txt” into this space.

i ] a1 i
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11. Click on Save Changes. This screen will display.

Simlmip b e Lame
P

12. Click on Save Changes.

13. Because windows utilizes a one-way hash algorithm for storage of passwords, the pass-
words are not easily recovered. The Administrator will need to create new passwords by
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clicking on the left button in the Action column, in the row containing a user’ sinforma-
tion. This screen will display:
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14. Enter the new password into the appropriate fields. Click Save Changes.

Modifying User Email Settings

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.

2. Click on the appropriate user’s Action button. The Modify Users screen displays.
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3. Click on the E-mail... button on the bottom of the screen. The E-mail Setup screen dis-
plays:

E-MAIL BETLP

A_—p

Section A:

1. Retrieve Mail from POP Server:

» Used to POP mail from your current mail provider and/or used to pull third party
POP mail (i.e. Y ahoo/Hotmail).

» Configure by entering the full server name used to pull mail down from your ISP
(i.e. poplsympatico.ca).

2. Remote POP Username:

» Enter the appropriate account credentials for the mail service you are retrieving
from.

3. Remote POP Password:
» Enter password for POP account.
4. Re-enter POP Password:
* Re-enter password for POP account.

Section B:
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1. Forward to this E-Mail Address:

e Thisisa“by user” mail forwarder. Thisalows you to forward or send copies of
your mail to an alternative address (e.g. you' re leaving for vacation, but need your
colleague to review your email for sales orders).

Section C:

1. Keep Mail if Forwarding?:

» Givesyou the ability to keep a copy of all the mail that you have forwarded for
later review or archive.

e Default setting is YES.

Section D:

1. Automatic Reply Message:
* Also known asthe “Out of Office” notification.

e Users can automate a private reply message for any mail that gets sent to them.

Please Note: This feature is intelligent and is designed to send a single response to each address
that gets received to your mailbox. If the same user sends you ten messages, they will only receive
one auto reply from your mailserver.

Team Accounts

Creating Teams

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.
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2. Click on the Add New Team button. The Create New Team screen displays:
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3. Enter ateam ID. This|D serves as the name of the team’s shared directory and as the
team’s FTP login name (which gives team members FTP access to the shared directory
and the WWW directory). Team IDs cannot contain spaces or any punctuation other than
the hyphen, the dot, or the underscore (e.g. sales-team, sales.team, sales_team).

4. Enter adescriptive name for the team in the Full Name field.
5. Enter alogin password for the team. Team passwords should be unique.

6. Re-enter the password to ensure it was entered correctly. If the passwords do not match,
you will be asked to re-enter the password in both fields.

7. Indicate whether or not the team will have FTP access to the team directory.

Please Note: FTP has to be enabled before the team has FTP access. If FTP is enabled in Trusted
Hosts Only mode, the team can access files from the internal network or from a VPN. If FTP is
enabled in open mode, the team can access files using FTP from anywhere on the Internet.

8. Indicate whether or not team members are allowed to establish aremote VPN (PPTP) or
dia-in modem connection to the internal network. For security reasons, most teams
should not be able to establish aremote connection.

Please Note: VPN services and dial-in services have to be enabled before a team member can

establish a VPN or dial-in connection. See Chapter 20: Remote Access Services for more informa-
tion.
9. Select the appropriate group email setting:
*  Select Send to members to send team emails to all team members.
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» Select Use shared folder to store all team emailsin an automatically created folder
that is accessible to all team members through an IMAP client.

e Select Act as mailing list to make the group email address act asamailing list
where others (even non-group members) can subscribe.

When amailing list isfirst set up, no oneis subscribed to it. People who want to
subscribe (including group members) must do it themselves. To subscribe/unsub-
scribe, mail is sent to group-subscribe@example.com or group-unsub-
scribe@example.com.

The mail list files are maintained in the group’ s home directory under Maildir/list-
mail/.

The default value for a group email isto forward mail to all members.

10. If the domain controller is enabled, choose a drive that the team’s shared files can be
automatically mounted to when one of its members logs into a domain workstation. The
default, None, does not mount the files to ensure that there are no conflicts with drive

space.
Please Note: For more information, see Chapter 9: NT Domain Services.

11. Select the members of the team. Team membership gives full accessto the team’ s shared
directory.

12. Click on the Save Changes button. The Main User Setup page re-displays. The team dis-
playsin the list of previously created teams.
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Editing Teams

1. Onthe Main User Setup screen, click on the appropriate team’ s Edit Action button.
2. The Modify Team screen displays:
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3. Change team information as appropriate. Refer to Creating Teams (in this chapter for a
description of the fields on this screen.

4. Click on Send to send thisteam atest email.
5. Click on Convert to User to convert this team into a user.
6. Click on the Save Changes button.

Convert to User

Clicking on “Convert to User” on the Modify User screen will convert a“user” into ateam of
the same name.

Convert to Team

Clicking on “Convert to Team” on the Modify User screen will convert ateam into a user
account. All team members will be removed.
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Deleting Teams

IMPORTANT:Deleting a team means that the team’s shared network directory
and all of the files contained within the directory are deleted. Once this is
done, none of the above can be recovered (unless you restore the data from a
previous backup).

1. Onthe Main User Setup screen, click on the appropriate team’ s Del ete button.
2. Inthewindow that displays, click on the OK button.
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File Sharing Services

Nitix is designed to provide high performance file sharing services for Windows, Macintosh,
and UNIX-style clients. Files created by Windows users can transparently be seen by Macin-
tosh users and vice versa.

The management and administration of file servicesistightly integrated with user manage-
ment and administration. Please refer to Service Integration in Chapter 7: User & Team
Management for a detailed explanation of how file sharing services are automatically setup
during user and team creation.
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Configuring File Services

1. Select the Filefrom the Server Setup menu on the left side of any WebConfig screen. The
File Server Setup screen displays:
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2. If appropriate, enable the file virus scanner. With this option selected, al files on the sys-
tem will be automatically scanned for viruses every 12 hours. When avirusis encoun-
tered, it will be cleaned up if possible. Otherwise it will be renamed to “filename-
INFECTED” and the user whose directory the file was found in will be informed via
email of the virus.

Please Note: This option is only available if you have purchased Net Integration Technologies’
VirusProtect anti-virus software.
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3. If appropriate, enable the Macintosh File Server. If Macintosh file services are not
enabled, users will not have accessto their personal network directories or shared team
directories from Macintosh workstations.

4. |If appropriate, enable the Windows File Server. If Windows file services are not enabled,
users will not have accessto their personal network directories or shared team directories
from Windows workstations.

5. Enable the Windows File Server if you are: using aworkgroup, acting as adomain mem-
ber, or if you are acting as a domain controller.

a. Enter aworkgroup name if you are not acting as a domain member or adomain con-
troller. This name indicates the workgroup under which the Nitix-powered server will
be listed as a resource in Windows Network Neighbourhood.

Please Note:lt is recommended that you enter the Windows workgroup name being used by
other workstations in the office. If you are setting up a new network, you can use any workgroup
name you wish — just make sure that you configure your Windows workstations so they belong to
the same workgroup.

b. Enter adomain nameif you want to enable the Domain Member or Domain Control-
ler feature.
Please Note: You cannot act as a Domain Member and a Domain Controller at the same time.

6. If appropriate, enable the Act as Domain Member? feature by selecting Yes.

Please Note: If you choose Nitix to act as a Domain Member, ensure that you have disabled Act as
Domain Controller? and Domain Controller: Enable roaming profiles?.

7. Enter your Domain Member: Admin username (thisisyour Windows NT administrator
name).

8. Enter your Domain Member: Admin password (thisis your Windows NT administrator
password). Re-enter your password to ensure it was entered correctly.

9. If appropriate, enable the Domain Controller. The Windows File Server will then act as
the Windows domain controller. The Windows workgroup name will then become your
network Domain Name.

Please Note: If you choose to have Nitix act as a Domain Controller, ensure that you have disabled
the Act as Domain Member? feature.

Please Note: The Windows File Server must be enabled for the Domain Controller to function. See
Chapter 9: NT Domain Services for more information.

Please Note: Your network domain name has nothing to do with your internet domain name. They
do not interact and are independent of each other.

Advice/Recommendation:Do not use the same internet domain name as your local network domain
name.
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10. Enter an administrative password for the Domain Controller. Thiswill be used to add
workstations to the domain. Re-enter the password to ensure it was entered correctly.

11. If appropriate, enable the NFSFile Server. If NFSfile services are not enabled, UNIX
userswill not have accessto their personal network directories or shared team directories
from UNIX workstations.

12. Click on the Save Changes button.

13. To ensure that the status of the file server has changed, select System Status from the
menu on the left hand side of the screen. The Windows, Apple, and NFS File Server sec-
tions of the System Status screen display the updated status.

Please Note: It may take up to 15 seconds for file services to start, and during that time the status
may read Error starting service.
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What is a Windows NT Domain Member?

Nitix can become a member of a Windows NT domain, enabling Nitix to authenticate users
using a pre-existing Windows NT domain controller rather than local passwords.

The Windows NT domain stores all user account and security information in acentral data
base. When a user logs on to Nitix, the Windows NT domain authenticates the username and
password against the information in the directory database. This means you don't need to
maintain a separate directory database for both Nitix and Windows systems; Nitix users can
access their network files from both Windows and Nitix systems with the same username and
password. All administration can be done with Windows NT.

When you join aWindows NT domain, Nitix will automatically create user accounts on the

Nitix server for NT domain users. These users require Nitix Client Access Licenses (CALS).
See Chapter 5: Client Access Licenses for more information.

Please Note: The Nitix Domain Controller feature must be disabled for the domain member to function.

Configuring the Domain Member

To enable Nitix's domain member function:
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1. Select File under Server Setup from the menu on the left side of any WebConfig screen.
The File Server Setup screen displays:
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2. Enter the domain name in the Windows wor kgroup/domain: box.
3. Ensurethat the Act as Domain Member? is enabled by selecting Yes.

4. Enter your Domain Member: Admin username: (thisis your Windows NT administrator
name).

5. Enter your Domain Member: Admin password: (thisisyour Windows NT administrator
password). Re-enter your password to ensure it was entered correctly.

6. Click on the Save Changes button.
Please Note: Ensure that you have disabled Act as Domain Controller? and Domain Controller:
Enable roaming profiles?
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What is a Domain Controller?

A domain controller provides authentication services to the rest of the computers on the net-
work. It stores user account and security information in a central database for one domain.
When a user logs on to a computer that is part of the domain, the domain controller authenti-
cates the username and password against the information in the directory database.

Nitix can serve as a Windows domain controller for al the computers running Windows on
the network. When this function is enabled, the Windows file server is set up as adomain
controller and a domain name will replace the Windows workgroup.

Please Note: The Windows file server must be enabled for the domain controller to function.

Please Note: Your network domain name has nothing to do with your internet domain name. They do not
interact and are independent of each other.

Advice/Recommendation:Do not use the same internet domain name as your local network domain
name.

Configuring the Domain Controller

To enable Nitix’'s domain controller function:
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1. Select File under Server Setup from the menu on the left side of any WebConfig screen.
The File Server Setup screen displays:
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2. Ensurethat the Windows file server is enabled.

3. Enter aname in the Windows workgroup name field. Thiswill be the domain name once
the domain controller is enabled. Avoid using the default name of “Workgroup”, as it
could be very confusing.

Please Note: You will need to set each Windows workstation’s domain name to match this, in order
for Windows file and printer sharing to work properly.

4. Enable the domain controller for Windows.

5. Enter the administrative password for joining computers to the domain. Re-enter the
password to ensure it was entered correctly.

6. Click on the Save Changes button.

Joining Windows Systems to a Domain

All Windows wor kstations will have to be added to the domain once the domain con-
troller isenabled. The predefined administrative username needed to add a system to
the domain isalways_root.
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For Windows 95/98/ME:

A Windows 95/98/M E workstation does not actually join the domain. However, it isable to
log onto the domain with the following steps:

1. InWindows, select Start > Settings > Control Panel. The Control Panel window dis-
plays:
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2. Select Network from the list. The Network window displays. Click on the Configuration
tab.
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3. From The following network components are installed list, select Client for Microsoft
Networks. Click on the Properties button. The Client for Microsoft Networks Properties
window displays:
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4. Check the box for Log onto Windows NT domain and enter the name of the domain (as
entered in the Windows workgroup name field on the File Server Setup WebConfig
screen).

5. Click onthe OK button. The Network window displays. Click on the OK button again.

6. Reboot the workstation. The next time you log on, the login window will have an addi-
tional Domain field.

For Windows NT:

1. In Windows, select Start > Settings > Control Panel. The Control Panel displays:
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2. Select Network from the list. The Network window displays. Click on the Identification
tab.
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3. Click on the Change button. The Identification Changes window displays:
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4. Inthe Member of section of the window, select Domain. Enter the name of the domain (as
entered in the Windows wor kgroup name field on the File Server Setup WebConfig
screen).

5. Check the box for Create a Computer Account in the Domain. Enter the administrative
username, _root, and the password (as entered in the Domain Controller Password field
on the File Server Setup WebConfig screen).

6. Click onthe OK button. The Network window displays. Click on the OK button again.

7. Reboot the workstation. The next time you log on, the login window will have an addi-
tional Domain field.
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For Windows 2000:

1. In Windows, select Start > Settings > Control Panel. The Control Panel displays:
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2. Select System from the list. The System Properties window displays. Click on the Net-
work | dentification tab.
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3. Click on the Properties button. The Identification Changes window displays:
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In the Member of section of the window, select Domain. Enter the name of the domain (as
entered in the Windows wor kgroup name field on the File Server Setup WebConfig

screen).
Click on the OK button. The next time you log on, the login window will have an addi-
tional Domain field.

For Windows XP Professional:

1.

Install the registry patch: http://www.net-itech.com/support/registry _patch/
samba xp_domain_member.reg

For information on the | atest features available in Samba as a domain controller, down-
load this PDF: http://www.net-itech.com/support/docs/csambab. pdf

In Windows, select Sart > Control Panel. The Control Panel window displays. On the
left menu bar under Control Panel, select Classic View if you are currently in Category

View.

Nitix User Manual —

Version 3.76 95



NT Domain Services

3.

Select System from the list. The System Properties window displays. Click on the Com-
puter Name tab.
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4.

5.

Click on the Change... button. The Computer Name Changes window displays:
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In the Member of section of the window, select Domain. Enter the name of the domain
(as entered in the Windows workgroup name field on the File Server Setup WebConfig

screen).

6. Click onthe OK button. The next time you log on, the login window will have an addi-

tional Domain field.
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File Mounting/Drive Mapping

Once the domain controller is enabled, auser’s files can be mounted directly onto any
domain workstation upon login. The shared files of any team that the user belongsto can also
be mounted.

For Users:

1. Select User Setup from the menu on the left side of any WebConfig screen. Click on the
Edit Action button for the appropriate user. The Modify User screen displays:

i WDOFY UEER
- e |
{
o
—— ]
e —
.-h.l.luur.lm.iu.: L] 1
.I|I.hllr|1'.l|.r|-|||.§ -]
e VT FTFTF asl Ul.'hl.l'l.lu.j L]

Wlerye Cormgs b Licvsss: | i

1
s By o s e

Laka T |

IHVERT T Edld o T-Rlikd

& BAVT CHAMGT # CAHCTL CHlNGER

2. From the drop-down menu in the Automatically mount files as field, select the drive that
the user’ s files should be mounted as on the workstation. The default driveis X:.
Please Note: Be sure to choose a drive that will not conflict with drives already in use.

3. Click on the Save Changes button.

This can also be done when the user is created.

Nitix User Manual — Version 3.76 97



NT Domain Services

For Teams:

1. Select User Setup from the menu on the left side of any WebConfig screen. Click on the
Edit Action button for the appropriate user. The Modify Team screen displays:
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2. From the drop-down menu in the Automatically mount files asfield, select the drive that
the team’ s shared files should be mounted as on the workstation. The default, None, isto
not mount the files at all. This ensures that there will be no conflict between use of drive
space.

3. Click on the Save Changes button.

This can also be done when the team is created.

Logon Scripts

Logon scripts are supported through DOS batch files found at \\Servername\netlogon. All
scripts are called "username.bat". These batch fileswill call upon™_logon.bat". If manual
modifications arerequired, create afilecalled" logon.bat". All manual modifications should
bemadeto" logon.bat" as"username.bat" is automatically generated, and modifications
will belost!
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Please Note: In order to prevent conflicts, if you upgrade to Nitix version 3.75 or higher from a previous
version, your “logon.bat” file will be automatically renamed “_logon.bat” and a new file called “logon.bat”
will be created. The new “logon.bat” file will link to your “_logon.bat” file.

Automated Drive Mapping

User folders and team folders can be automatically mounted through the selection of adrive
mount in the User/Team setup. These drive mappings are done through the L ogon scripts.
Note that any drives previously mounted will not be automatically disconnected as Windows
caches these drive connections.

Workstation Administrative Rights

With Nitix version 3.75 or higher, a"domain_admins' team is automatically created when
Nitix becomes a domain controller. Administrators can add users to the "domain_admins’
team to give them workstation administrative rightsto all computers running Windows on
the network. Users will have full control over workstation administration without giving
them access to other server administrator functions.

To Give Users Workstation Administrative Rights

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.

2. Add any usersto the "domain_admins" team that you want to grant access to workstation
administrative features.
Please Note: See Chapter 7: User & Team Management for instructions on how to create a team.

3. Thenext timethat user logsin to the domain, they will have workstation administrative
rights.

Please Note: When you import users from a Windows NT domain, those users will automatically be
added to the "domain_admins" team.
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Nitix Print Services

A Nitix-powered server’s paralle printer port can be connected to any type of printer that
users are sharing on the internal network. Nitix does not support the bidirectional mode of
parallel devices; it can send output to printers but cannot read detailed status information.
This means that any special print manager and status monitor software on your PC should be
disabled. Nitix’s print services are setup automatically during the first system boot (provid-
ing all Nitix users with unrestricted access to the shared printer).

The administrator/installer is required to provide the appropriate drivers for the specified
printer at the workstation.

Please Note: Only parallel port printers are supported. Print Services does not support USB printers or
“green” enabled printers that shut themselves off when there is inactivity on the port.

Configuring Print Services
Before you can print on a printer connected to your Nitix-powered server, you have to con-
figure Nitix for printing.

1. Click on the Printers button on the WebConfig screen. Nitix will list all the available
printers.
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Choose to enable Print Services or not. Without this option being set you will not be able
to print using the printers attached to this server.

Click the Save Changes button.

Configuring your Workstation

1.

In Windows, open your Network Neighbourhood and double-click on the server icon
with the name of your Nitix-powered server (e.g. Paintball). The following window
shows the network file and print services to which you have access:
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Double-click on the printer icon. The following window displays:
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Select Yes to configure your workstation. The Add Printer Wizard displays:
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Select No to indicate that you are not printing from MS-DOS programs. Click on Next.
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5. Select the brand and type of printer that is connected to your Nitix-powered server. Click
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Please Note: If your printer is not listed, click on the Have Disk button and provide the printer driver
from the disk provided by your printer's manufacturer.

6. Enter aname for the printer. Indicate whether or not you want this printer to be used as
the default printer. Click on the Next button.
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7. On the screen that displays, indicate whether or not you want to print atest page.
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8. Select Finish. You will be prompted to insert your Win95/98 install disk. Some fileswill
be copied to your system, and your shared printer will be setup and ready for printing.

Nitix User Manual — Version 3.76 104



Chapter 11

Emall Services

Components of the Email System

The main components of Nitix’s email delivery subsystem are the:

SMTP Server —amail delivery system. When you send an email, the SMTP server takes
this message from your email client and delivers the message to the recipient’s POP3
server. If your ISP forces you to use a specific SMTP server, Nitix can deliver to that
server rather than directly to the destination servers. Thisis known as a“smarthost”.

POP3 Server —asystem that receives auser’'s email messages and stores them in the
user’ smailbox. When auser’semail client checks for new mail, it communi cates with the
POP3 server, which ensures proper user authentication and delivery of email to the user’s
email client. POP3 is the most commonly used mail delivery protocol.

POP3/SSL Server —thisisthe secure POP3 server. The Secure Sockets Layer (SSL) isa
commonly-used protocol for managing the security of a message transmission on the
Internet.

IMAP Server —an advanced system that is similar to POP3. Because IMAP isrelatively
new, not all mail clients support it. IMAP offers superior user authentication and allows
usersto store their email on a server instead of downloading messages to a workstation
(asisthe case with POP3). This allows usersto check their email from various worksta-
tions and lets them see a complete list of the emails kept in their folders.

IMAP/SSL Server —thisisthe secure IMAP server. The Secure Sockets Layer (SSL) is
a commonly-used protocol for managing the security of a message transmission on the
Internet.

WebMail Server —asystem that allows users to securely access their email from any
workstation on the Internet using a standard web browser. The web mail server uses SSL
encryption to secure online transactions. Refer to Chapter 12: WebMail for more infor-
mation.

LDAP Server —adirectory system that holds the names and email addresses of all users
on the Nitix-powered server. This directory can be searched with any standard email
client. The LDAP server does not store names and email addresses of users not connected
to the Nitix-powered server.
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* Real-timeBlackholeList (RBL) —a‘spam’ blocker that has different levels of spam
protection (Srong and Medium).

e Mail Virus Scanner — scans all outgoing and incoming mail for viruses. If avirusis
found, itisimmediately removed from the email. A warning is then sent to the sender and
all recipients along with the original (but virus-free) message. Y ou must buy the Virus-
Protect license for Nitix for this feature to be enabled.

Configuring Email Service

1. Select E-Mail from the Server Setup menu found on the left side of any WebConfig
screen. The E-Mail Setup screen displays:
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2. Select the appropriate SMTP server setting:

» Selecting Yes enables the SMTP server and allows any computer on the internal
network or on the Internet to send email using the Nitix-powered server as a mail
server. Messages from computers on the Internet are accepted only if their desti-
nation isthe local domain hosted by your Nitix server. (This prevents your server
and Internet bandwidth from being used to send unsolicited emails).

e Selecting Only Trusted Hosts enables the SMTP server and allows internal users
and users connected to the internal network through aV PN to send email using the
Nitix-powered server astheir mail server.

» Selecting No disables the SMTP server completely.
3. Select the appropriate POP3 server setting:

» Selecting Yes enables the POP3 server and allows any computer on the internal
network or on the Internet to access the POP3 mailbox. Select Yes only if you
have users who will be accessing their email from outside of the office.

» Selecting Only Trusted Hosts enabl es the POP3 server and allows internal usersto
access the POP3 mailbox.

» Selecting No disables the POP3 server completely.
4. Select the appropriate POP3/SSL server setting

» Selecting Yeswill allow incoming secure POP-3 connections from anywhere. This
means that your users could download their email from anywhere on the Internet.

» Select Only Trusted Hoststo alow incoming secure POP-3 connections only from
the local network, and not from the Internet.

» Select No to disable the secure POP-3 server.
5. Select the appropriate IMAP server setting:

e Selecting Yes enables the IMAP server and allows any computer on the internal
network or on the Internet to access the IMAP mailbox. Select Yesonly if you
have users who will be accessing their email from outside of the office.

» Selecting Only Trusted Hosts enablesthe IMAP server and allowsinternal usersto
access the IMAP mailbox.

e Selecting No disables the IMAP server completely.
6. Select the appropriate IMAP/SSL server setting

» Selecting Yeswill alow incoming secure IMAP connections from anywhere. This
means that your users could read their E-Mail from anywhere on the Internet.

» Select Only Trusted Hosts to allow incoming secure IMAP connections only from
the local network, and not from the Internet.

* Select No to disable the secure IMAP server.
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10.

11.

12.

13.
14.

15.

Select the appropriate WebMail server setting:

« Selecting Yes enables the WebMail server. Enabling the WebMail server automat-
ically enablesthe IMAP and WWW servers. If you disable IMAP or the WWW
servers, the WebMail server will not be functional.

» Selecting No disables the WebMail server completely.

Select the appropriate Exchangelt! server setting:

» Selecting Yes enables the Exchangelt! server. Enabling the Exchangelt! server
automatically enables the MySQL and WWW servers. If you disable MySQL or
the WWW servers, the Exchangelt! server will not be functional.

» Selecting No disables the Exchangelt! server completely.
Select the appropriate LDAP directory server setting:

* Selecting Yes enables the LDAP server (which answers directory queries). The
LDAP directory isautomatically populated with the names and email addresses of
al users configured on the Nitix-powered server.

* Selecting No disables the LDAP server completely.
Select the appropriate RBL setting:

« Select Srong RBL if you want to block known spam servers and spam relay serv-
ers. Strong RBL blocks all spam mail, but may also block other mail. Senders
receive amessage if their mail is blocked.

» Select Medium RBL if you want to block known spam servers. Medium RBL
blocks most spam mail.

e Select No RBL if you do not want spam protection.

Indicate whether or not you want to enable the Mail Virus Scanner. By default, the virus
scanner is enabled.

Enter the number of minutes between remote POP mailbox checks. The number in this
field specifies how often (in minutes) the remote mailbox is checked for new emails.

Enter the name of your mail domain (e.g. example.com).

Inthefield for ISP's SMTP Server enter the server nameif your | SP forces you to use a
specific SMTP server. Thiswill make Nitix deliver to that server rather than directly to
the destination servers. Thisis known as a“smarthost”. Y ou should leave this blank
whenever possible. Enter your | SP login username and password.

Click on the Save Changes button.
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Clearing the Email Queue

Clear Email Queue allows you to clear the outgoing email queue.

1. Select Email from the menu on the left side of any WebConfig screen. The Email Setup
screen displays

2. Click on the Clear Email Queue button. The Clear email queue? prompt displays:

Clear email queue?

Are you nre won sy to clear gooer e ml e
-.I rL-|

3. Click on Yesto clear the email queue. You will be brought back to the Email Setup
screen.

Configuring Email Aliases

The Email Alias feature allows you to assign an email address that is used for redirection of
the incoming email to one or more recipients. The incoming mail may also be redirected to
external email addresses.

Create Email Alias Account:

1. Select E-Mail from the Server Setup menu found on the | eft side of any WebConfig
screen. The E-Mail Setup screen displays.
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2. Click on the Email Aliases button. The Email Aliases screen displays:
Artion

3. Click onthe Add Alias button. The New Email Alias screen displays:

MEW EMAIL ALIAS

EMAIL ALIASES

# ADD ALIAS # HUME

» SAVE CHANGES # CANCEL CHANGES

4. Enter the alias email address in the Alias name: box. An email that is sent to an email
aiaswill be sent to the target(s) that you specify. For example, if you want the email
alias of sales@domain.com, you would enter the alias name “sales’.

5. Inthe Target name(s): box enter the alias' mail box(es) to whom an email will be for-
warded when it is directed to the alias name .
Please Note: The target field can either be a mail box on the same domain (for example 'root’) or an
external e-mail address (such as ‘'user@otherdomain.com’) or a forward reference to another alias. If
there is more than one target, they can be separated by commas or spaces. A target name may not
contain any other non-alpha-numeric characters. If it does, the invalid characters will be replaced by
", All characters will be converted to lower case if they are not already so.
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6. Click on the Save Changes button. The Email Aliases Notices screen displays notifying
you that it is Adding alias name ‘aliasname’:

i NOTICES

&dding alias name 'aliasname’.

i EMAIL ALIASES

|# ADD ALIAS |# HOME
T T

7. Click onthe Add Alias button to add another alias or click on the Home button to return to
the Email Aliases screen. The new alias name displaysin thelist of previously created
aiases.

Edit/Delete Aliases

To edit an Email Alias:

1. Onthe Email Aliases screen, click on the appropriate alias' Edit Action button:;

i EMAIL ALIASES

] 00 _

|# ADD ALIAS |# HOME
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2. The Modify Email Alias screen displays:

i MODIFY EMAIL ALIAS

e S R G A anyperson@abo.com

|# SAVE CHANGES

# CANCEL CHANGES

3. Changethedlias information as appropriate.
4. Click on the Saves Changes button.

To delete an Email Alias:

1. Onthe Email Aliases screen, click on the appropriate alias' Edit Action button. The sys-
tem will prompt you with Are you sure you want to delete aliasname? Click OK.

i EMAIL ALIASES

Microsoft Internet Explorer %]

® fre you sure voud wank ko delete aliasname?
Cancel |

|# ADD ALIAS |# HOME

2. The Email Aliases Notices screen displays notifying you that it is Deleting alias 'alias-
name'. Click on the Add Alias button to add another alias, click on the appropriate alias’
Edit Action button to delete another dlias, or click on the Home button to return to the
Email Aliases screen.

3. Click on the Saves Changes button.
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Configuring DNS Records

Although email services are fully functional after the administrator enables the appropriate
mail servers, the mail delivery DNS records have to be configured before users can send mail
to and receive mail from outside users.

How do DNS Mail Records work?

When you send an email to johndoe@example . com, the message is downloaded to your
SMTP server (which needs to know the I P address of example.com in order to deliver the
message). The SMTP server consults the root DNS server on the I nternet and through a series
of queriesis eventually pointed to the DNS server that stores the names and |P numbers of
the hostsin example.com.

DNS Resolution

Itisvital that your DNS server (which maintains information about your domain) is set up
correctly. DNS resolution service can be provided by Nitix, or it can be provided by another
DNS server maintained by you or by your ISP. If DNS resolution is provided by your ISP
and you want Nitix to receive all emailsfor your domain, then make sure that you request the
following from your I1SP;

MX records for your domain should be pointed to your Nitix-powered server’s outside IP
address (the address assigned to the ethl interface).

If DNS resolution is provided by Nitix, make sure that the outside |P addressis registered
with Network Solutions as your domain DNS host.

Please Note: In order for your Nitix-powered server to function properly as a mail server for global
email delivery, you must have a static IP address or use Dynamic DNS.
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Configuring Nitix as a DNS Server

1. Selecting Local from the Network Setup menu on the left side of any WebConfig screen.
The Local Network Options screen displays:

LOCAL NETWLOIRE DFTIONS.

H‘HFIHIT:-I'P*H#F l =

El.h u'ﬂE- Server (romd -]rl"l [ ]

|
IEmire: auigsing rI—-h-" #,

-H-rnﬂl-—-lnthll-nu-ml sl Fet 1
e i o IR

ADVARDED
& BAVE CHANGES & CANCEL CHARGES

2. Inthe Act as public DNS server field, select Yes.
3. Click on the Save Changes button.

Configuring Email Clients

Although there are a number of different email clients available today, the configuration of
most emalil clientsis very similar. The exact configuration of your email client depends on
how you want your mail delivery to be configured. The two most common configurations are
listed below. Configure your mail client according to the configuration that resembles your
email setup.

1. If your mail ishosted on your 1SP’smail server...
All usersin your office have their own mail address and mailbox hosted on the ISP’'s
server. Your ISP supplies you with the name of the POP3 or IMAP server where your
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mail has to be retrieved and with the address for the SMTP mail delivery server. Enter
this address into the appropriate field during the configuration of your mail client.

Using your Nitix-powered server asan SMTP server (even if your mail is hosted by an
ISP) has its advantages, especially if you often send large messages or if you have aslow
Internet connection. Y our email client may be tied up for minutes or even hoursif you
attempt to send alarge email message to an ISP's SMTP server. If you use your Nitix
server as an SMTP server, large files are quickly transferred over the high-speed LAN.
Although afile isthen slowly transferred over your Internet connection, your email client
isfree to perform other tasks.

Enter the following information when configuring your email client:

* Inthe SMTP server field, enter the |P address or host name provided to you by
your |SP. Alternatively, use your Nitix server asthe SMTP server and enter the IP
address or host name of your Nitix-powered server.

» Inthe POP3 or IMAP server field, enter the IP address or host name provided to
you by your |SP.

* Inthe POP3 or IMAP mailbox name field, enter the first part of your email
address. For example, if your email address is johndoe@example . com, enter
johndoe into this field.

* Inthe POP3 or IMAP password field, enter the password provided to you by your
ISP.
2. If your mail ishosted on your Nitix-powered server...
Enter the following information when configuring your email client:

* Inthe SVITP server field, enter the P address or host name of your Nitix-powered
server. You do not need to enter the domain name.

Nitix User Manual — Version 3.76 115



Email Services

¢ Inthe POP3 or IMAP server field, enter the | P address or host name of your Nitix-
powered server.
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¢ Inthe POP3 or IMAP mailbox name field, enter your Nitix username.
e Inthe POP3 or IMAP password field, enter your Nitix password.
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Advanced Email Settings

The following are advanced features of Nitix’'s email system:

« POP Retriever —Nitix can automatically retrieve emails from aremote mail account and
storethem in auser’s local mailbox. This means that instead of checking two accounts
for new email, users can simply check their local Nitix account.
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This has some advantages for the user, particularly for emails with large attachments.
Normally, users have to configure their mail clientsto receive mail from alocal account
and aremote account. With this dual-mail box approach, receiving emails with largefile
attachments from remote email accounts can be quite slow (depending on the available
Internet bandwidth). The POP Retriever improves the speed considerably because it
‘pre-retrieves emails.

» Mail Forwarding — Nitix can automatically forward mail that has been received from a
remote mail account to a user’s local mailbox.

» Auto Reply — Nitix can automatically send areply message to every email received by a
user.

Please Note: To modify user’s advanced email settings, refer to Modifying User Email Settings in
Chapter 7: User & Team Management.

LDAP Server

Nitix has a built-in Lightweight Directory Access Protocol (LDAP) server, which provides a
directory of user names and email addresses. It is automatically populated with names and
email addresses of all Nitix users. Most email clients support accessto read-only LDAP serv-
ers.

Configuring LDAP in Microsoft Outlook
1. Open Microsoft Outlook. From the main menu, select Tools > Accounts. The I nternet
Accounts screen displays:
[ beemntn_______________
i | b | Dmese Geva | fa sl s

e e = L=
T o Lrmr i 5 i
|
[
i Ul |
._“____I
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2. Select Add > Directory Service. The Internet Connection Wizard displays:
ITTTTTITTEEEss———
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3. InthelInternet directory (LDAP) server field, enter the name or IP address of your Nitix-
powered server.
4. Click on the Next button. The following screen displays:

T s = |
Dt | o bddenian
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5. Indicate whether or not you want your email client to check addresses using the LDAP
directory.
Please Note: If this option is selected, you can enter partial email addresses when sending emails.

Outlook will automatically find the closest match in the LDAP directory and enter the correct email
address.
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6. Click onthe Next button. The following screen displays:
T T I < |
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7. Click on the Finish button. The Internet Accounts screen re-displays. Click on the Prop-
erties button. Select the Advanced tab on the screen that displays.

8. The Advanced screen displays:
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9. Inthe Search Base field, enter o=example.com.
Please Note: Replace example.com with the Internet domain hosted by your Nitix-powered server.

10. Click on the OK button. The Internet Accounts screen re-displays. Click on the Close but-
ton. The LDAP server is now set-up, and users can search through the LDAP data direc-
tory for the names and email addresses of Nitix users.
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WebMail Server

Nitix’s WebMail server allows you to access your email using a standard web browser from
any workstation connected to the Internet. Y our communications are kept secure with SSL
encryption.

Please refer to the Nitix WebMail Usage Guide for specific functionalities not covered in this
manual.

Enabling WebMail Server

The WWW-based WebMail email server uses IMAP and a secure encrypted WWW connec-
tion; therefore, the Secure WWW Server and IMAP server must be enabled in WebConfigin
order for WebMail to become available.

When enabled, Web Mail can be reached at: https://yourservername.com/email.

Please Note: For users to access WebMail from elsewhere on the Internet, the Secure WWW Server
must be set to allow connections from anywhere, but the IMAP server can be set to accept connections
from Only Trusted Hosts. (It is the WWW server on the local network that establishes the IMAP connec-
tion).

1. Toenable the server configurations for WebMail, log in to WebConfig.
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2. Select E-Mail from the Server Setup menu found on the left side of any WebConfig
screen. The E-Mail Setup screen displays:
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3. Select Yesin the Web Mail Server (Requires IMAP, MySQL and secure WM servers)
box.

4. Click on Save Changes.
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5. Select WWW from the Server Setup menu found on the left side of any WebConfig
screen. The WMAW Setup screen displays:
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Select Yes in the Enable WMV server ? box.

Select Yes in the Enable secure WM server? box.
Select Yes in the Enable MySQL Server? box.
Click on Save Changes.

© o N o

Accessing WebMail

1. Open aweb browser from any workstation that is connected to the Internet.

2. Enter the address of your Nitix-powered server into the browser’ s address bar.

» If Nitix provides DNS resolution for your domain, enter information in the follow-
ing format:
http://server._domain.com/email. For example, if your server nameis
alpha and your domain name is example.com, enter
http://alpha.example.com/email. You can also enter information in the
following format: http://www.example.com/email.
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« If Nitix does not provide DNS resolution, enter your Nitix-powered server’s
external |P address. To find the external |P address, select Local from the Network
Setup menu. On the screen that displays, click on the Advanced... button. In the
Network Devices section of the screen that displays, look at the IP address of the
ethl interface. If the addressis204.1.30.12, enter
http://204.1.30.12/email.

3. What happens next depends on how your web security certificate was generated. If your
security certificate was generated by Nitix (and not assigned to you by a certificate
authority), the following security alert may display when you login to WebMail:
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Please Note: This alerts the user that the security certificate presented by Nitix cannot be verified
for authenticity. If you want a certificate that is authenticated by a certificate authority, you will have to
purchase one. Please refer to Chapter 13: Web Services for more information.

4. Click on the Yes button to continue. The following screen displays:

Net Integrator
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5. Enter the username and password that you use to login to Nitix. Click on the Login but-
ton. The WebMail screen displays.
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Using the WebMail Screen

Net Integrator
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1. From the Main Webmail Menu, click on the:
» Inbox button to view the contents of your inbox.

» Compose button to compose a new email message. See Composing an Email
Message for more information.

» Foldersbutton to view ascreen that lists your folders. On this screen, you can cre-
ate, edit, and delete folders.

* Options button to view a screen that lists various configuration options. See Con-
figuring WebMail for more information.

» Search button to search for a specific message. Refer to Search Function for more
information.

* Addressbook to view your address book. On this screen you can add, edit, and
delete address entries. See AddressBook for more information.

e Calendar to view your personal calendar. See Calendar for more information.
» Tasksto view your list of tasks. See Tasks for more information.

e Memosto view your memos. See Memos for more information.

* Hometo return to the Main Webmail Menu.
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» Logout button to log out of WebMail.

2. To give amessage a specific status (such as seen or unseen), select an option from the
Select list or place a check in amessage' s checkbox and select an option from the Mark
aslist.

3. Place acheck in the Message Checkbox to select one or more messages.

4. Todelete or undelete a message, place a check in its message checkbox and then click on
the Delete or Undelete button.

5. To block messages from a specific person, place a check in the message’ s checkbox and
click on the Blacklist button. See Mail Filters for more information.

6. The Message List displaysinformation pertaining to received messages. Click on alink
in the From or Subject section of the screen to open a message.

7. To sort the messages in your inbox, click on the Date, From, Subject, or Sze message
headings.

8. Toopen afolder, select it from thelist and click on the Open Folder button.

9. Tomove or copy amessage to another folder, place a check in its message checkbox and
then click on the Move or Copy button.

10. To move a message to your trash folder, place a check in its message checkbox and then
click on the Hide Deleted button. Y ou can show them again by clicking on the Show
Deleted button. To empty the contents of the trash folder, click on the Purge Deleted but-
ton.
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Configuring WebMail

1. From the Main WebMail Menu, click on the Options button. The Options screen displays:
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2. Click on any of the headings (such as Personal Information, Filters, and Display
Options) to change your WebMail settings.

3. Follow theinstructions on the screen that displays.
4. Click on the Save Options button to save your changes and return to the Options screen.
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Composing an Email Message

1. From the Main WebMail Menu, click on the Compose button. The Compose screen
displays:
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2. Enter the email address of the recipient(s) in the To field. If the recipient isin your
address book, you can enter a partial name (e.g. john instead of johndoe@exam-
ple.com).

3. Enter the email address(es) of those you wish to receive a copy of thisemail in the Cc
(Carbon Copy) field.

4. |If you want to send someone a copy of this email without the knowledge of the other
recipients, enter their email address in the Bcc (Blind Carbon Copy) field.

5. Enter the subject of the email in the Subject field.

6. If you entered apartial namein the To field, you can click on the Expand Names button to
view the recipient’ s full name and email address.

7. Toinsert any specia charactersinto your message, click on the Special Characters but-
ton. On the screen that displays, select a character from the appropriate list and paste it
into your message.

8. If you do not want a copy of thisemail saved in your Sent-Mail folder, remove the check
from the box.
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9. Place acheck in the Request a Return Receipt box if you want the recipient to notify you
when they receive your message.
Please Note: The recipient can choose not to send a return receipt to you.
10. To attach a document to your message:
» Click on the Browse... button.

» Select the file from the window that displays and click on the OK button. Thefile
displaysin the Attachments field.

* Click on the Attach button.

Please Note: To remove an attachment, place a check in the attachment’s checkbox and click on
Remove Selected.

11. Enter the message content in the empty section of the screen.

12. Click on the Save Draft button if you want to save this message in your Drafts folder.
Click on the Send button to send the message to the recipient(s).
Please Note: Clicking on the Cancel button prior to sending the email aborts the message.

Opening a Recelved Message

1. From your inbox, click on alink in the From or Subject section of the screen. The mes-

sage opens:
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2. You have many options after reading the message. Click on:
» Deleteto send this message to your trash folder.
* Replyto send areply to the person that sent you the message.
» Replytoall to send areply to everyone who received the message.
» Forward to forward this message to another recipient.
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» Redirect to send this message directly to another recipient (without the opportu-
nity to add comments).

« Blacklist to create arule that sends mail from this person to your trash folder
instead of your inbox. See Mail Filters for more information.

* Message Source to open awindow that displays information about this email.

e Print to print this message. The message displaysin another window and a Print
window appears. Click on OK to print your message.

3. Tomove or copy this message to another folder, select the appropriate folder from the
drop-down list and click on the Move or Copy button.

4. Click on Back to Inbox to return to your inbox.

Replying to a Message

1. After opening and reading amessage, click on Reply or Reply to all. Y our choice depends
on the intended recipient(s).
2. The Reply screen displays.

Please Note: The Reply screen is the same as the Message Composition screen, except that the
previous correspondence displays. Refer to Composing an Email Message (in this chapter) for infor-
mation about this screen.

3. Enter your reply.

4. Click on the Save Draft button if you want to save this message in your Drafts folder.
Click on the Send button to send the message to the recipient.
Please Note: Clicking on the Cancel button prior to sending the email aborts the message.

Search Function

WebMail’ s Search function allows you to search for a message or set of messages using spe-
cific criteria
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1. From the Main WebMail Menu, click on the Search button. The Search screen displays:
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Enter information into the appropriate Message fields.
Select the appropriate Message flags.

Select the appropriate Message folders.

Click on the Search button to begin the search.
Please Note: Click on the Reset button prior to clicking on the Search button to clear your search
criteria.

o > v DN

6. The Search Results screen displays, showing all of the messages that match your search
criteria. If no messages display, you can perform another search using different criteria.

Address Book
Adding an Entry

1. From the Main WebMail Menu, click on Addressbook. The following screen displays:

3
i

2. Click on the Add button. The Add New Contact screen displays.
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3. Enter all appropriate information and click on the Save button.

Performing a Directory Search

1. Click on the Search button. The Directory Search screen displays.
2. Select Name or Email from the Find drop-down list.

3. Enter the search criteriaand click on the Search button. The results display in the Search
Results section of the screen.

Please Note: Clicking on the Search button without search criteria returns all of the addresses in
your address book.

4. To perform an advanced search:

Click on the Advanced Search button. The Advanced Directory Search screen dis-
plays.

Enter appropriate search criteriaand click on the Search button.

The results display in the Search Results section of the screen.

5. To send amessage to this person, place a check in the checkbox beside their name and
click on the Send Message button. To clear the Search Results section of the screen, click
on the Clear Search button.

Importing and Exporting Addresses

1. To import addresses from another source:

Click on the Import/Export button. The Import/Export screen displays.

In the Import Addressbook section of the screen, select the format to export from
(your options are CSV, Outlook CSV, and vCard).

Select the destination (should be My Addressbook).

Select thefile to import. Either enter the file name directly into the empty field or
select it by clicking in the Browse... button.

Click on the Import button.

2. To export addresses to another source:

Click on the Import/Export button. The Import/Export screen displays.
In the Export Addressbook section of the screen, select the format to export to.
Select the source to export from (should be My Addressbook).

Nitix User Manual — Version 3.76 132



WebMail

e Click on the Export button.
» Select alocation for the file and click on the OK button.

Calendar
1. From the Main WebMail Menu, click on the Calendar button. The WebMail calendar dis-
plays.
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2. To configure your calendar:
» Click on the Options button. The Options screen displays.
» Click on any of the headings (such as Language and Date and Time Options).
* Follow the instructions on the screen that displays.

» Click on the Save Options button to save your changes and return to the Options
screen.

3. To change the calendar display, click on one of the date buttons (your options are Today,
Day, Work Week, Week, and Month).

4. Toschedulean event, click on the New Event button. Enter all appropriate information on
the screen that displays and click on the Save Event button.

5. Toimport acaendar from another source:

Nitix User Manual — Version 3.76 133



WebMail

» Click on the Import/Export button. The Import/Export screen displays:
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* Inthe Import Calendar section of the screen, select the format to export from
(your options are CSV and Outlook).

* Select thefileto import. Either enter the file name directly into the empty field or
select it by clicking in the Browse... button.

» Click on the Import button.

6. To export a calendar to another source:
» Click on the Import/Export button. The Import/Export screen displays.
« Inthe Export Calendar section of the screen, select the format to export to.
» Select the exporting time span.
e Click on the Export button.
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Tasks

1. From the Main WebMail Menu, click on the Tasks button. Any tasks that you have will
display:
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2. Toadd anew task, click on the New Task button. The following screen displays:
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Select the appropriate field.
Enter the appropriate text.
Click on the Save Changes button. Y our list of tasks will appear.

To edit your tasks, click on the List Tasks button. Place acheck next to any tasks that you
want to edit, then select an action from the pull-down menu (Complete Tasks, Delete
Tasks, Set Task Priority).

o a > w
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Memos

1. From the Main WebMail Menu, click on the Memos button. Any memos that you have
will display:
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2. To add anew memo, click on the New Memo button. The following screen displays:
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3. Enter the appropriate text.
4. Click on the Save Memo button. Y our list of memos will appear.

5. To delete your memos, click on the List Memos button. Place a check next to any memo
that you want to delete, then select Delete Memos from the pull-down menu.

Mail Filters

By applying rules based on message headers or content, mail filters allow you to automati-
cally move messages to certain folders or del ete messages from your inbox.
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Creating a Rule

1. From the Main WebMail Menu, click on the Options button. Then click on the Filters but-
ton. The Filters screen displays:
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2. Click on Edit your filter rules. The following screen displays:
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3. Select the appropriate field.
4. Enter the appropriate text.

5. Select an action. Place a check in the delete message box if you want mail that fits the
rule to be deleted. Place a check in the move message box and select afolder if you want
mail that fits the rule to be moved to a specific folder.

6. Click on the Create button.
7. Thenew rule displaysin the Filter Rules section of the screen.

8. Click onthe Apply All Rules button. Y our inbox displays. Asan example, if you selected
From, entered the text johndoe, and sel ected del ete message, all messages from johndoe
will be sent directly to your trash folder.
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Blacklisting a Sender

The Blacklist function allows you to block messages from a specific person. When you

blacklist someone, you are essentially creating arulethat sendstheir mail to your trash folder
instead of your inbox.

1. From your inbox, place a check in the message’ s checkbox and click on the Blacklist but-
ton.

2. TheFilters screen displays, showing the new rulein the Filter Rules section of the
screen. Click the button next to the new rule, and the Rule Definition window will adjust
to the new rule:
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3. Click onthe Apply All Rules button. Y our inbox re-displays.

Deleting a Rule

1. From the Main WebMail Menu, click on the Options button. Then click on the Filters
button. The Filters screen displays.

2. Select the rule you want to delete and click on the Delete button.

Moving Rules

Although you can apply more than one rule to a message, rules are applied in the order that
they appear on the Filter Rules section of the screen. To move arule up or down thelist, fol-
low these steps:

1. From the Main WebMail Menu, click on the Options button. Then click on the Filters
button. The Filters screen displays.

2. Select the rule you want to move and click on the Move Down or Move Up button.
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Web Server

Nitix’ s high-performance web server is based on the industry standard A pache web server
and it supports CGlI scripts. Perl and PHP are also integral parts of Nitix’sweb services.

For more information on Perl, go to http://www.perl .com.
For more information about PHP, go to http://www.php.net.

Nitix provides web services on a Master Web Server and on Virtual Web Servers.

Master Web Server
What is the Master Web Server?

The master web server is designed to serve your Intranet site and the personal web pages of
your Nitix users. Although it is possible to make these sites available to outside users, you
may choose to keep them private for security reasons.

Master web services are provided from | P addresses assigned to Nitix’ sinternal and external
network interfaces. If the web server is enabled and accessis granted to outside users, anyone
accessing the Nitix-powered server’ sinternal or external 1P address from aweb browser can
access information on the master server.
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Webmaster Directory

A Webmaster team is created and configured as the master web server administrator. When
the Webmaster team is created, a shared network directory called Webmaster is made avail-
able to al members of the Webmaster team, and the subdirectory WMAW is created in the
Webmaster network drive. Thisis the directory from which Intranet files are served. Any
files saved in this directory are automatically accessible through the master web site.

The Webmaster directory also contains alog subdirectory (where server access and error
logs are maintained) and a cgi-bin directory (where all CGlI scripts are stored).

Configuring your Master Web Server

1. Select WWWV from the Server Setup menu on the left side of any WebConfig screen. The
WWW Setup screen displays:
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2. Indicate whether or not you want to enable the WWW server.

» Selecting Yes enables the server and allows users on the internal network and
users on the Internet to access web pages on this server. If enabled, the WWW
server will serve pages out of the webmaster's WWW directory. In addition,
WWW server logs are written in the webmaster's directory.
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» Sdlecting Only Trusted Hosts enables the server and allows users on the internal
network to access web pages on this server. If enabled, the WWW server will
serve pages out of the webmaster's WWW directory. In addition, WWW server
logs are written in the webmaster's directory.

» Selecting No disables the server. No one can access web pages on this server.

» Selecting Dynamic Redirect enables the redirection of web connections. Dynamic
redirection can be employed to circumvent blocked HTTP (WWW) ports. If this
option is chosen, all WWW requests directed at Nitix will be handled by a
dynamic DNS server, which will automatically redirect them to a different port on
the Nitix-powered server. Thiswill be aimost transparent for clients, who will
only notice that the hostname and port have changed dlightly. For Dynamic Redi-
rect to work, you must enable Dynamic DNS (see Chapter 22: Domain Name Ser-
vices).

3. Indicate whether or not you want to enable the secure WWW server.

» Selecting Yes enables the secure web server and allows users on the internal net-
work and users on the Internet to access secure web pages on this server. If
enabled, the WWW server will serve pages out of the webmaster's WWW direc-
tory. In addition, WWW server logs are written in the webmaster's directory.

» Selecting Only Trusted Hosts enables the secure web server and allows users on
the internal network to access secure web pages on this server. If enabled, the
WWW server will serve pages out of the webmaster's WWW directory. In addi-
tion, WWW server logs are written in the webmaster's directory.

» Selecting No disables the secure web server. No one can access secure web pages
on this server. Selecting No also means that you cannot access WebMail.

4. Indicate whether or not you want to enable the MySQL database server. MySQL isan
advanced feature for usersthat are familiar with SQL (Structured Query Language).
Refer to Chapter 26: MySQL Server for more information.

e Sdlecting Yes enables the MySQL server and allows users on the internal network
to access personal databases and the databases of any teams that they belong to.
WebMail uses the MySQL database server to store user preferences; as such, the
server hasto be turned on for WebMail to work.

» Selecting No disablesthe MySQL server. Userswill not have accessto personal or
team databases. Thisisthe default setting.

Please Note: User and team databases are automatically created when user and team accounts
are set up. MySQL databases can be used to store dynamic web page data for services such as on-
line catalogues and stores.
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5. Indicate whether or not you want to serve personal home pages from the WWW subdirec-
tory (located in each user’s persona network directory). Y ou can choose to serve web
pages to users on your network or to the entire Internet.

» Select Yesto alow personal pagesto be viewed from anywhere. For thisto work,
the master web server also has to be enabled

« Select Only Trusted Hosts to allow personal pages to be viewed only from the
local network, and not from the Internet. For this to work, the master web server
also hasto be enabled.

» Select No to disable personal webpages.

Please Note: The address for personal home pages is in the following format:
http://server.domain/~username.

6. Although the default Webmaster team is created as the administrator of the master web
server, any team can perform server maintenance tasks. If appropriate, select another
team to maintain the server from the drop-down list.

7. Enter the email address of the Webmaster (the person who isin charge of this web site).

8. Enter the appropriate number in the Megabytes of WMWW cache field. Refer to Web Cach-
ing (in this chapter) for more details.

9. Click on the Save Changes button.
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Virtual Web Servers

Although virtual web servers allow you to host a number of web sites from the same server,

these sites appear to outside users as though they are all hosted by different servers. In order
to configure virtual web servers on the outside interface, your ISP has to assign you multiple
I P addresses or you have to use name-based virtual web sites (which use namesto distinguish
between websites that share a single | P address).

Every virtual web site has to be associated with a maintenance team (which can maintain
only one virtual web site). This meansthat for every virtual web site that you create, you also
have to create ateam that will maintain it. If this site is maintained by users on the local net-
work, they can be made members of the maintenance team. If the site is maintained by out-
side users, they will have to use FTP to access to the web site directory. If they have an
account on the server, they can use their own login name and password. If they do not have
an account on the network, they have to use the team name and password.

Creating a New Virtual Web Server

1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
VWMV Setup screen displays:
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2. Click on the Virtual Domains button. The Virtual Domains screen displays (showing all
existing virtual domains):
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3. Click onthe Add Server button. The New Virtual Domain screen displays:
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4. Enter your internet domain name (e.g. example.com) asthe virtual domain’s host
name. This host name is used as a DNS entry for domain name resol ution.

5. Thename of your Nitix-powered server automatically popul atesthe IP Address of Virtual
WWW Server field. If you want to use a different | P address, enter it in thisfield.

Please Note: Your ISP has to provide you with an extra IP address if you are configuring a virtual
web server on an outside, untrusted interface.

6. Select ateam to perform Webmaster duties from the drop-down list.

7. Choose whether or not to make the Virtual WWW site accessible only by trusted hosts
(i.e. the local network). Thisway, you can easily host both an intranet and a public web
site from the same server.

8. Indicate whether or not you want to serve personal home pages from the WWW subdirec-
tory (located in each user’s personal network directory).

9. Click on the Save Changes button.
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Deleting a Virtual Web Server

1.

Click on the Virtual Domains button on the WMW Setup screen. The Virtual Domains
screen displays (showing al existing virtual domains).

Click on the appropriate server’ s Delete Action button.

Click OK to confirm the deletion in the window that displays.

Please Note: All web files for that server reside in the team's directory and will not be deleted unless
the team maintaining the site is deleted as well.

Editing a Virtual Web Server

1.

3.
4.

Click on the Virtual Domains button on the WM Setup screen. The Virtual Domains
screen displays (showing al existing virtual domains).

Click on the appropriate server’s Edit Action button. The Modify Virtual Domain screen
displays:
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Change the appropriate server settings.
Click on the Save Changes button.

Hosting Multiple Web Stes

If your Nitix-powered server will be used as aweb hosting platform for a number of web
sites owned by various customers, you should use the following strategy. For example, if
your Nitix-powered server will be used to serve aweb site for ‘ AcmeWidgets':

1.
2.

Create ateam called AcmeWidgets.

Create a virtual web server and choose the AcmeWidgets team as the Webmaster team.
Anyone from AcmeWidgets can access these files using FTP.

Nitix User Manual — Version 3.76 145



Web Services

Secure Web Services
Secure Socket Layer (SS.) Encryption

Nitix’ sweb server can serve secure web pages, which are transmitted over the Internet using
Secure Socket Layer (SSL) encryption technology. All browsers on the market support SSL
encryption. For SSL to work, the web server must have afile with a security certificate. This
fileis unique to every web server and, in order for encryption to properly work, the certifi-
cate hasto beissued by a proper Certificate Authority. When the user |oads a secure page, its
certificate is compared to the certificate held by the Certificate Authority; if they match, the
siteis considered trusted, and encrypted communication can commence.

Y ou can purchase SSL security certificates from anumber of internet security companies
like Entrust (http://www.entrust.com) and VeriSgn (http://www.verisign.com).

Nitix's Security Certificates

The security certificates that Nitix generates can be checked for authenticity by all web
browsers. The security certificate generated by Nitix is placed in the Webmaster directory
and named certificate.pem.

A user loading the first secure web page from the server is warned that this security certifi-
cateisvalid but that the company issuing it cannot be considered trusted. The user hasto
manually approve the continuation of the transaction. Despite this warning, information
exchanged between the web browser and the web server cannot be viewed by others.

Please Note: If you purchase a security certificate from a Certificate Authority, delete the file automati-

cally created by Nitix and replace it with the one you purchased. (See the SSL Certificate section in this
chapter). You may also want to store a copy of the purchased certificate in a different directory.

SS_ Certificate

Although a security certificate is automatically generated the first time you power-up your
Nitix-powered server, you can overwrite this certificate at any time with a 3rd party certifi-
cate purchased from a Certificate Authority.

Please Note: You can only use X.509-based certificates.
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Replace with 3rd Party Certificate
1. Select WMV from the Server Setup menu on the left side of any WebConfig screen. The

WM Setup screen displays:

s WARLSETUR

Exshle WWH werveet] ®
T
Enskls mrars AW mrer?| §e o
Enable MySQL Seivee?| @
Erahls wrrrs’ privanal hame )
_pageaT - "

| IR |
wnhmagior|
Vs il sreer:
Wk r'll'i:rFI'l.- _
s U

Mg sbies s BV cache
it s dinsiie)

Eaahls ramwun Marisg? .

& WIRTUAL DoEAME s 55| CER

# SavE CHaMGED CANCEL CHANGES

Nitix User Manual — Version 3.76 147



Web Services

2. Click onthe SSL Certificate button. The SSL Certificate screen displays:
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3. Fill in your personal information in the Customize PKCS#10 Certificate Request box:
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4. Click on the Generate Request button. A Security Alert window will appear. Click Yesto
proceed.

5. The Notices box at the top of the screen will show that Nitix is generating anew certifi-
cate request based on the information you provided above, and
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6. Copy and paste the new certificate request from the PKCS#10 Certificate Request box
and giveit to your Certificate Authority. They will use thisto generate a new certificate.
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7. Onceyou have received the new certificate from your Certificate Authority, copy and
paste it into the X.509 Certificate box:
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8. Click on the Replace Certificate button.
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Web Caching

In order to improve bandwidth, Nitix can temporarily store web files accessed by internal
usersin acache. If auser requests any of these stored files, Nitix serves them from the cache
instead of from the original web site. Internet bandwidth is used only to retrieve web pages
that have not previously been viewed, resulting in much faster access to the Internet.

Configuring Web Caching

1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
WWW Setup screen displays:
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2. Enter the amount of datato be cached in the Megabytes of WMV cache field. We recom-
mend that you alow 5-10 MB for every active user on the internal network.

Please Note: Once the cache is full, the oldest files are deleted to make space for new ones. Con-
figuring the cache size to zero disables the web cache server.

3. Click on the Save Changes button.

4. For web caching to run transparently, ensure that your web browser isNOT configured to
USE a proxy server.
Please Note: Previous versions of Nitix required you to configure your browser to use a proxy
server. Although you no longer need do this, web caching still functions if your browser is configured
this way. However, if you plan to use web filtering in conjunction with web caching, all proxy server
settings must be removed
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Positive Web Filtering

Positive Web Filtering is a service provided by Nitix that allows the system administrator to
allow access to specific Internet sites while blocking accessto all others.

Enabling the Web Filter

1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
VWMV Setup screen displays:
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2. Inthe Enable content filtering field, select Yes.
3. Click on the Save Changes button.
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4. Click on Configure. The Web Filtering screen displays:

WORKSTATIONS EXEMPT FROM FALTERING

WS TA

CONTENT FILTERING REQUESTS

CONTENT FILTERING REQUEST DENIALS

# REFAEGH

PEAMITTED WED SITES
Wl

Please Note: Previous versions of Nitix required you to configure your browser to use a proxy
server for web caching. Although you no longer need do this, web caching still functions if your
browser is configured this way. However, if you plan to use web filtering in conjunction with web cach-
ing, all proxy server settings must be removed.

Providing Full Internet Access

To provide a specific user with accessto all Internet sites:

1. Enter their host name or | P address in the Workstations Exempt from Filtering section of
the screen.

2. Click on the Accept Action button. The user displaysin the list of workstations with full
access.
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Adding Permitted \Websites

In order for users to access a specific website, the administrator has to add it to the Permitted
Web Steslist. To do so, follow these steps:

1. Enter the site’s name in the empty Web Stefield.
2. Click on the Accept Action button. The site displaysin the Permitted Web Steslist.

Please Note: The administrator can include any subsection of the domain. If "www.red.blue.org" is
requested, the admin can add "www.red.blue.org", "red.blue.org", or "blue.org". Any sites ending with that
domain are permitted (for example, if the administrator added "red.blue.org”, then “green.red.blue.org"
would be allowed, but "violet.blue.org" would not be allowed).

Accepting Access Requests

If auser has requested access to a specific website, a notice displaysin the Content Filtering
Requests section of the screen. To accept this request:

1. Click on the Choose Now button. The following screen displays:

CONTEMT FILTERMG NEGUESTS

2. Toaccept arequest, click on the Accept Action button. The Web Filtering screen re-dis-
plays, and the site displays in the Permitted Web Steslist.:

Please Note: The administrator can include any subsection of the domain. If “www.red.blue.org" is
requested, the admin can add "www.red.blue.org", "red.blue.org", or "blue.org". Any sites ending with
that domain are permitted (for example, if the administrator added "red.blue.org", then
"green.red.blue.org" would be allowed, but "violet.blue.org" would not be allowed).
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Denying Access Requests

If auser has requested access to a specific website, a notice displays in the Content Filtering
Requests section of the screen. To deny this request:

1.

Click on the Choose Now button. The following screen displays:

CONTEMT FLTERNG AEQUESTS

o e .F.H'lmﬂ._lr_l
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To deny arequest, click on the Delete Action button. The Web Filtering screen re-dis-
plays, and the site no longer displays in the Requests section of the screen.

Please Note: Once a website has been denied access by the administrator, users will no longer be
able to request access to it. The administrator can include any subsection of the domain. If
"www.red.blue.org" is requested, the admin can add "www.red.blue.org", "red.blue.org", or "blue.org".
Any sites ending with that domain are permitted (for example, if the administrator added
"red.blue.org", then "green.red.blue.org" would be allowed, but "violet.blue.org" would not be
allowed).

To seethelist of denied websites, click on the Show Denial List link. The following
screen displays:

CONTENT FLTERIKE AEQUEST DENIALE
While [Eewhwbes |

) MACK s AEFRESH

Click on the Edit Action button to modify the website address or the reason for denial.
Click on the Accept Action button to move the site to the permitted site list
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Entering Access Requests

1. Enter the website into your browser’s address bar. Hit Enter on your keyboard.If the site
you are attempting to access has not been added to the Permitted Web Siteslist by the sys-
tem administrator, the following screen displays:

A3 Forbidden

2. Click on the Reguest Access button. The following screen displays:

Hiueat Submitted

Please Note: Once a website has been denied access by the administrator, users will no longer be
able to request access to it. The administrator can include any subsection of the domain. If
"www.red.blue.org" is requested, the admin can add "www.red.blue.org", "red.blue.org", or "blue.org".
Any sites ending with that domain are permitted (for example, if the administrator added
"red.blue.org", then "green.red.blue.org" would be allowed, but "violet.blue.org" would not be
allowed).
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FTP Server

Nitix uses a File Transfer Protocol (FTP) server that allows users and teams to access net-
work and web files. FTP services are automatically enabled for users on the internal network.

Anonymous FTP Server

The FTP server can be used in anonymous mode to allow uploads and downloads of filesto a
specific directory without authentication from the remote user. This anonymous mode of
operation is commonly used for public file distribution on the Internet. For example, if your
company wants to offer a brochure in electronic format, visitors to your web site should be
advised to click on the FTP link to download the file from your FTP server.

Although the file can be downloaded from your web server, FTP is the preferred method
because it offers superior performance for high volume and large file transfers.

When Anonymous FTP is enabled, Nitix automatically creates ateam called FTP. Members

of thisteam have access to the FTP directory. All files placed in this directory by team mem-
bers are accessible to anyone on the Internet. Similarly, when Anonymous Upload is enabled,

anyone on the Internet can upload their own filesto the subdirectory in the FTP directory.
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Enabling the FTP Server

1. Select FTP from the Server Setup menu on the left side of any WebConfig screen. The
FTP Server Setup screen displays:

FTP SERVER SETUP
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2. Indicate whether or not you want to enable the FTP file server.

3. Indicate whether or not you want to enable anonymous FTP.

Please Note: If this option is enabled, anyone can download files from the FTP directory by using
anonymous as the FTP login name and their email address as the password.

4. Indicate whether or not you want to enable anonymous uploads.

Please Note: If this option is enabled, anonymous users can upload files to the FTP directory. Be
very careful with this option.

5. Enter the number of anonymous users that can be simultaneously connected to the FTP
server. This option is used to prevent the over-utilization of Internet bandwidth. We rec-
ommend that you |leave the default setting but increase the number of anonymous users if
the server is often busy.

6. Click on the Save Changes button.

Nitix User Manual — Version 3.76 160



FTP Services

Enabling FTP Access

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
Setup screen displays:

TEAR ZEFLE
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2. Click on the appropriate user or team’s Edit Action button.
3. TheModify Users or Modify Teams screen displays.

4. Indicate whether or not you want this user or team to have FTP accessin the Allow FTP
access field.

5. Click on the Save Changes button.
6. Repeat steps 2-5 for any additional users or teams.

User vs. Team FTP Access

Users may log into Nitix's FTP server by entering their assigned username and password in
order to access their own user directory.

If the user wishes to access the directory of any team for which they are a member, the user
need to user the team name in place of their username, but continue to use their individual
password rather than needing use a team password.
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Chapter 16

Backup & Restore

Intelligent Disk Backup (idb)

Nitix takes a different approach to backup with idb technology, which is both cheaper and
easier to use than conventional tape backup systems. The capacity of the idb backup unit var-

1Ees.

Although the idb system automatically performs backup procedures (without input from a
system administrator), you can turn off idb and manually initiate backup procedures. Refer to
Initiating an idb Backup (in this chapter) for more information.

Features of idb

Instead of conventional backup tapes, idb utilizes aremovable high-capacity hard disk,
which provides the following advantages:

Value —one hard disk costs less than the five backup tapes needed to maintain a
tape backup system.

High Capacity —the idb backup cartridge can (in most cases) store a month or
more of backup history.

Speed —idb backup matches and often supersedes the backup speeds achieved by
the most expensive tape systems on the market.

Instant Access — regular backup tapes (like cassette tapes) are alinear medium,
meaning that you have to fast-forward or rewind in order to find information. idb
technology (like a compact disc) provides ailmost instant access to data.

Backup Intelligence — you do not need a network administrator to figure out
which tapes need to be loaded and when. Netlntelligence determines when a
backup needs to be made, and whether the backup should be full or incremental.
This decision is based on the amount of data on the main hard disk, the amount of
utilized space on the idb system, the compressibility of your data, and the rate at
which new datais added and current datais changed or updated. As aresult, your
idb system maximizes the amount of historical datathat is backed up.
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« Durability —you can backup data on the hard drive continuously without worry-
ing that the drive will wear out.

e Continuous Backup — you can backup datain any sequence, and as often as
every 15 minutes.

* Hot Swap —the ability to add and remove idb backup cartridges while the server

isrunning. This means that you can swap idb disks without turning the server off.

Please Note:Hot Swap capability is only supported on SCSI and specific IDE system config-
urations.

Configuring idb

Nitix’sidb feature automatically backs up your data throughout the entire day, takes care of
all backup tasks for you, and notifies you viaemail about its progress. Although most of the
idb process is automated, you can adjust several parameters that determine how and when
your backups are compl eted.

1. Select Backup from the Server Setup menu found on the left side of any WebConfig
screen. The following screen displays:

BACKUF SETUF
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2. Indicate whether or not you want to enable backup compression. As ageneral rule, com-
pressed backup runs half as fast as a non-compressed backup but stores twice as much
data.

« If you select Yes, your backup is slower but takes up less space on the idb disk.
* If you select No, your backup is faster but uses more space on the idb disk.
3. Select how often you want the system to perform a backup from the drop-down list.
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4. Select when you want the system to perform afinal back-up from the drop-down list. It is
recommended that you select atime when nobody is using the system (i.e. late at night or
early in the morning).

5. Enter the name of the administrator to whom backup reports should be emailed.
Please Note: If you have the SMTP server enabled, you can enter any email address in this field.

6. Choose how much information to put in the backup reports with the Email Log Level
drop-down menu. Y our options are: Error, Warning and Information.

Please Note: Normally backup reports will only include error messages, but you can also choose to
include warnings or non-critical information. All messages are available from the system logs whether
they are included in the backup reports or not.

7. Click on the Save Changes button to save your selections. The idb system automatically
performs the backup procedure.

Initiating an idb Backup

Although the idb system automatically performs backup procedures (without input from a
system administrator) you can turn off idb and manually initiate a backup from the Backup
Files menu (located under the Server Setup menu). A procedure initiated from the Backup
Files menu allows you configure certain settings on the main Backup Setup screen. To
change the settings, you have to go to the main Backup Setup screen.

Please Note: This can also be done from the control panel found on the front of Net Integrator servers. A
backup initiated from the control panel begins a procedure with the settings that were last configured.
IMPORTANT: A copy of your server configuration is made each time a backup
is performed. This configuration file can be used to restore your settings in the
event of a catastrophic system failure.

Nitix User Manual — Version 3.76 165



Backup & Restore

Initiating a Backup from the WebConfig Menu

1.

Select Backup from the Server Setup menu found on the left side of any WebConfig
screen. The main Backup Setup screen displays:
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In the Backup Setup section of the screen, enter the appropriate backup parameters.
Please Note: Refer to Configuring idb (in this chapter) for more information on these fields.

Click on the Save Changes button to save your selections.

Click onthe Backup Filesbutton. A screen similar to the following will displaysall of the
directories that can be backed up:
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Indicate which directories you want to back up by selecting the Yes button.
Please Note: Click on the Save Changes button to save your selections. This does not initiate the
backup procedure.

Click on the Perform Backup button to initiate the backup procedure. When the backup is
finished, Nitix automatically emails a backup report to the administrator.
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Initiating a Backup from a Net Integrator Control Panel

Please Note: This can only be done with Net Integrator Mark I, Mark 1l and Mark IlIR servers. All other
hardware platforms, including the Net Integrator Micro, must initiate a backup from the system’s WebCon-
fig menu.

1. Pressthe Backup button on the front display panel. The display panel shows a 10-second
countdown, during which you can stop the backup process by pressing the Cancel button.
After 10 seconds, the backup procedure commences and the display panel/console shows
aprogress bar.

Please Note: You can delay backup for up to 24 hours by pressing the Up and Down arrows during
the countdown.

idb Restore

There are three restore scenarios:

1. Complete System Restore — Upon total hard disk failure, perform a complete system
restore to restore your system to the state of your most recent backup. After acomplete
system restore, all existing files are overwritten with older copies from the backup disk.
However, new files saved to the hard drive after the backup are left untouched. A com-
plete system restore should generally be initiated only when recovering from complete
hard disk failure.

2. Specific Directory Restore— It is possible to restore a specific user or team network
directory if these files have been lost or mistakenly deleted. A specific directory restore
can only be initiated from the Backup menu. There are two types of specific directory
restore procedures:

» Normal Restore— The contents of a user or team directory get overwritten (like
with a complete system restore).

» Safe Mode Restore — The contents of auser or team directory get restored into a
new subdirectory called Restore (which is created in the user or team directory).
Users can browse through the content of the directory from the disk, copy any
needed files, and then delete the Restore sub-directory.

3. Specific File Restore— It is possible to restore a specific user or team’s network filesif
they have been lost or mistakenly deleted. A specific file restore can only beinitiated
from the Backup menu. There are two types of specific directory restore procedures:

* Normal Restore— Thefile gets overwritten (like with a complete system restore)
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« Safe Mode Restore— The file gets restored into a new subdirectory called
Restore (which is created in the user or team directory). Users can browse through
the files from the disk, copy any needed files, and then delete the Restore sub-
directory.

4. Configuring Restor e - Restores system configuration.

Initiating an idb Restore

A copy of your server configuration is made each time a backup is performed. This configu-
ration file can be used to restore your settings in the event of a catastrophic system failure.

Initiating a Directory Restore from the WebConfig Menu

1. Select Backup from the Server Setup menu found on the left side of any WebConfig
screen. The main Backup Setup screen displays.
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2. Click on the Restore Files button (which displays alist of backups and the date that the
backup was performed):
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3. Toview the contents of a backup file, click on the Open button. The following screen
(showing the date and time the backup was performed, and the directories that can be
restored) displays:

Please Note: The first entry in the Restore Files section of the screen is for System Configuration,
which is automatically backed up every time any backup is performed. Restoring system configura-

tion files will overwrite the current system configuration, so be very careful with this setting. It is
recommended that you leave the default setting (No).

s PERFOMM RESTOR

4. Indicate which directories you want included in the restore procedure:

e Sdect Yesif you want this directory restored in normal mode (where the contents
of the directory get overwritten)

» Select Noif you do not want this directory restored.

e Sdect Safeif you want the directory restored in safe mode (where the contents of
the directory are saved in the Restorefile).
Please Note: Selecting all directories is the equivalent of performing a full system restore.

5. Click on the Perform Restore button to begin the restore procedure.
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Initiating a File Restore from the WebConfig Menu

1. Select Backup from the Server Setup menu found on the left side of any WebConfig
screen. The main Backup Setup screen displays:
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2. Click onthe Restore Files button (which displays alist of backups and the date that the
backup was performed):
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3. To view the contents of abackup file, click on the Open button. The following screen
(showing the date and time the backup was performed, and the directories that can be
restored) displays:

Please Note: The first entry in the Restore Files section of the screen is for System Configuration,
which is automatically backed up every time any backup is performed. Restoring system configura-

Nitix User Manual — Version 3.76 170



Backup & Restore

tion files will overwrite the current system configuration, so be very careful with this setting. It is
recommended that you leave the default setting (No).

. RESTODHE FILES

COMNFIG
Taiih bag

L g Shil

4. Select the appropriate directory in which the file(s) that you want to restore are located
and click on the Open button. The following screen (showing the files that can be
restored) displays:
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PERFORM RESTORE

5. Indicate which file(s) you want included in the restore procedure:

» Select Yesif you want thisfile restored in norma mode (where the file gets over-
written)

» Select Noif you do not want this file restored.
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» Select Safeif you want the file restored in safe mode (wherethefileis saved in the
Restorefile).
Please Note: Selecting all file is the equivalent of performing a full directory restore.

6. Click on the Perform Restore button to begin the restore procedure.

Initiating a Restore from a Net Integrator Control Panel

Please Note: This can only be done with Net Integrator Mark |, Mark Il and Mark IlIR servers. All other
hardware platforms, including the Net Integrator Micro, must initiate a restore from the system’s WebCon-
fig menu.

IMPORTANT:Initiate a restore procedure from the control panel only if you want to do a complete system
restore. See idb Restore Scenarios (in this chapter for more information).

1. Pressthe Restore button. The display panel shows a 10-second countdown, during which
you can stop the restore process by pressing the Cancel button. After 10 seconds, the
restore procedure commences and the display panel/console shows a progress bar.

idb Backup Teams

Administrators can create a* backup” team account that will grant all members of the team
access to the Backup page in WebConfig and all associated functions. Users will have full
control over backups and restores without giving them access to other administrator func-
tions.

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.

2. Create ateam called "backup.”

Please Note: See Chapter 7: User & Team Management for instructions on how to create a team.

3. Add any usersto the "backup" team that you want to grant access to the Backup configu-
ration screens in WebConfig.
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idb Hot Swap

Please Note: Hot Swap is only supported on SCSI and specific IDE system configurations. The Net Inte-
grator Mark I, Mark Il and Mark llIR models support Hot Swap.

There four possible Hot Swap messages that can appear on the display panel/console:

* idb HotSwap:OK - This messages means that Hot Swap is supported and the idb disk is
inactive, so it can be safely removed and replaced with another idb drive.

« DON'T REMOVE IDB - This message means that Hot Swap is supported, but the disk
is currently being used for a Backup/Restore. Y ou must wait until you see the idb
HotSwap: OK message again before removing the disk.

« NOBACKUP DISK! - This message means that Nitix does not detect the presence of an
idb disk. Y ou should insert an idb disk and then choose the Update Disk Satus link on the
main page of WebConfig.

Please Note: The No Backup Disk message will also display if the server is set up with all RAID
disks and no idb disk(s).

e CAN'T HOTSWAP - This message means that Hot Swap is not supported on your
server; therefore, you should never remove the idb disk without powering down the sys-
tem.

Please Note: If you would like Hot Swap support, please contact your Net Integration representative.

Theidb software leaves the idb disk off until it needs to perform a backup or arestore. Dur-
ing thistime, if you remove an idb disk from the Nitix-powered server the display panel/con-
sole will continue to show idb HotSwap: OK until one of these events occurs:

* You manually start a backup/restore,

* You click on the Update Disk Satus link in WebConfig, or

» The next scheduled backup begins.

After which, Nitix will detect that thereisno idb disk installed and change the display panel/
console message to No Backup Disk!
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Swapping idb Hard Disks (with Hot Svap)

1. Verify that the display panel/console says, “idb HotSwap: OK.”

Please Note: idb Hot Swapping is only available on certain hardware platforms.

2. Removetheidb disk from the server.
3. Insert the new idb disk into the drive.

Please Note: Nitix will detect the new idb disk during either its next scheduled backup, or if you log in to
WebConfig and click the Update Disk Status link.

Swapping idb Hard Disks (without Hot Swap)

1. Turn off the main power.

2. Remove the disk from the server.

3. Slidethe new hard disk into the drive as far as you can (keeping the handle horizontal).
4. Insert the new idb disk into the drive.

5. Turn the main power back on.

6. Pressthe power button.
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Software Updates

Periodically, Nitix contacts Net Integration Technologies' distribution servers through its
Internet connection and requests an updated list of available software releases. A list of avail-
able software releases is found on the Software Update screen.

Upgrading Nitix

Please Note: If you are running Nitix from a CD-ROM, please skip to Upgrading Nitix from a CD in this
chapter.

It is best to upgrade your software after-hours because rebooting disconnects all users and
causes all servicesto stop functioning until the server has restarted.

Please Note: If you are running Nitix version 3.74 or higher and you download or select another software
version a Release Notes screen will appear. You must click on the Continue with Download? link at the
bottom of the page in order to continue. If you are upgrading from a pre-3.74 version to 3.74 or higher,
the Release Notes screen will not appear.

1. Select Software Update from the menu on the left side of any WebConfig screen. The
Software Update screen displays, showing the Nitix software version your server is cur-
rently running and all versions available for download:

Viersisns alrvady intalled

2. Click on the Check Versions button to update the list of available versions.
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3. The System status screen will appear. The SoftUpdate line displays the progress of the
download.

4. Click on aversion’s Release Notes link to access its rel ease notes.

Please Note: The release notes outline the version’s new features and provide important informa-
tion that you need to know before upgrading your software. Please read the release notes carefully.

5. Thenew software hasto be downloaded to your server. To do so, click on the appropriate
version’s Download link. The System Status screen displays. The SoftUpdate line dis-
plays the progress of the download:

EEHVICES STATUS SMEPEHOT

6. When the download is complete, the SoftUpdate line will tell you that a software update
has been installed, and prompt you to reboot your system.

7. Click on the Reboot link. The following screen displays:

Aebooting...
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8. Click on the Return button when an IP address appears on your Nitix-powered server’s
display panel/console. The System Status screen displays. The SoftUpdate line asksif you
want to keep the new software release;

» Selecting Yes permanently installs the new operating system.

« Selecting No reboots your Nitix-powered server and reverts to the previous oper-
ating system.
Please Note: If the newer version of the Nitix operating system is not installed properly, the server
uses the old version when it reboots. If the server encounters any difficulty starting the new operating
system, the previous version will start instead. If you choose not to confirm your download, and a
power loss or reboot occurs, the server will revert back to the last-used operating system.
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9. Torevert back to the old version, select Software Update from the WebConfig menu.
Click on the Activate link in the Versions already installed section of the screen:

Upgrading Nitix Froma CD

If you are running Nitix from a CD-ROM, the Software Update screen will display informa-
tion about the Nitix software version your server is currently running and all versions avail-
able for download:

Versions aleeady installed:

Please Note: If you click on a Download link beside a Nitix software version listed as available for down-
load from the Software Update screen, you will get an error message and the Services Status Snapshot
screen will read, “Error during install. Try again, or try a different version”.

To update to a newer version of the Nitix software:

Go to http://partner.net-itech.com

1

2. Download the SO image for the Nitix software version that you want.
3. Burnthe SO imageto a CD-ROM.

4. Power down your Nitix-powered server.
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5. Insert the CD-ROM with the ISO image.

6. Power the server back on. The Nitix-powered server will automatically boot with the new
software version.

7. The Software Update screen will show the new software version you are running.
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Private Networks

In the past, private networks were created by using routers to connect different office loca
tions through dedicated phone lines. This procedureis often called a wide area network
(WAN). Conventional private networks can beillustrated like this:

Branch
Office
Branch
7 ~\  office
//
//
7
/

Head Office

Virtual Private Networks

TunnelVision alows you to create avirtual private network (VPN) using the Internet instead
of aWAN and dedicated phone lines for server-to-server or network-to-network connections.
A VPN can beillustrated this way:
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Head Office

The |

Branch
Office
/

nternet

)
Branch
Office

Making a Virtual Network Private

In aconventional private network, your company owns all the routers, all the computers, and
all the phone linesinvolved. Because the only people using the network are employees, the

network is secure (at least in theory).

The Internet, on the other hand, is connected to any number of businesses and organizations.
Asyour private data passes through the Internet, it is possible that people may intercept what
you are sending. In order to prevent this from happening, all of the data that passes through a
VPN is encrypted with the strongest encryption technology available: 1024-bit RSA and

128-bit Blowfish algorithms. Such encryption makes it very difficult to intercept your trans-

missions.

VPN Network Topologies

Topology refers to the shape of a network, or the network's layout. How different nodesin a
network are connected to each other and how they communicate are determined by the net-
work'stopology. A VPN allows organisations to interconnect their offices securely. Appli-
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cations and data can be readily shared throughout the VPN network if desired. For example,
you could have the accounts departments of each branch connected to each other or each
department could be connected to a central paint.

TunnelVision can work in either a“fully meshed” topology or a“non-meshed” topology.

Fully Meshed Topology

In amesh topology, devices are connected with many redundant interconnections between
network nodes. In atrue mesh topology every node has a connection to every other node in
the network. An advantage of such a network would be that no branch is reliant upon a sin-
gle connection.

Non-Meshed Topology

In a non-meshed, or “hub-and-spoke,” topology all devices are connected to a central hub,
i.e. Headquarters, which dictates the access rules of the VPN to the other branches. Nodes
communicate across the network by passing data through the hub. A typical application
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would be to implement a Terminal Services solution using the Headquarters as the gateway
for the branch sites.
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How Tunnel Vision Works

A VPN alowsall of the computers on two networks to communicate with each other. For
this to happen, you haveto first configure their subnet addresses.

When you install Nitix, the IP addresses used on your local network don’t really matter.
Internet standards recommend that all 1P addresses that are owned by internal business net-
works (and not used on the Internet itself) begin with 192.168. The third part of the IP
address specifies which private subnet number you are using, and the fourth part identifiesan
individual computer on the network. In special circumstances, however, you can use any sub-
net number at all (the first three parts of the IP address).

Theimportant thing is that the Nitix-powered server and the computers on the local network
have the same subnet number and unique | P addresses.

Network Address Tranglation (NAT)

When you communicate with other computers on the Internet, Nitix uses network address
trandation (NAT) to give each connection avalid, unique | P address that doesn’t conflict
with other networks.

But for aVPN, we don’t want Nitix to use NAT, because then only two addresseswill be vis-
ible: Nitix server #1 and Nitix server #2. Instead, Nitix should pass addresses on each net-
work through to the other network unchanged.

For this to happen. you need to assign different subnet numbers to each Ethernet network
involved in the VPN. For example, use 192.168.1 for Network #1 and 192 .168 .2 for Net-
work #2. That means each computer on Network #1 has an address starting with 192_168_1,
and each computer on Network #2 has an address starting with 192.168.2.

The Steel Pipe

To summarize, Network #1 is connected to the Internet through Nitix server #1 and has the
subnet number 192.168. 1. Network #2 is connected to the Internet through Nitix server #2
and has the subnet number 192.168.2.

Gateway settingswork likethis: acomputer on your Ethernet send packets directly to another
computer if its subnet number isthe same. That meansthat 192.168.1.15 will transmit
directly t0 192.168.1.46, since they are both on the same subnet. However,
192.168.1.15 cannot send packets directly to 192.168.2.20 — the subnet numbers are
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similar, but they are not the same. The station then sends the data through its default gate-
way: Nitix server #1.

Now TunnelVision can work its magic, aslong as you’ ve configured the Nitix-powered serv-
ersto create aVPN (you'll do that later in this chapter). When TunnelVision starts, it creates
an encrypted connection between the two Nitix-powered servers through the Internet. This
connection is sometimes called a steel pipe (because, like atrue steel pipe, it's hard to see
what’sinside or to break through it). More often it is known as atunnel.

Nitix server #1 treats data addressed to Network #2 from itslocal Ethernet in a special way.
Rather than just passing the data to your ISP, Nitix encryptsit and sends it through the tun-
nel. When Nitix server #2 receives the encrypted data, it decrypts the information and for-
wardsit on to Network #2 asiif it had arrived directly from Network #1. That way, Network
#1 can communicate securely with Network #2 without any need for special changesto indi-
vidual workstations.

Creating a VPN (server-to-server)

Because your Nitix-powered server does most of the work for you, creating aVPN is much
easier than it sounds. All you have to do is create the encrypted tunnel.

Using Unique Subnet Numbers

We've already mentioned it once in this chapter, but it’s so important that we'll say it again:
each Ethernet network in your VPN must use a different subnet number. We recommend
using any of the networks from 192.168.1 to 192.168.255, since these numbers are spe-
cifically reserved for private use.

The Master Server needs a Satic |P Address

Here' sthe other catch. The only way to find someone on the Internet isto know their 1P
address (actualy, if their host name is registered in the DNS system, you can use that - but
DNS simply converts the host name to an | P address, so the result is the same.)

To create a connection between two Nitix-powered servers, someone needsto act as the Cli-
ent and someone as the Master server. Think of it like a phone call to your ISP: you (the cli-
ent) need to know their phone number, but they (the server) don’t need to know yours. With
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TunnelVision, you have asimilar situation: the server side (accepting a connection) needs a
static | P address, while the client side can have either a static or a dynamic | P address.

Only one Nitix-powered server (usually the computer with the fastest Internet connection at
your head office) needs to act as the server and have a static | P address. All the others can
simply act asclients.

Please Note: A static IP address is guaranteed never to change, so people on the Internet can always
find you. To obtain a static IP address, talk to your ISP. DDNS can be used in place of a static IP
address. Refer to Dynamic DNS in Chapter 22: Domain Name Services for more information.

Configuring a Tunnel Vision Master Server

Ensure that the Nitix-powered server you are configuring as the master server has a static IP
address.

1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The
VPN Setup screen displays:

VPN BETUIP
Enshils FFIF Sarme? | @00 ®H

Fghde Tumss] Vielaw?T | @ -0 ®H

Twrme] Vilaee Use Fally Heabed Vede? | O L

Tamwel Viakun: Sddress off Musier Servery | [ERSIREREE

Turena] Vieta s Pewwwid: =

R ety Tawss] Viskai Pavwniodi “

2. Leavethedefault Enable PPTP Server setting, Yes.
3. Select Yesin the Enable Tunnel Vision section of the screen.

4. Inthe Tunnel Vision: Use Fully Meshed Mode? box, select Yesto run Tunnel Visionin a
Fully Meshed mode, and No to run it in a Non-Meshed mode.

Please Note: If you enable TunnelVision to work in "“fully meshed" mode, then your server can learn
about other servers on the VPN by exchanging information through the Master Server. Then each
server will make connections directly to each of the other VPN-connected servers directly, as needed,
without needing to go through the master.

If you disable "fully meshed" mode, then your server will only communicate directly with the master
server and the master's local network. Your server will not be able to see any of the other VPN-con-
nected servers or networks.
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Please Note: In previous versions of the Nitix software, "fully meshed" mode was always enabled,
and this is still the recommended setting.

L eave the Address of Master Server field empty (since the Master server does not initiate
connections).

Enter a password that the server and client will use to prove to each other that they are
trusted.

Re-enter the password to ensure it was entered correctly.
Click on the Save Changes button.

Configuring a Tunnel Vision Client

A Nitix-powered server doesn’t need a static | P addressto act asa TunnelVision client, but it
needs to know the static IP address of the master server. To find thisinformation, select
Local from the Network Settings menu on the master server. On the screen that displays,
click on the Advanced... button. Then look at the address assigned to ethl.

1.

Select VPN from the Network Setup menu on the |eft side of any WebConfig screen. The
VPN Setup screen displays:

. VWPHESETUP
Enshils FFIF Serma? | @i.y @1
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Leave the default Enable PPTP Server setting.
Select Yes in the Enable Tunnel Vision section of the screen.

In the Tunnel Vision: Use Fully Meshed Mode? box, select Yesif you are running Tunnel
Vision in aFully Meshed mode, and No if you are running it in a Non-Meshed mode.

Please Note: If you enable TunnelVision to work in "fully meshed" mode, then your server can learn
about other servers on the VPN by exchanging information through the Master Server. Then each
server will make connections directly to each of the other VPN-connected servers directly, as
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needed, without needing to go through the master.

If you disable "fully meshed" mode, then your server will only communicate directly with the master
server and the master's local network. Your server will not be able to see any of the other VPN-con-
nected servers or networks.

Please Note: In previous versions of the Nitix software, "fully meshed" mode was always enabled,
and this is still the recommended setting.

Enter the Master server’'s static | P address.
Enter the password that was used in step 6 of Configuring a Master Server.
Re-enter the password to ensure it was entered correctly.

Click on the Save Changes button. TunnelVision immediately beginsto create the tunnel
between the client and the master server. If the client and the server are connected to the
Internet and everything is configured correctly, this process should only take afew sec-
onds.

Please Note: To configure another Nitix-powered server as a client, simply repeat this process.

© N o o
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TunnelVision Satus

The System Status screen always displays the status of active VPNs:

Please Note: You may need to click your browser’s Refresh button to see the latest information.

i SERVICES STATUS SNAPSHO
Intermed El.l.l'u:l |
}'ilrnll.-i
- DT

L LN SHALLCEY (Up), 1YL 0 002 (Up)

PFTRP L'i-:n.nttd.llu;ll

The Idle Time-out

If either end of the tunnel does not receive any data for approximately 20 minutes, it assumes
that one end has disconnected from the Internet or that the tunnel is no longer needed.

If one end of the tunnel is still on-line, it will try to rebuild the connection automatically.
Since this only takes afew seconds and happens only when the tunnel has been idle for a
long time, this should not affect you. However, this behaviour can often cause the

VPN Tunnels status light to turn yellow or red. Thisis not asign of malfunction.
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|Psec: An alternative to TunnelVision

Asan dternative to TunnelVision, Nitix can create an IPsec tunnel to aremote server. Tun-
nelVision's more advanced features, such as automatic hostname and route sharing, are not
provided by IPsec. We generally recommend using TunnelVision, however, for strict stan-
dards compliance, or for connecting to a server that isn’t another Nitix-powered server, |Psec
may be your only option.

Known Configurations

Nitix’sIPsec functionality is still under development (in particul ar to extend its usability with
other products); however, it has been proven to be compatible with select products using spe-
cific configurations.

For acomplete list of tested products and configurations, please go to:
http:/iwww.net-itech.com/downloads/I PSec_Compatibility/

Adding an | Psec route

1 Login to Nitix with your administrator username and password. WebConfig's System
Satus page displays.

2 Select VPN from the Network Setup menu. The VPN Setup screen displays.
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3 Select IPsec Setup... from the VPN Setup screen. The IPsec Setup screen displays:

IPSEC ROUTES

Himuie Sarvwes | Hfmuie Fubnsi Laead Swhiari

|» ADD NEW ROUTE |m HOME
4 Select Add New Route. The Create | Psec Route screen displays:

CHEATE IPSEC ROUTE

Remote server: ’
Remate wubnet:  [EERTT RN %

Liveml bty 192 165 2000024 '

e 55 | T | *

Perfert Forwand Secvery (FFSR 9 v,

& SAVE CHAMGES (& CANCEL CHAMNGES

5 Inthe Remote Server field, enter the fully qualified domain name (FQDN) or IP address
of the remote server you wish to connect to.

6 Toinclude a private subnet behind the remote server’ s firewall, enter the internal 1P
address of the remote unit as well as the subnet in the Remote subnet field. For example,
if the unit’sinternal 1P addressis 192.168.10.1 with a subnet mask of 255.255.255.0, you
would enter “192.168.10.0/24".

Please Note: To tunnel only to the remote server, and not to a subnet behind it, leave the IPsec:
Remote Server field blank, or enter the remote server’s IP address from the first field.

7 Enter your Remote IKE key key.

8 From the Was that an RSA public key or a preshared secret key (PSK)? field, select PSK.

Please Note: The RSA key feature is still under development; therefore we recommend that you
only use Preshared Secret Keys (PSK).

9 Enablethe Perfect Forward Secrecy (PFS) feature.
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Please Note: It must be set the same way on both ends of the connection. The IPsec protocols do
not provide a method for the two ends to negotiate this, so you must ensure to set it correctly.

10 Click on the Save Changes button.

Adding an Anonymous Incoming Connection
| Psec route

1 Select IPsec Setup... from the VPN Setup screen. The |Psec Setup screen displays:

i+ IPSEC ROUTES

Remote Server Remote Subnet Enabled?

Mc IPsec connections vet.

|# ADD NEW ROUTE # HOME

2 Select Add New Route. The Create | Psec Route screen displays:

Loral suliird:
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Wae i an BSA public ey ar-a prevharsd secred key (PSE)T,. ®05 @ 73R |
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[® SAVE CHANGES & CANCEL CHANGES

3 Enter 0.0.0.0 in the Remote Server |P address field.

Please Note: The Nitix-powered server must have a static IP address.

4 Enter theinternal IP address of the remote unit as well as the subnet in the Remote subnet
field. For example, if the unit’sinternal IP addressis 192.168.10.1 with a subnet mask of
255.255.255.0, you would enter “192.168.10.0/24" .
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Please Note: To tunnel only to the remote server, and not to a subnet behind it, leave the IPsec:
Remote Server field blank, or enter the remote server’s IP address from the first field.

5 Enter your Remote IKE key key.

6 From the Wasthat an RSA public key or a preshared secret key (PSK)? field, select PSK.

Please Note: Please Note: The RSA key feature is still under development; therefore we recom-
mend that you only use Preshared Secret Keys (PSK).

7 Enablethe Perfect Forward Secrecy (PFS) feature.
Please Note: It must be set the same way on both ends of the connection. The IPsec protocols do
not provide a method for the two ends to negotiate this, so you must ensure to set it correctly.

8 Click on the Save Changes button.

Editing an IPsec route

1 Select the appropriate |Psec route’ s Edit Action button on the IPsec Setup screen.

i IPSEC ROUTES
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The Modify IPsec Route screen displays:

MODIFY IPSEC BOUTE

[
Remuir server=| £
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2. Inthe Remote server field, enter the fully qualified domain name or I P address of the
remote server you wish to connect to.

3 Toinclude a private subnet behind the remote server’ s firewall, enter the internal 1P
address of the remote unit as well as the subnet in the Remote subnet field. For example,
if the unit’sinternal 1P addressis 192.168.10.1 with a subnet mask of 255.255.255.0, you
would enter “192.168.10.0/24".

Please Note: To tunnel only to the remote server, and not to a subnet behind it, leave the IPsec:
Remote Server field blank, or enter the remote server's IP address from the first field.

4 Enter your Remote IKE key key.

5 From the Was that an RSA public key or a preshared secret key (PSK)? field, select PSK.

Please Note: The RSA key feature is still under development; therefore we recommend that you
only use Preshared Secret Keys (PSK).

6 Enable the Perfect Forward Secrecy (PFS) feature.

Please Note: It must be set the same way on both ends of the connection. The IPsec protocols do
not provide a method for the two ends to negotiate this, so you must ensure to set it correctly.

7 Click on the Save Changes button.
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Setting up Third Party |Psec Clients

Nitix Setup:

With the large number of |Psec servers available, we cannot provide configuration parame-
tersfor each device on the market.

Thefollowing isthe best configuration for allowing a Nitix-powered server to create avirtual
private network (VPN) with third party devices:

Remote server: Enter the external | P address of the remote unit.

Remote subnet: Enter theinternal 1P address of the remote unit aswell asthe subnet. For
example, if the unit’sinternal IP addressis 192.168.10.1 with a subnet mask of
255.255.255.0, you would enter “192.168.10.0/24"

Remote IKE key: Enter your shared key that is being used
Wasthat an RSA public key or a preshared secret key (PSK)?: Select PK
Perfect Forward Secrecy (PFS): Select Yes

Third Party IPsec Client Setup:

Encryption / Tunnel: 3DES and MD5
Security Association (SA) Lifetime: set to 3600 seconds
Mode: If there are different modes available, select Main Mode.

Private Key Secret: Use preshared secret keys (PSK), not RSA keys or other keys such

as PKl, asthese are not supported on Nitix.

Perfect Forward Secrecy: Perfect Forward Secrecy (PFS) must be enabled on both ends
of the connection. The I Psec protocols do not provide a method for the two ends to nego-
tiate this, so you must ensure to set it correctly.
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Services

What is RAS?

Remote Access Services (RAS) is aNitix subsystem that allows you to access the internal
network while at home or on the road. Y ou can take advantage of RAS with:
* aVPN (which requires the Internet and a PPTP client)
OR
» adial-in connection (which reguires a dial-up modem and a phone line).

Please Note: Windows has a Point to Point Tunneling (PPTP) client built-in. You have to buy a separate
software package if you are using a Macintosh.

In order to establish aremote connection, users have to have PPTP or dia-in access. Refer to
Creating Usersin Chapter 7: User & Team Management for more information.
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PPTP - Client-to-Server VPN Service

Configuring VPN Service on Nitix

1. Select VPN from the Network Setup menu on the |eft side of any WebConfig screen. The
VPN Setup screen displays.

VPN SE TUIF
Enzhls FFIF Serms?
Wit T | Wb i
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s PSEC SETUP

& BAVE CHANGES s CANCEL CHAMOES

2. Enablethe PPTP server by selecting Yes.
3. Click on the Save Changes button.

Configuring VPN Service in Windows

Before you can establish a VPN connection, you haveto install VPN service on your Win-
dows 95/98/M e workstation. Windows 2000 and Windows XP workstations aready have
VPN servicesinstalled.

1. From the Start menu, select Settings > Control Panel. Double-click on the Add/Remove
programs icon.
2. The Add/Remove Programs Properties screen displays. Select the Windows Setup tab.

3. Select Communications from the Components list and click on the Details... button. A
second Components list displays, showing the communications components that are
aready installed and those that can be installed.

4. Scroll to Virtual Private Networking in the Components list.
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« If it dready has a check, then VPN software has aready been installed. Proceed to
Establishing a VPN Connection.

« If it doesn’t have a check, you have to install the VPN software. Proceed to step 5.
5. Place acheck in the Virtual Private Networking box and click on the OK button.

6. TheWindows Setup screen re-displays. Click on the Apply button. The software is
installed automatically. Reboot your computer when the software is finished installing.
Please Note: You may be asked to insert your Windows 95/98/Me disk for additional software com-

ponents to be loaded. Simply follow the instructions provided, and refer to Microsoft Support for more
information.

Establishing a VPN Connection

In order to establish a VPN connection to your network, you need to know your username
and password and the IP address of your Nitix-powered server’s external network interface.

Follow these stepsto establish a VPN connection in Windows 95/98/Me systems:

1. From the Start menu, select Programs > Accessories > Communications > Dial-up
Networking.

2. Double-click on the Make New Connection icon. The following screen displays:
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3. Enter anamefor the VPN connection. Y ou leave the default or use any name that makes
sense to you. Click on the Next button. The following screen displays:
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4. Enter your Nitix-powered server’s host name or external 1P address:

e Enter ahost name (such aswww .example . com) if Nitix provides DNS resolution
for your domain.

e Enter an IP address (such as 192.168.0.1) if Nitix does not provide DNS reso-
lution. To find the external 1P address, select Local from the Network Setup menu.
On the screen that displays, click on the Advanced... button. In the Network
Devices section of the screen that displays, look at the 1P address of the un-trusted
Ethernet interface (usualy Ethl).

5. Click on the Next button. The following screen displays:
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6. Click on the Finish button. Y ou have created an icon that activates a VPN connection to
your home network through your Nitix-powered server.
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7. Right-click on theicon that you just created and select Properties. In the window that dis-
plays, click on the Server Typestab.

8. Inthe Advanced options section of the screen, ensure that only the following are checked:
» Enable software compression
* Require encrypted password
* Require data encryption.

9. Inthe Allowed network protocol section of the screen, ensure that only TCP/IP is
checked. Click on the OK button.

10. Once you are connected to the Internet, establish a VPN connection to the internal net-
work by double-clicking theicon that you created in step 6.

11. Thefollowing window displays. Enter your Nitix login name and password. Click on the
Connect button:
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12. The following window (showing you the progress of the connection) displays:
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13. The following window displays when a VPN connection is successfully established:
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14. Click on the Close button to minimize this window.

15. Y ou are now connected to your local network through a secure VPN. Depending on your
Internet connection, it may take longer than normal to complete network requests. The
following icon (showing traffic between your workstation and the Nitix-powered server
you are connected to) displays in the bottom right corner of your screen:

N 12WPu

16. To terminate the VPN connection, double-click on the icon. Select Disconnect in the win-
dow that displays.

Disconnect a PPTP Connection

1. From the Services Status Shapshot screen, the PPTP Connections: box will display the
status of all PPTP connections. If there are active connections, a Detailslink will display:

i SERVICES STATUS SMAPSHOT

Disle Stame:

2. Click on the Details link. The Active PPTP Users screen displays:

+ MACTIVE PPTP USERS

3. Click on the Delete Action button of the user whose PPTP connection you want to dis-
connect. A window will display asking Are you sure you want to disconnect ‘ username’ ?
Click OK to disconnect the PPTP connection.
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Dial-in Service

Configuring Dial-in Service on Nitix

1. Select Dial-up from the Networking Setup menu on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays:
DIAL-UP HETWOHKING SETLWR

& DETECT MODENE

2. Click on the appropriate modem’s Action button.
3. A second Dial-up Networking Setup screen displays:
Bk -LIP NETWOTEING SETLP
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4.
5.

In the Allow Dial in connections section, select Yes.
Click on the Save Changes button.

Configuring Dial-in Service in Windows

1.

From the Sart menu, select Settings > Control Panel. Double-click on the Add/Remove
programs icon.

The Add/Remove Programs Properties screen displays. Select the Windows Setup tab.

Select Communi cations from the Components list and click on the Details... button. A
second Components list displays, showing the communications components that are
aready installed and those that can be installed.

Select Dial-Up Networking from the Components list.

« If it dready has acheck, then dial-in software has already been installed. Proceed
to Establishing a Dial-in Connection.

« If it doesnot have acheck, you haveto install the dial-in software. Proceed to step
5.
Place a check in the Dial-Up Networking box and click on the OK button.

The Windows Setup screen re-displays. Click on the Apply button. The softwareis
installed automatically. Reboot your computer when the software is finished installing.

Please Note: You may be asked to insert your Windows 95/98/Me disk for additional software com-
ponents to be loaded. Simply follow the instructions given to you.

Establishing a Dial-in Connection

When auser dialsinto a Nitix-powered server, the username will appear in the Internet Sta-
tusfield of the System Status screen for the duration of the connection. The administrator can
terminate the connection from this screen.

In order to establish a dial-in connection to your network, you need to know your Nitix user-
name and password and the phone number of amodem that is connected to an external phone
line. Depending on your Internet connection, it may take longer than normal to complete net-
work requests.

Follow these steps to establish adial-in connection on Windows 95/98/Me systems:

1.

From the Sart menu, select Programs > Accessories > Communications > Dial-up Net-

working.
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2. Double-click on the Make New Connection icon. The following screen displays:

e e Ll
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3. Enter aname for the dia-in connection. Y ou can leave the default or use any name that
makes sense to you. Click on the Next button. The following screen displays:
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4. Enter your area code, phone number, and country code.
5. Click on the Next button. The following screen displays:
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6. Click on the Finish button. Y ou have created an icon that activates adial-in connection to
the internal network.

7. Establish adial-in connection by double-clicking on the icon that you created in the pre-
vious step.

8. Thefollowing window displays. Enter your Nitix login name and password. Click on the
Connect button.

9. A window showing you the progress of the connection displays.

10. The following icon (showing traffic between your workstation and the Nitix-powered
server you are connected to) displaysin the bottom right corner of your screen when you
are connected to the local network:

ERE
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11. To terminate the connection, double-click on the icon. Select Disconnect in the window
that displays.

Terminating a Connection from WebConfig

When a user diasinto the Nitix-powered server, their username will appear in the Internet
Satus section of WebConfig's System Status screen for the duration of the connection. The
administrator can choose to terminate the user’ s connection from this screen.
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Nitix’s firewall subsystem is entirely auto-configuring and automatically reconfiguresits
parameters to adapt to any Nitix server settings. There are no user controls needed. How-
ever, you can choose to restrict outgoing traffic and view alog of all requeststo traverse the
firewall.

To learn more about just how sophisticated the firewall is, you can read atechnical paper
about it at: http://www.net-itech.com/products/
features_connectivity_ firewall _php

Click on the firewall-whitepaper.pdf link at the bottom of the page. The paper will launch in
Adobe Acrobat Reader.

| CSA Firewall Security Compliance

Starting with Nitix version 3.71, Nitix incorporates features to be ICSA compliant. The
ICSA Labstest firewall products against a standard and evolving set of criteria. Their Fire-
wall Certification Criteria are composed of both functional and assurance requirements, and
the criteria requirements define an industry-accepted standard that all products claiming to
have firewalling capabilities must attain.

Traffic Denied Inbound

The firewall denies all inbound network traffic that is not for:

* Remote administration
e Private network hosts

* Service network hosts
e Thefirewall itself
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Traffic Permitted |nbound

The firewall supports access requests for the following services, if enabled (see Chapter 27:
Log Messages for which firewall request information islogged):

FTP (Active and Passive Mode)
HTTP

HTTPS

SMTP

Traffic Permitted Outbound

Nitix permits the following protocols through the firewall:

Telnet (TCP/23) — To access resources on a Unix/Linux computer.

FTP (TCP/20-21) — To copy files between computers.

HTTP (TCP/80) — To make web pages available over the Internet.

HTTPS (TCP/443) — To make secure web pages available over the Internet.
SMTP (TCP/25) — To transfer or send email messages between servers.

DNS (TCP and UDP/53) — To navigate the Internet using domain names instead of 1P
addresses.

POP3 (TCP/110) — To read email from a single Inbox.
IMAP (TCP/143) — To read email from aremote location.

All other non-Remote Administration traffic from both private, service and public network
clients directed to or through the Nitix firewall will be dropped or denied.

Thisfeature is disabled as the default setting for Nitix. Once the feature is enabled, users
within your network will not be able to use programs that do not adhere to the above proto-
cols, such as ICQ.

To enable the Restrict Outgoing Traffic option:

Nitix User Manual — Version 3.76 208



Firewall Services

1. Select Local under Network Setup from the menu on the | eft side of any WebConfig
screen. The Local Network Options screen displays:

LOCAL NETWLOIRE DFTIONS.

ot e R
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& BAVE CHANGES & CANCEL CHARGES

2. Enable the Restricts Outgoing Connections to configure Nitix to only alow the above
outbound ports. Disable to allow all outgoing traffic.

3. Click on the Save Changes button.

Please Note: Restricting outgoing traffic helps to block applications such as MSN Messenger, Yahoo
Messenger, Kaza, Morpheus, etc.

Firewall Log

Please see Chapter 27: Log Messages for information on Firewall logs.
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What is DNS?

DNSisthe protocol used to convert Internet domain namesinto |P addresses. If DNSis
configured, users can access information on the local network and the Internet using domain
names instead of specific IP addresses.

Please Note: Configuring DNS services can be complicated because it often requires dealing with out-
side organizations called Domain Registrars. If you are uncertain about issues related to DNS, ask your
ISP to help you.

DNS Sarvices

Nitix runs two different kinds of DNS services:

* DNSLookup and Caching Server — This server converts domain names (such
www . yahoo . com) into IP addresses and then sends the | P addresses to your
browser. Nitix runsthe DNS lookup and caching server on your local network and
blocks connections to the lookup server from the Internet. There are no special
optionsto configure the DNS lookup and caching server.

* DNSPublishing Server — This server adds names for your own network (such as
www . examp le . com) into the global DNS system so that people can find your 1P
address to access your web site or to send you email. The DNS Publishing Server
is quite complicated. Therest of this chapter explains how it can be configured.
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Configuring Public DNS

1. Select Local from the Network Setup menu on the left side of any WebConfig screen. The
Local Network Options screen displays:

LOCAL NETWLIRE OFTIONS
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# SAVE CHANGES & CANCEL CHARGES

2. Thedefault DNS server setting is No, meaning that you are not publishing any DNS
entries.

e Thisoption only controlsthe DNS publishing server and how people outside your
local network communicate with it. The DNS publishing server is always active
for computers on your local network.

« If you want to provides services (such as email) to the outside world, you need to
enable the DNS server. To do so, select Yes or Dynamic. Y our choice depends on
some relatively complex issuesinvolved in domain name registration. We will try
to explain some of these issuesin the following sections.

3. Click on the Save Changes button when you have selected the appropriate DNS setting.
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How the DNS System Works

DNSHierarchy

The Internet DNS server network is arranged as a hierarchy, in which asingle ‘root’ domain,
sometimes called dot (*."), links to the set of top-level domains (such as.comand .org). In
turn, each of the top-level domains contains alink to each of the second-level domains (such
asnet-itech.comand mydomain.org). Third- and fourth-level domains are less common
and are used in large organizations like universities.

Y ou will most likely publish a second-level domain name such as example.com. When you
do that, your DNS server (if enabled) automatically publishes the names inside exam-
ple.com, such aswww.example.com and mail .example.com.

Domain Registrars

However, thereis still a part that must be done manually: in this example, you have to create
alink on the .com server to ask your second-level domain to be referred to your Nitix-pow-
ered server’s | P address. To do this, you need to visit a Domain Registrar (such as

www . easydns.com OF www.opensrs.org) to make sure your domain nameisn’t already
being used by someone else, and give them the outside IP address of your Nitix-powered
server.

Please Note: In order to register a domain name, your Nitix-powered server must have a static IP
address. Most ISPs provide this service for an additional fee. DDNS can be used in place of a static IP
address. Refer to Dynamic DNS in this chapter for more information.

After you enable your Public DNS Server and register with a Domain Registrar, people
should be able to look up the IP address associated with your domain name. To test this,
select WMWV from the Server Setup menu, and select Yes in the Enable WMWAW Server field.
Then ask afriend outside the local network if they can view your domain.
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Dynamic DNS

Dynamic DNSisaNitix feature that allows you to publish DNS entries and provide I nternet
services even if you have a dynamic |P address (as opposed to a static | P address).

When you register your domain with aregistrar, you give them the address of the primary
server and backup server owned by Net Integration Technologies (which already have static
I P addresses). When your Nitix-powered server connectsto the Internet, it automatically
informs the Net Integration Technologies servers about your current | P address and asks
them to publish your up-to-date DNS information.

Y ou need to provide a Domain Registrar with the following DNS server addresses:

1. dyndnsl.ivivanet.com 209.5.34.82
2. dyndns2.ivivanet.com 207.176.197.14

All you need to do then is set your Public DNS Server to Dynamic. Nitix does the rest.

Please Note: Dynamic DNS services require a direct connection to the Internet via a modem or router. It
will not work behind a NAT device.

Manually Creating DNS Entries

Based on the servers you have enabled, Nitix automatically decides which DNS namesto
publish. For example, if your domain nameis example.com, and the Enable WMW\WV Server
option is set to Yes (not Trusted Hosts Only), then Nitix automatically publishes the DNS
name www . example.com asa pointer to your web server. Similarly, if you enable the
SMTP email delivery server, it publishesthe name mail .example.com.

Although Nitix publishes names automatically, you may want to occasionally add extra
names to your DNS server. You may also want to add an entry that allows people to access
your site without typing www. before the address.

Please Note: Changing DNS information at a registrar (i.e. Network Solutions) can often take 24 - 72
hours to replicate through DNS backbone.
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Types of DNS Entries

Y ou can create four kinds of DNS entries:

A (address) — Creates an entry for converting a name (such as www . exam-
ple.com) toan IPaddress (suchas111.22.33.44). Thisisthe most common
type of entry.

NS (copy from nameserver) — Allows you to mirror someone else’s DNS server.
Every DNS server should have a backup server with an additional copy of the
data. When you register adomain name, the registrar generally asks for a primary
and asecondary server. If someone asks you to act astheir secondary DNS server,
you can add their domain name and primary server's | P address as an NSentry.

M X (mail exchanger) — Occasionally, you may want to publish aweb server and
amail server with the same name but different |P addresses. For example, you
might want people to reach you by email when they sendto user@exam-
ple.com, but you might want the example . com web server to point to adifferent
address. To do that, you would add Address records for example . com and

www . examp le . com pointing to your web server, and then you would add an MX
entry for example.com pointing to your mail server. You do not need to create a
separate MX entry if it will point to the same address as the Address record.

DR (Dynamic Redirect) — Dynamic redirection can be used to circumvent
blocked HTTP (WWW) ports. Any WWW requests directed to the address
entered as "Name" will be automatically redirected by a Dynamic DNS server to
port 4201 on the site entered as "Value". Thiswill be almost transparent for cli-
ents, who will only notice that the hostname and port have changed slightly.
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Creating a DNSEntry

1. Select DNSfrom the Server Setup menu. The DNSList screen displays:

+  PUBLM: DNS ENTRIES

@ ADD DHS HEIVATE EMTHIE:S % HOME

Please Note: To list, create or edit your private DNS entries, click the Private Entries button.

Private DNS entries are available only to the internal network and include hostnames of all the com-
puters the Nitix-powered server can find on the local network.

Public DNS entries include the mail exchange (MX) record and entries for the un-trusted (external)
network interface. Virtual WWW server DNS records will also go on the public DNS list. Most of the
listings, both public and private, are automatically set up by Nitix.

2. Click the Add DNSbutton. The DNS Add screen displays:

E . oo B y @Dmesic |5

SANE CHAMNGED # CANCEL CHANGES

Enter a name for the entry.

Select the entry type.

Enter the target |P address in the Value field.
Click on the Save Changes button.

o g M W

Nitix User Manual — Version 3.76 216



Domain Name Services

Editing an Existing DNS Entry

1. Select DNSfrom the Server Setup menu. The DNSList screen displays.
Please Note: To edit your private DNS entries, click the Private Entries button.

2. Click on the entry’s Edit Action button. The DNS Edit screen displays:

m TS n-"

# GAVE CHANGES # CANCEL CHANGES

3. Make the appropriate changes and click on the Save Changes button.
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What is the Workstation Viewer?

The Workstation Viewer isa Nitix subsystem that can list the workstations and servers that
are connected through the local network or a VPN. The Workstations screen tells you which
computers are on the network, what their names and |1P addresses are, and who islogged on.

If aworkstation can be administered remotely using Virtual Network Computing (described
in the next section), the remote administration program can be accessed from WebConfig.

Accessing the Workstation Viewer

1. Select Workstations from the Network Setup menu on the left side of any WebConfig
screen.  The Workstations screen displays:

o WORESTATIONS

MEW SCAN

2. Because scanning for workstations can waste bandwidth (especially acrossaVPN) no
workstations display in the list. Click on the New Scan button to view an updated list of
workstations. The following screen displays:

HOTICES

3. Click Refresh (on the bottom of the screen) after afew secondsto view the updated list.
Workstations will only be shown inthelist if they are connected to the network.
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Virtual Network Computing (VNC)

Using free Windows software called Virtual Network Computing (VNC), you can configure
Windows, Mac and Unix workstations so they can be controlled remotely from a central
workstation. If users need help or settings need to be changed, an administrator does not have
to physically go and sit in front of the workstation in question.

Because this remote administration software is al so compatible with VPNs, the administrator
does not have to be on the same network or even in the same city. Computers with aVNC
remote administration server installed appear with the words Remote Admin next to them on
the Workstations screen:

WORKITATIONS

Configuring VNC

There are two parts to configuring remote administration:

1. VNC Server (which should be installed on every user’ s workstation).
2. VNC Viewer (which should be installed on the administrator’ s workstation).

Once the servers and viewers are configured, clicking the Remote Admin link on the Work-
stations screen connects you to the remote VNC server and displays the remote desktop.

Configuring the VNC server

1. Download VNC from the Internet. Go to:
e http://www.realvnc.com/download.html
OR

e http://download.cnet.com/ (and search for VNC)
Please Note: For the MAC version, go to: http://www.chromatix.uklinux.net/vnc/
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Thefile comesin azipped format. Unzip the file in atemporary location for installation.
Run the Setup program and follow the screens. Accept all defaults during the installation
process.

When installation is finished, reboot the workstation.
From the Start menu, select Applications > VNC and start VNC (App mode).

Thefirst time you start VNC you will have to set up apassword, which isneeded in order
to connect to your workstation.

When VNC is active, asmall VNC icon displays in the bottom right corner of your
screen.

Configuring the VNC viewer (for the Administrator’s Workstation)

1
2
3.
4

Download VNC from the Internet and configure the VNC server.

L ook for vneviewer.exe, and copy it somewhere obvious (such as c:\windows\).

From the Start Menu, select Programs > Windows Explorer.

From the Tools menu, select Folder Options. Click on the File Typestab. The File Types

screen displays.

Click on the New Type... button. The Add New File Type screen displays:
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6. Enter adescription of the file type (such as VNC Viewer Admin) in the Description of
Typefield.

7. Enter vnc in the Associated extension field.
8. Enter application/x-vnc in the Content Type (MIME) field.
9. Click on the New button. The New Action window displays:
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10. Enter Open in the Action field.

11. Enter c:\windows\vncviewer.exe /config "%1" inthe Application used... field.
Please Note: c:\windows\ refers to the location where VNC has been installed. The quotations
around "*%1"" are required.

12. Click on the OK button. VNC Viewer Admin displaysin the Registered file types|list of
the File Types screen.
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What is FastForward?

Nitix's FastForward technology allows you to forward Internet traffic from a specific address
and interface to another address and interface. A subsystem that performsthisfunctionis
usually called a Proxy Server.

When computers on the Internet access services on your internal, protected network, they
“talk through” your Nitix-powered server. FastForward makes sure that these untrusted com-
puters can only access the information and services that you want them to.

If FastForward is disabled, no-one can see anything on your local network because Nitix acts
asafirewall. If you enable FastForward, you are making a protected “hole” in your firewall
that allows computers on the outside to access your network. To decide whether you want to
use FastForward, you need to decide whether it is worth the added security risk.

Because you ar e affecting the firewall security of your network, it isvery important that
you under stand what you ar e doing while configuring FastForward. Y ou might want to
seek qualified advice.

Introduction to TCP/IP

Entire books have been written on this subject. To save you some time, welll try to explain
everything you need in a page or two. Earlier in this guide, we talked about how each com-
puter on the Internet must have a unique | P address. But that's not the whol e story. Network
protocols comein layers - IPisjust one of those layers. The job of IP isto get data, split it
into small chunks called packets, and then transport those packets from one computer to
another on the Internet.

How does a computer know what to do when it receives an | P packet? Somehow, it needs to
figure out what service it belongs to, and which open connection it'sinvolved in. For that, it
uses two higher-level protocols known as TCP (Transport Control Protocol) and UDP (User
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Datagram Protocol). TCP and UDP introduce port numbers which specify where the datais
supposed to go and how the computer is supposed to handle it.

FastForward can handle both TCP and UDP. It processes them differently from each other,
but you don't need to worry about this for configuration purposes.

User Datagram Protocol

Using UDPisvery much like sending atelegram. Y ou receive a message, and you may send
areply. The DNS (Domain Name Service) mentioned earlier uses UDP. One computer sends
amessage asking to translate a name (say www . example . com) into a number. The answer-
ing DNS server sends a message saying that the I P address of www.example.comis
192.168.1.1.
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Transport Control Protocol

Using TCPisvery much like making atelephone call. A person calls you, and you answer.
Y ou go through aintroductory sequence, you have a conversation, and then you finish the
call (or aswe say with TCP, you close the connection). TCPis used for more complicated
network tasks, like web browsing.

Two-Way Connection

— T

Proxy Servers

Nitix acts as afirewall, meaning that it blocks computers on the Internet from having access
to your private servers.

If you want to make a service available to the outside world, FastForward controls the con-
nection for you. When someone outside wants to access the service, they send the request to
aport on your Nitix-powered server. FastForward then connects them to the service. This
process has two connections: one from the client to the Nitix server, and another from the
Nitix server to the service. When either the client or the server transmits information, Nitix
forwards it to the opposite end of the connection.
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Asaresult, you need to know the addresses and port numbers of both the source of informa-
tion and the destination of the information. Nitix receives connection requests from the
source address and forwards them to the destination.

If you want to use FastForward, you probably already have a clear idea of what your destina-
tion address will be. The source, however, may be more difficult to determine and ultimately
depends on how your IP addressis configured.

Satic and Dynamic |P Addresses

A person trying to access FastForward services through your Nitix-powered server must
know your assigned | P addressin order to locate you on the Internet. Each time you connect
to the Internet, your | SP assigns you a | P address. Dynamic | P addresses are inconvenient for
use with FastForward because your address changes each time you connect (making it diffi-
cult for your clientsto find you).

If you specifically ask for one, your ISP can give you a static | P address (which never
changes). Once you have aworking static |P address, you can add it to a DNS server (which
will convert your domain’s readable name into its | P address).
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Configuring FastForward

Y ou can configure FastForward once you know your source and destination addresses. If you
still aren't sure where the addresses come from, keep reading - we have afew examples a bit
later on.

IMPORTANT:Remember that you decrease firewall security when you enable FastForward.

1. Login to Nitix with your administrator username and password. WebConfig's System
Satus page displays.

2. Select Fast Forward from the Network Setup menu. The Fast Forward screen displays,
showing the list of addresses being forwarded
Please Note: This list may be empty if no addresses are being forwarded.

FRST FOHWAHRD

Fram Fari

# ADD NEW FORWARD  HOME

Creating a New Forward

1. Click on the Add New Forward. The Add Forward screen displays:

Add Foremurd

 SAVE CHANGES & CANCEL CHANGES
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2. Enter the source address and port number in the From Address and From Port fields.

Please Note: If you enter NetIntegrator (with no space) as the source address, Nitix automatically
uses your assigned address (whether it is static or dynamic). You can only attach one forward con-
nection to any given source address and port.

3. Enter the destination address and port number in the To Address and To Port fields.

Please Note: Ensure that you have entered the destination information correctly. If you forward con-
nections to a server that isn't answering, Fast Forward drops the connection.

4. Click on the Save Changes button.

Editing a Forward

1. Onthe Fast Forward screen, click on the appropriate forward’ s Edit Action button. The
Modify Forward screen displays.

2. Change the appropriate source or destination information.
3. Click on the Save Changes button.

Deleting a Forward

1. Onthe Fast Forward screen, click on the appropriate forward' s Delete Action button.
2. To confirm the deletion, click on the OK button on the window that displays.
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Forwarding Scenarios

All thismight still sound abstract and confusing. Here are afew common examples:

1. Yourinternal network hasan email server called Fred running Windows NT. The address
of the server is192.168.1.5.
Set the sourceto Net Integrator/port 25 (whichisthe SMTP port) and the destina-
tionto 192.168.1.5/port 25. Now people can send email to your Nitix-powered
server's static | P address, and it will get forwarded to your mail server.

2. If Fred hasa DNS server on port 53, you can forward Net Integrator/port 53 to
192.168.1.5/port 53. That way, people on the Internet can look up hostnames that
belong to your local network.

3. You can make WebConfig accessible from the outside world so that Net Integration
Technologies technical support can get into your Nitix-powered server and help you with
problems.

Nitix's port 80 is already in use for the company web server, so we'll use port 81 as the
source. WebConfig uses Port 8043 and if the destination IPis192.168.1.1, the com-
plete destination addressis192.168.1.1/port 8043. To access WebConfig from the
outside, we would need to use a special address: http://www.yournetwork.com:81/

Here'swhat FastForward looks like if you choose al three of these settings:

i FAST FOHWAHD

Fram | Fard

@ ADD NEW FORWARD 5 HIOME
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Multiple Satic IP Addresses

In certain cases, you will want FastForward to treat connections differently depending on
their target. For example, you might want email from mai 11.yournetwork.com to be sent
to Fred (your NT server) and email from mai12.yournetwork.com to be sent to Barney
(your Unix server). To do this, your ISP needs to assign you multiple static | P addresses.
Some |SPs may not offer this service.

If you have two static | P addresses (207 .6.60.1 and 207 .6 .60 - 2), and you want the setup
we just described, you can:

» create one forwarding entry with source 207.6.60-1 / port 25 and destination
192.168.1.5 /port 25.

« create another forwarding entry with the source 207.6.60.2 / port 25 and desti-
nation 192.168.1.6 / port 25.

Common Port Numbers

Here are afew common port numbers that you can use with FastForward.
e 22 —SSH (Secure Shell)

o 23-Telnet
e 25-SMTP (Simple Mail Transfer Protocol)
e 79-Finger

e 80 -HTTP (Hypertext Transfer Protocol) - Web server
e 110 - POP (Post Office Protocol)

e 5631 - PCAnywhere

e 443 —Web server secure port (HTTPS)

Please Note: Some ports cannot be used with FastForward. For example, port 21 (FTP) does not work
because it uses multiple connections that include both ports 20 and 21.
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Troubleshooting FastForward

Nitix’s WebConfig screen may display the following message: An error occurred while Fast
Forward tried to bind to one or more of the addresses specified.

This message may display if:

e you aretrying to forward to ports that are already being used by your Nitix-pow-
ered server (port 80, for example).

» FastForward has more than one entry trying to use the same source port and
address. Y ou cannot have more than one FastForward entry attached to the same
source.

If you see this message, turn off the server that is already using the port. For example, to for-
ward port 80 (the port used for web services) to another address, you would first have to shut
off the web server on Nitix.

The log message viewer (explained in Chapter 27: Log Messages) shows which Fast For-
ward entries did and did not work.
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Chapter 25 Disk Management

Disk Configuration (idb and RAID)

Please Note: In order to take advantage of RAID, you must have Nitix's Software RAID Technology. Soft-
ware RAID Technology comes standard with the Nitix Premium Edition.

RAID (Redundant Array of Inexpensive Disks) is a system of backing up information that
reduces risk by saving data on two or more drives. If one drive fails, your datais still safely
stored on another drive. Although you do not need to know much about RAID in order to
configure it on your Nitix-powered server.

Intelligent Disk Backup (idb) is a system that automatically performs backup procedures as
often as every fifteen minutes without input from a system administrator. See Intelligent Disk
Backup (idb) in Chapter 16: Backup & Restore for more information.

If your Nitix-powered server has one disk, then you cannot take advantage of idb or RAID. If
your Nitix-powered server has exactly two disks, you can have idb backup or a two-disk
RAID array (but not both). If you have three or more disks, you can have atwo (or more)
disk RAID array and idb backup or a RAID array with all available disks and no idb backup.

Configuring your disks:

1. The Disk Status section of the main Services Satus Snapshot screen in WebConfig has a
link telling you that disk(s) have not been configured:

2. Click on the appropriate link to configure your disks. For example, if you have three
disks, the Disk Status section will say, “Y our 3 disks are not configured. Y ou can config-
urethem all in aRAID or with disk #3 as an idb backup disk”. For aRAID configuration
you would click onthe“all inaRAID” link; if you want to enableidb backup, you would
click on “disk #3 as an idb backup disk”.

Please Note: If you select a RAID configuration, then the RAID array will begin to rebuild. This process
(which can take up to two hours) does not noticeably affect the performance of Nitix.
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Reconfiguring your disks

Y ou are able to reconfigure your disk at any time. The Disk Satus section of WebConfig's
System Satus screen displays your disk status and provides you with disk reconfiguration
options.

Converting an idb disk to RAID

Y ou can only convert an idb disk to part of a RAID array if your Nitix-powered server has
exactly two disks. If you have 3 or more disks, you cannot convert an idb disk to RAID.

IMPORTANT:Converting your idb disk to part of a RAID array means that you lose idb backup capabili-
ties. In addition, the backup information that is stored on the idb disk is permanently deleted.

1. The Disk Status section of the System Satus screen has alink telling you that you can
configure your last disk to your RAID array to improve redundancy. Click on thislink.

2. The RAID array then beginsto rebuild. This process (which can take up to two hours)
does not noticeably affect the performance of Nitix. Click on your browser’ s Refresh but-
ton to view an updated status of your RAID array:

3. When the array has finished building, the following displaysin the Disk Status section of
the screen:

Converting a RAID diskto idb

If your RAID array isworking correctly, you can convert a RAID disk to idb.

IMPORTANT:Converting your last RAID disk to idb eliminates disk redundancy (regardless of how many
disks your Nitix-powered server has).

1. The Disk Status section of the System Satus screen has alink telling you that you can
configure your last disk asidb. Click on thislink.
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2. Thefollowing displaysin the Disk Satus section of the screen:

Disk Siares:

3. Click on the Reboot link. The following screen displays:

Rebooting...

Vi Mel WS Gralon i fmehoohng
FPlease wal a few mirie s, then Cick Below [0 refum o he main schsen
Feturn |

4. When an | P address appears on your Nitix-powered server’'s display panel/console, click
on the Return button. The System Status screen displays. The Disk Status section of the
screen displays your new disk configuration:
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Disk Status Messages

Depending on your disk configuration, one or more of the following messageswill display in
the Disk Status section of WebConfig's System Status screen:

1. TheRAID array isrebuilding. Please do not add or remove any disks until this processis
finished. (% complete)
A RAID array needsto build itself the first timeit is used, and rebuild when anew disk is
added or when the power is turned off suddenly. Always click on the Shutdown button
(on the bottom of the System Status screen) before turning off your Nitix-powered server;
failure to do so means that your RAID array will need to rebuild when you turn the box
back on. Although this process does not noticeably affect the performance of Nitix, it can
take up to two hours to compl ete.

2. Your disk array isworking correctly.
This message displays after aRAID array is finished building.

3. No disks detected! Areyour drivesinserted or locked?
This message displays when your drives are not fully inserted and properly locked or
when all available drives have crashed. If your drives are not locked, insert the hard disk
key into thelock and turn it clockwise until it snaps back into the locked position. If your
disks have crashed, refer to Recovering from Disk Failure (in this chapter) for informa-
tion on how to replace failed disks.

4. The RAID array isin degraded mode. If you remove a disk, you will lose accessto
your files.
This message displays if you have only one of the available drives configured in a RAID
array. You can create a proper RAID array by configuring a second disk.
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5. Theprimary diskisin standalone mode. If you remove the disk, you will lose access to
your files.
This message displaysif have asingle disk drive, if you are not using RAID, or if your
two-disk RAID array isin degraded mode.

6. Thereisno disk available for idb backup.
This message displays when al available disks are configured in aRAID array.

7. Disk# _isbeing used for Intelligent Disk Backup (idb).
This message displays when the last disk is used for idb instead of as part of aRAID
array.

8. You can add disk# _to your RAID array to improve redundancy.
This message displays when you have at least one un-configured disk or if your last disk
isbeing used for idb. Click on the link to add the disk to the RAID array.

Please Note: This message appears in addition to messages 1-7.

9. You can configuredisk# for usein idb backups.
This message displaysif the last disk drive is un-configured. The previous message also
displays, but you can only choose one of the options.
Please Note: This message appears in addition to messages 1-7.

Recovering from Disk Failure

If one of the disksin your RAID array fails:

1. Turn off the main power.

2. Removethe hard disk and replace it with anew one as soon as possible. See Installing a
New Hard Drive (in this chapter) for more information.

3. Turn the main power switch back on.
4. Pressthe power button.
5. Connect to WebConfig:

a. Read the IP address on the display panel/console. For demonstration purposes, we
will usethe following address: 192.168.0.1

b. Enter http://192.168.0.1:8043 into aweb browser’s address bar. Press Enter
on your keyboard. WebConfig's System Status page displays.
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6. The Disk Status section of the screen presents you with two options:

« To configure the new disk as part of the existing RAID array, click on add disk# _
to your RAID array.
» To configure the new disk asidb, click on configure disk#_for useinidb
backups.
7. Depending on your choice, Nitix will configure the new disk asidb or as part of your
RAID array.

Disk Recovery (SystemER)

SystemER (Emergency Recovery), aunique Nitix feature that is not available from any other
manufacturer, isan advanced set of features and procedures that:

« alowsrapid datarecovery in case of complete hard disk failure.

» enables Nitix to run in emergency mode after a hard disk failure.

Nitix isdesigned in such away that the operating system, along with simple backup and
restore procedures, allows for quick recovery in case of system failure.

Hard Disk Failure

If your problem is ahard disk failure, you will need the following in order to restore your
Nitix-powered server:

e Last Backup —from which you can recover data from your last backup.
Please Note:All changes to system configuration, user files, and new files created by users
since the last backup are not recoverable

« New Hard Disk
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Installing a New Hard Drive

I o

Turn off the main power.

Remove the disk from the unit.

Insert anew hard disk into the drive.

Turn the main power back on.

Press the power button.

When an | P address appears on the display panel/console, insert your last idb cartridge.
Please Note: Skip this step if your idb disk is already in.

Initiate a Restore from WebConfig.
Please Note: See Chapter 16: Backup and Restore

The length of the restore process depends on the size of your hard disk and the amount of
data that has to be restored. The entire process can take up to several hours.
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What is the MySQL Server?

MySQL is an advanced database administration tool that can be used to store dynamic web
page data (for services such as on-line catalogues and stores), create accounting databases,
and create address books. MySQL is an advanced feature for usersthat are familiar with data-
bases and SQL (Structured Query Language). For more information, go to
http://www_mysqgl .com.

If the MySQL server is enabled, users on the internal network can access personal databases
and the databases of any teams that they belong to. Because WebMail uses the MySQL server
to store user preference information, the MySQL server has to be enabled for WebMail to
work properly.

Please Note: User and team databases are automatically created when user and team accounts are
set up.

What is phpMyAdmin?

phpMyAdmin is a program that is used to administer MySQL databases. phpMyAdmin
provides a user interface for MySQL, meaning that users can take advantage of MySQL data-
bases even if they are not familiar with SQL.

Users can set-up a database in phpMyAdmin and use:

» Microsoft Accessto access and manage the database. Thisis most often done for simple
databases such as address books.

OR

» PHP or Perl scriptsto access and manage the database. Thisis most often done for
dynamic web pages (which will be discussed later on in this chapter.)
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Managing Databases in phpMyAdmin
Creating Database Tables

As an example, we are going to show you how to create a simple address book in
phpMyAdmin. Later, we will show you how to manage the database in Microsoft Access.

1. Open an Internet browser on your workstation. Newer versions of Netscape or Microsoft
browsers are recommended.

2. Read the IP address on your Nitix-powered server’s display panel/console. For demon-
stration purposes, we will use the following address; 192.168.0.1

3. Enter https://192.168.0.1/mysql into the browser’s address bar. Press Enter on
your keyboard. Enter your user name and password on the screen that displays.

4. Thefollowing screen displays:

Huoene Walcome to phpMyAdmin 2.2.3
| g LI
M5S0l EFIAT iunnisg on localbest o |oboiies sl

Ryl phpEyfdmin

Lag aul () _snguage |I_r\.:|-.-'h--:-' _'J .3.:,'

LTI S P BT ]
izl papi s mm Fomepage
+ 1 piinc efi e b el v i Derwaricia el Pa g

[Ehangelag] | | |

5. Select your user name from the menu on the left-hand side of the screen. The following
screen displays:
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To create anew database table, enter the name of the table and the number of fieldsin the
Create new table... section of the screen.
Please Note: The table name cannot contain any spaces.

The following screen displays:
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8. Enter basic field information.

Field Type LengthiValues*
iz [vaRCHAR =] J20
Ernal [varcHarR & [0 |

[Frena [vaRCHAR =] [13

Please Note: VARCHAR (in the Type column) simply means that the entry contains numerous char-
acters. In the Length/Values column, specify the maximum number of characters allowed in the entry.

9. If appropriate, select one field as Primary by clicking on the check-box. This prevents
duplication in the address book (i.e. prevents two entries from having the same name,
email address, or phone number).

Please Note: All other options (such as Attributes, Null, and Default) are advanced features that you
are not required to fill in.

10. Click on the Save button. The following screen displays:

Haomno Database joho - table Address Book running on locafhost
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BAcrunt Bt | abin daddeens Beak ket bis crosmd

STR-query | [Eki|
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11. On this screen, you can insert values, edit entries, and delete entries.
» Toinsert valuesfor an entry, click on the Insert button (at the top of the screen).
Enter the appropriate information into the Value field.
» Toedit an entry, click on the Change button (in the Action section of the screen).
» Todelete an entry, click on the Drop button (in the Action section of the screen).

Editing Database Tables

1. To edit adatabase table, log-in to phpMyAdmin and select the appropriate table from the
menu on the left-hand side of the screen. The following screen displays:

Home Database john - lable Address Book running an localhost

mhn {11

& pfurmnn Back Drovwss | [ Sobeot | | Insesri | | Emipty | | Dwoge |

Flel Ty Amilbines Rall Dafaih Edna Bisisin

I Mams sechaf2n (1] Chmnge Cap Prirary indes Lregues FiyBssl
T Enaal saichai2I) Y] Chiargio Dwap Privaary el Uregos Fulltaal
T Bhme schniis ko Change Dmap Prmary indes Unigue Fules
T e ﬁ_hﬂ.lmJ i E_F\:Iﬂ

Please Note: This screen has other options not shown in this image.

2. Click on the Change button (in the Action section of the screen).

3. On the screen that displays, you can edit the following: Field, Type, Length/Values,
Attributes, Null, Default, and Extra. Change the entry as appropriate.

4. Click on the Save button.
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Deleting Database Tables

1.

2.
3.

To delete a database table, log-in to phpMyAdmin and select the appropriate table from
the menu on the | eft-hand side of the screen. The following screen displays:

Home Database john - table Address Book running on focathast
jmhn §10
L Ao Back Drowss | [ Sebeot| | lmses | | Empty | | vop | —————

[Fsale Type Aol bites Fall Dafaull Edma LTE T
[ dMama sarchar2n P Chmnge Ciap Prirary indes Lirsgue FyBsst
I Enal sirchaifn Rda Change Deap Prmecy ndia Ungos Fuliasi
I Bhoae snrha) .1} |15 Change Drap Prmary indes Ulnigues FyBes;

T ATy amtacted :-:M-"WJ (i L_lﬂﬂ

Please Note: This screen has other options not shown in this image.

Click on the Drop button (at the top of the screen).
In the window that displays, click on the OK button.

Setting up Windows for MySQL Access

Instead of using phpMyAdmin, you can use Microsoft Access to access and manage database
tables. We are till using the example of an address book.

1.

N g

Y ou first have to download MySQL ODBC (Open Database Connectivity). Go to
http://www._mysql .com/downloads/api-myodbc.html.

On the screen that displays, click on the link for the most recent stable release.

Please Note: Always download the most recent stable release. For this example, we downloaded
MyODBC 2.50.

From the Windows Downloads section of the screen that displays, click on the Download
link for Windows 95/98/Me systems.

On the screen that displays, select the nearest server to download from.

In the window that displays, select Save (to save MyODBC to your desktop).
Double-click the icon on your desktop. Extract the zip file to adirectory called myodbc.

Double-click on the myodbc folder that you created in the previous step. Double-click on
Setup.exe.
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8. The Microsoft ODBC Setup screen displays. Click on the Continue button.
9. Select MySQL from the Available ODBC Driverslist. Click on the OK button.

10. From the Windows Start menu, select Settings > Control Panel > ODBC Data Source.
The ODBC Data Source Administrator screen displays:

DAL Date Seuscr b dewresits ol o
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S0l by B ok AL _I
gl W L WL

Tosl Fisa Bcraand Tt Divwems (1l © carel

Sy DD BC U e clada rousem tiwart inderrsston abwdl b b e §6
th ke el caln prowidee 4 1lime Sala LSUTE E DR AR o
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11. Click on the Add... button. The Create New Data Source screen displays.
12. Select MySQL from thelist. Click on the Finish button. The following screen displays:
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13. On this screen, enter:
¢ aWindows DSN Name (such as MySQL Address Book)
« your Nitix-powered server’s host name or |P address
e your MySQL database name, user name, and password.

Please Note: You do not have to worry about the other fields on this screen.

14. Click OK on this screen and then on the ODBC Data Source Administrator screen.

15. Open Microsoft Access.
16. Create a database named address book. The following screen displays:
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17. Anywhere in this window, right-click your mouse. Select Link Tables.

18. In the Files of Type section of the screen that displays, select ODBC Databases. The
Select Data Source screen displays.

19. Select the Machine Data Source tab and select MySQL Address Book. The Link Tables
screen displays.

20. Select the appropriate table and click on the OK button. The following screen displays:
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21. Make sure the appropriate table is highlighted and click on the OK button. The table
opens in Microsoft Access.
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What is a Dynamic Web Ste?

Dynamic web sites, such as online stores or catal ogues, use databases to store information
and PHP or Perl script to produce the web page based on the data stored in the database. This
alows the changing information to be reflected on the site as it changes.

Please Note: Dynamic web sites require advanced knowledge of PHP or Perl script, and it is advisable
that you seek the help of a qualified programmer to create your own.

Generating Dynamic Web Stes

The following PHP script is used to render the example address book into a dynamic web
site.
1. Enter the following script into atext file and save it as addressbook.php:

<table>
<?php
mysqgl_connect("localhost”, "john", "password");
mysqgl_select_db("john");
$result = mysgl_query("SELECT * FROM AddressBook");
while ($line = mysgl_fetch_array($result))
list ($name[],$phonel]) = $line;
for ($i = 0; $i < sizeof($name); $i++)
echo "<tr><td>$name] $i] </td><td>$phone[ $i] </td></tr>\n";
>
</table>
2. Inthe Windows Network Neighborhood, copy the script in John’s WWW folder (on the
local server).

3. Open an Internet browser on your workstation. In the address bar of the browser, enter:
http://servername/~john/addressbook. php.

4. The address book opens in the browser.
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Accessing Log Messages

Nitix keeps alog that displays the messages from all of Nitix’s subsystems. To view the log
from the firewall subsystem, please refer to the Firewall Log section below.

To access thislog:

1. Select Logs/Reports from the menu on the |eft side of any WebConfig screen. The Log
Messages screen displays:

Eighlghi [riors =| Friceay |+t =] Aapk |

Please Note: Information messages display on a black background. Warning messages display on
a yellow background. Error messages display on a red background.
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Customizing Message Display

The Highlight drop-down menu allows you to highlight messages coming from a specific
Nitix subsystem (such as Disk Manager and Fast Forward), making them much easier to
see. To customize your message log display:

1.
2.

Select a subsystem from the Highlight drop-down menu.

Select an option from the Priority drop-down list.

Please Note: The Priority list customizes what kind of message is highlighted. By default, only mes-
sages that show a change in the system display. However, you can make error messages and debug
messages display.

Click on the Apply button. The appropriate messages are highlighted.

Firewall Log

For ICSA firewall compliance, Nitix logs requests to send traffic through the firewall. Please
see Chapter 21: Firewall Services for more information on Nitix’s firewall. The following
firewall information is logged:

All permitted inbound access requests from public network clients that use a service iden-
tified in the security policy hosted on the Nitix-powered server itself or on a private or
service network server;

All permitted outbound access requests from private and service network clients that use
aservice identified in the security policy on a public network server;

All access requests from private, service and public network clients to traverse the Nitix
firewall that violate the security policy;

All access requests from private, service and public network clients to send traffic to the
Nitix-powered server itself that violate the security policy;

All attempts to authenticate at an Administrative Interface on the Nitix-powered server
itself;

All access requests from private, service and public network clients to send traffic to the
Nitix-powered server itself on the port or ports used for Remote Administration;

Each Startup

The logs contain the following information:
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» Date and Time - when the event occurred with an accurate Date/Timestamp;
» Protocol - TCP, UDP, ICMP, other; Source |P Address;

» Destination |P Address;

» Destination Port (TCP and UDP) or Message Type (ICMP);

» Disposition of the event. (Blocked, allowed, etc.)

To view the firewall log, you must be a member of the Log team. The firewall log file will
then appear in team folder on Nitix. Thisteam is automatically created by Nitix.
To add a user to the Log team:

1. Select User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays:

i TEAMSETUP
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2. Click on the appropriate user’s Edit Action button. The Modify Users screen displays:
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3. Choose the Log team in the Join Teamsfield.

4. Click on the Save Changes button.
5. Access the team folder on Nitix.
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What is NFS?

NFS (Network File System) is a protocol invented by Sun Microsystems that allows clients
using UNIX and similar operating systems to mount file systems from remote servers. This
chapter is for advanced users that are familiar with UNIX and similar operating systems.

Please Note: Refer to http://en_tldp.org/HOWTO/NFS-HOWTO/ for more information on
NFS.

Installing and Configuring ugidd

If your user ID on thelocal system is different than your user ID on the Nitix server, you will
not be able to access mounted directories. To avoid this problem:

1. Install ugidd (an application that provides user name and I1D information to NFS) on your
local system.

2. Select File from the Server Setup menu on the left side of any WebConfig screen. The
File Server Setup screen displays. In the Mapping scheme for NFSfield, select ugidd.
Click on the Save Changes button.

Please Note: If you are using NIS (Network Information Server) or a similar application that provides
usernames and IDs to the network, you generally do not need ugidd.
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Mounting an NFSdirectory

Mounting an NFSdirectory

In order to mount a directory, you must have super-user privileges. Follow these steps to
mount an NFS directory:

1. If necessary, install ugidd on your workstation.

2. From ashell prompt, enter showmount -e weaver.

Please Note: This step is optional. If you already know what directories you are able to mount, pro-
ceed to step 3.

3. At the prompt, enter (for example) mount (NFSdir) (localdir).

Please Note: localdir is the path to an existing directory on the local network. NFSdir is specified as
hostname:/path/directory. For example, to mount the home directory of the user josefk under the local
directory /mnt/josefk, enter the following information:

mount weaver:/export/home/josefk /mnt/josefk

Unmounting an NFS Directory

Y ou should unmount when you are done with a mounted directory or when you are going to
logout. From a shell prompt, enter (for example) umount /mnt/josefk.
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What is rsync?

It stands for remote synchronization. rsync is a utility that provides avery fast method for
remote files to be kept in synchronization with the files on the Nitix server. It does this by
sending just the differencesin the files to the remote site, without requiring both sets of files
to be present beforehand. rsync can only be utilized with a unix type remote system.

Using rsync

The rsync server must be enabled using WebConfig. The option islocated in the LOCAL
configuration page.

From the remote unix system you need to mount your home directory as follows:. “mount -t
nfs server:/export/home/username /tmp/username”

Thiswill mount the "username” home directory from the Nitix "server" to the destination
directory of /tmp/username This has to be done asthe root user on the remote unix system.To
access the directory that was just mounted the userid (uid) has to match for the user that is
accessing the directory or they will get a permission denied error. Y ou can get the UID from
Nitix’s password (/etc/passwd) file and these should match to the uid on the local unix sys-
tem. To get around the uid problem you can enable the Mapping scheme for NFS: to be
ugidd on Nitix system and then install ugidd daemon on the remote unix system. Y ou can
then access the files as long as the user id is the same.

Once the directory has been mounted, you can synchronize the directory by issuing the fol-
lowing command on the remote unix station: “rsync -zav username@server::username/. /
tmpdir/.”

Thiswill use the rsync protocol to sync "usernames' home directory from a Nitix system
called 'server' to /tmpdir/ on the local machine using the userid 'username'.
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Using rsync
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Exchangelt! Overview

Integrated with the Nitix server operating system, Exchangelt! is a cost-effective alternative
to the webmail, scheduling, task- and contact-sharing features provided by Microsoft®
Exchange Server. Exchangelt! works seamlessly with Microsoft Outlook® to help you cre-
ate, organize and share information quickly and easily.

When you use the Microsoft Outlook mail client with Exchangelt!, several features are added
to its functionality:
» Schedule Management: Create, track, manage and share calendars.

» Meeting Invitation: Invite users to meetings; when they accept, the event appearsin
their calendar. View the free/busy times for meeting invitees and resources when sched-
uling a meeting.

» Team Tasks/Calendars/Contacts: Create, track and manage team projects with per-
sonal calendars and contact lists.

» Remote Mail: Access your email and contacts from any computer connected to the
Internet.

» Accessand Folder Permissions: Give other users permission to view, edit or change
calendar, contact list and task list information.

Please Note: For more information on how to use Outlook with Exchangelt!, please refer to the Net Inte-
gration Technologies’ Exchangelt! Usage Guide.

Exchangelt! Server Configuration

Enabling Exchangelt!

Exchangelt! server software comes fully integrated and pre-installed on Nitix operating sys-
tem versions 3.72 or higher. In order to utilize Exchangelt!, user licenses are required.
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Exchangelt! Server Configuration

Depending on the version of Nitix you have purchased, you may receive a number of free
licenses preinstalled. Additional licenses can be purchased separately. Please contact your
Net Integration Technologies representative for details.

To enable Exchangelt!:

1. Loginto Nitix's WebConfig screen.
2. Select E-mail from the Server Setup menu on the left side of any WebConfig screen.
3. The E-Mail Setup screen displays:
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4. Scroll down to “Exchangelt! Server (Requires MySQL and secure WM servers)” and
select Yes.

5. Click on Save Changes at the bottom of the screen.

Downloading Exchangelt!

1. Loginto WebConfig.
2. Select Software Update from the menu on the left side of any WebConfig screen.
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3. The Software Update screen displays, showing the software version currently running on
your Nitix-powered server and all versions available for download

4. Inthe Notices box, click on the [ Download] link in the Exchangelt! Client Access
Licenses section:.

MNUTECES

Please Note: you can also find the Download link at: http://www.net-itech.com/downloads/
exchangeit/

If the Security Information window displays, click on the Yes button.

The File Download window displays. Click on the Save button.

Browse to the location where you wish to save the Exchangelt! executable plugin.
Click on the Save button.

© N o o

Assigning Clients

Exchangelt! licenses can be allocated statically or dynamically. Dynamic licenses are
assigned and returned based upon client plugin contact with the Nitix server. If al licenses
are being used, additional clients will not be able to access any of the Groupware functional -
ity of Exchangelt!. Thisincludes sharing of calendars, contacts, tasks and notes. To allocate a
license to a user so that the user is guaranteed to maintain Exchangelt! access, it is recom-
mended that you assign the user a static license. All licenses that have not been statically
assigned return to the pool of dynamic licenses.

To see how many Exchangelt! licenses you have, and whether they are static (assigned) or
dynamic (unassigned):

1. Loginto WebConfig.

2. Select System Satus from the menu on the | eft side of the WebConfig screen.

3. Scroll down to Exchangelt! Server in the Services Satus Snapshot box.
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4. The Exchangelt! Server status button should be green. The description section will tell

you how many licenses you currently have, for example:

Exchangelt! Sexver: - 23 licenszes (1 assigned, 24 dynamic).

To assign licenses:

Please Note: Administrator account required to assign new clients.

1.
2.
3.

Log in to WebConfig.
Select User Setup from the menu on the left side of the WebConfig screen.

In the User Setup box, scroll down to the user to whom you wish to grant an Exchangelt!
license.

Click on the Edit button (circle with three dots “ ") under the Action column for that
user.

In the Modify User screen, scroll down to Allocate Exchangelt! License and select the Yes
button:
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Click on Save Changes at the bottom of the screen.
Repeat this process for every user to whom you want to grant an Exchangelt! license.
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Outlook Configuration

Please Note: In order to use Exchangelt!, you must have a user account on Nitix.

Software Requirements: Exchangelt! requires Microsoft Outlook 2000 or Microsoft Outlook 2002 run-
ning on a Windows 2000 or Windows XP platform.

Configuring Microsoft Outlook 2000

Please Note: For Microsoft Outlook 2002, see “Configuring Microsoft Outlook 2002” below.

Please Note: You need to have Microsoft's Web Publishing Wizard installed in order for the free/busy
services to work with Outlook 2000 on Windows 2000. If this has not already been installed on your com-
puter you can download the installation file from:

http://www.microsoft.com/downloads/release.asp?ReleaselD=22658
Configuring Email

If you are aready using Outlook 2000 for your email in Internet mode, select Tools >
Accounts. Click on Add > Mail. The Internet Connection Wizard screen appears. Jump to
Step five (5).

If thisisyour first time using Outlook 2000, start at step one (1).
1. Open Microsoft Outlook 2000.

Please Note: Corporate Mode Microsoft Outlook is not supported. Please go to Tools > Options > Mail
Delivery and click on Reconfigure Mail Support to reconfigure Outlook to Internet Only mode. [If you are
unsure how to accomplish this, please refer to your Office 2000 documentation].

2. The User Name screen appears.

3. Enter your Name and Initials. Click the OK button.
4. The Internet Connection Wizard screen appears.
5

Enter your Display name (thisisthe name that will appear on your outgoing email). Click
the Next button.

6. Enter your E-mail Address. Click the Next button.
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7. The next screen will ask, “My incoming e-mail server isa server.” Select IMAP
from the server drop-down list.
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Please Note: We recommend that you use an IMAP email server. However, Exchangelt! will work
with POP3 email servers, but you will lose your ability to have your mail remotely accessible.

8. Enter the name of your incoming mail server (thisisthe name of the Nitix-powered
server).

9. Enter the name of your outgoing mail server (thisisthe name of the Nitix-powered
Server).

10. Click the Next button.

11. Enter your Account name and Password (password is optional).
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Please Note: Ensure that the Log on Secure Password Authentication (SPA) is not checked.
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12. Click the Next button.

13. Select which method you want to use to connect to the Internet (local area network).
14. Click the Next button.

15. Click the Finish button.

Directory Services Setup

1. In Outlook, select Tools > Accounts.
2. Select Add > Directory Services.
3. TheInternet Connection Wizard screen appears.
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4. Enter your Internet directory (LDAP) server name (thisis the name of the Nitix-powered
server). Click Next.

5.

Dhack [-mad il ;I-.I.-

Click the Next button.
Click the Finish button.
Click the Close button.
Close Outlook.

© ® N o

Nitix User Manual — Version 3.76 266



Exchangelt!

Configuring Microsoft Outlook 2002
Please Note: For Microsoft Outlook 2000, see “Configuring Outlook 2000" above.
Configuring Email

If you are aready using Outlook 2002, select Tools > Accounts, then click on Add > Mail.
The Internet Connection Wizard screen appears. Jump to Step five (5).

If thisisyour first time using Outlook 2002, start at step one (1).

1. Open Microsoft Outlook 2002.
2. The Outlook 2002 Startup screen appears.
3. Click the Next button.
4. The Account Configuration screen appears.
5. Click the Yes button.
6. Click the Next button.
7. The Email Accounts screen appears asking you to select your email server type. Select
IMAP.
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Please Note: We recommend that you use an IMAP email server. However, Exchangelt! will work
with POP3 email servers.
8. Click Next.
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9. Enter your User Information, Server Information and Logon Information.
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Please Note: Ensure that the Log on Secure Password Authentication (SPA) is not checked.
10. Click the Next button.
11. Click the Finish button.

12. The User Name screen appears. Enter your Name and Initials. Click the OK button.
Please Note: The User Name screen only appears if it your first time using Outlook.

Directory Services Setup

1. From Outlook, select Tools > Email Accounts.

2. The Email Accounts screen appears.
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3. Under Directory, choose Add a new directory or address book.
4. Click the Next button.

5. Select Internet Directory Service (LDAP).
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6. Click the Next button.
7. Enter the Server name.
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8. Click the Next button.

9. The Add Email Account screen appears asking if it is okay to exit Outlook. Click the OK
button.

10. Click the Finish button.
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Installing Client Plugin

Please Note: You must be logged in as the Administrator to install the Exchangelt! plugin. Installing the
plugin using a user account may not install the plugin properly.

Please Note: You must configure Outlook before installing the Exchangelt! plugin.
1. Go to where you placed the Exchangelt! plugin.
2. Double-click the Exchangelt! plugin.

3. The Exchangelt! Plugin for Microsoft Outlook Setup: License Agreement window dis-
plays.
4. Click the | Agree button to accept license.

5. The Exchangelt! Plugin for Microsoft Outlook Setup: Installation Folder window dis-
plays.

6. Click the Install button to install the Exchangelt! plugin in the default destination, or
select a different folder by using the Browse button then click on the Install button.

7. Onceinstallation is complete, click the Close button.

Configure Outlook to use Exchangelt!

1. Open Outlook.
2. The Exchangelt! Login window displays:

Exchangelt! login
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3. Select the Message Store you wish to have synchronized. The default storeis “ Personal
Folders.”
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4. Enter the name of your Nitix-powered server. The default nameis calendar.
5. Enter your User name and Password.
6. Click the OK button.

To Enable Synchronization

1. From the Outlook Tools menu, select Options.
2. Click on the Exchangelt! tab.
3. Ensure that the Enable Exchangelt! periodic synchronization is checked.

4. Click on the OK button.
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Using Exchangelt!

Sharing Information with Outlook Folders

Exchangelt! enables you to share any of your Calendar, Contacts, Tasks, Notes or Journal
filesinyour Personal Folder swith other user(s). These shared folders are only open to those
who are given permission by the creator or the "owner" of thefolder. (By default, no one but
you has permission to access your Personal Folders).

If you are part of a Nitix “team account,” you can also create shared foldersin the Public
Folders. These shared folders are useful if you want to allow other team membersto see
information such as an office-wide boardroom calendar or staff contact list.

For more detailed information on sharing folders, please see the Exchangelt! Usage Guide.

To Share Information Using the Personal Folder

1.

7.

Right click on the Outlook Personal Folder you wish to share (i.e. Calendar, Tasks, Con-
tacts, Journal) in either the Outlook Shortcuts or Folder List and select Properties.

Please Note: If you wish to create a new folder to be shared, simply right click on Personal Folders
and select New folder... See the Exchangelt! Usage Guide for more details.

Click the Exchangelt! Permissions tab.
Click the Add button.
Choose a User from the drop-down list with whom you wish to share the information.

I o]

Select aPermission Level* to grant to that user from the drop-down list.

To add more than one user at atime, click on the Apply button and repeat steps 3-5. Con-
tinue to the next step.

Click the OK button.

*Permission levels are used to grant different levels of access to users viewing public folders:

Read allows users to view information.
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Read/Write allows users to view and add information.

Read/Write/Admin allows users to view and add information, modify permissions, and to create and
delete subfolders.

To Share Information Using the Public Folder

Team Access

1. Right click on ateam folder of which you are ateam member in the Outlook Public

Folder list in either the Outlook Shortcuts or Folder List and select Properties.

Please Note: If you wish to create a new folder to be shared, simply right click on the team folder of
which you are a team member in Public Folders and select New folder... See the Exchangelt! Usage
Guide for more details.

Please Note: New folders cannot be created under the Public Folders parent folder. You can only
share and create new folders under team account files, or if another user has shared his or her file
with you.

2. Click the Exchangelt! Permissions tab.
3. Click the Add button.
4. Choose a User from the drop-down list with whom you wish to share the information.
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Select a Permission Level to grant to that user from the drop-down list.

To add more than one user at atime, click on the Apply button and repeat steps 3-5. Con-
tinue to the next step.

Click the OK button.

Public Folders are automatically created for every team account on Nitix. All members of
the team have full (Read/Write/Admin) access to the folder.

To Remove or Change a User’s Permissions

1. Right click on the Outlook folder in the Outlook Shortcuts or Folder List and select Prop-

erties.

Nitix User Manual — Version 3.76 273



Exchangelt!

2. Click on the Exchangelt! Permissions tab.
3. Select the User name.
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4. Usethe Permission Level drop-down menu to change the permission, or click Remove to
remove that user’s permissions for that folder.

To View Information in Public Folders

1. Double-click on Public Foldersin the Folder List.
2. Double-click on the User name of the person whose information you wish to access.
3. Click onthe Folder you wish to access.

Please Note: Public Folders will only appear in the Folder List if you have been granted permission to
access information in the public folders. Information in Mail folders and Deleted Items cannot be shared.
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To View the Permissions for a Public or Private Folder

1.

Right click on the Outlook folder in the Outlook Shortcuts or Folder List and select Prop-
erties.

Click the Exchangelt! Permissions tab.

Here you will be able to view all users who have access to that folder and what Permis-
sion Level they have.

To Copy Information From a Public Folder to Your Private Folder

Open the folder containing the information you wish to copy.
Highlight the information you want, using the Ctrl key to select more than one item.
Right click on the highlighted items and drag the mouse over the destination in your

Folder List.

Please Note: If you have Write permissions for a Public Folder, using the left mouse button instead
of the right will move the information instead of copying it, thereby removing it from the public file.

To Copy a Public or Private Folder

1
2
3.
4
5

. Right click on the Outlook folder in the Folder List and select Copy “ folder name” .
. The Copy Folder screen will appear.

Select the destination folder from the list.

. Click the OK button.
. Thefolder will appear as a sub-folder of the destination folder.

To Move a Public Folder

1
2
3.
4
5

. Right click on the Outlook folder in the Folder List and select Move “ folder name” .
. The Move Folder window will appear.

Select the destination folder from the list.

. Click the OK button.
. Thefolder will appear as a sub-folder of the destination folder, and the original folder

will be deleted from the public folders.
Please Note: You can only move a folder if you have Read/Write access to the folder.
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Appendix A GNU Gma-al PUbl IC
License

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change
it. By contrast, the GNU General Public License isintended to guarantee your freedom to
share and change free software--to make sure the software is free for all its users. This Gen-
eral Public License applies to most of the Free Software Foundation's software and to any
other program whose authors commit to using it. (Some other Free Software Foundation soft-
wareis covered by the GNU Library General Public License instead.) Y ou can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this serviceif you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new free programs; and
that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions trandlate to certain responsibili-
tiesfor you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for afee, you must
givetherecipients all the rights that you have. Y ou must make sure that they, too, receive or
can get the source code. And you must show them these terms so they know their rights.
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We protect your rights with two steps: (1) copyright the software, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone under-
stands that there is no warranty for thisfree software. If the software is modified by someone
else and passed on, we want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of afree program will individually obtain patent licenses, in effect
making the program proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License appliesto any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License.
The "Program”, below, refersto any such program or work, and a"work based on the Pro-
gram" means either the Program or any derivative work under copyright law: that isto say, a
work containing the Program or a portion of it, either verbatim or with modifications and/or
tranglated into another language. (Hereinafter, trandation isincluded without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running the Program is not restricted, and the output
from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program'’s source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy
an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.
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Y ou may charge afee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for afee.

2. You may modify your copy or copies of the Program or any portion of it, thusforming a
work based on the Program, and copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in whole or in part contains or
is derived from the Program or any part thereof, to be licensed as a whole at no chargeto all
third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is no war-
ranty (or else, saying that you provide awarranty) and that users may redistribute the pro-
gram under these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself isinteractive but does not normally print such an announce-
ment, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as awhole. If identifiable sections of that
work are not derived from the Program, and can be reasonably considered independent and
separate works in themselves, then this License, and itsterms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as
part of awhole which isawork based on the Program, the distribution of the whole must be
on the terms of this License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent isto exercise the right to control the distribution of deriva-
tive or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program
(or with awork based on the Program) on avolume of a storage or distribution medium does
not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or awork based on it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you
also do one of the following:
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a) Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b) Accompany it with awritten offer, valid for at least three years, to give any third party, for
a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer to distribute corresponding
source code. (This alternative is alowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for awork means the preferred form of the work for making modifications
to it. For an executable work, complete source code means al the source code for all mod-
ulesit contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating sys-
tem on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from adesig-
nated place, then offering equivalent access to copy the source code from the same place
counts as distribution of the source code, even though third parties are not compelled to copy
the source along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program except as expressy pro-
vided under this License. Any attempt otherwise to copy, modify, sublicense or distribute the
Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, noth-
ing else grants you permission to modify or distribute the Program or its derivative works.
These actions are prohibited by law if you do not accept this License. Therefore, by modify-
ing or distributing the Program (or any work based on the Program), you indicate your accep-
tance of this Licenseto do so, and al itsterms and conditions for copying, distributing or
modifying the Program or works based on it.
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6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives alicense from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. Y ou may not impose any further restrictions
on the recipients exercise of the rights granted herein. Y ou are not responsible for enforcing
compliance by third partiesto this License.

7. If, as a conseguence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy simul-
taneously your obligations under this License and any other pertinent obligations, then asa
conseguence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circum-
stance, the balance of the section is intended to apply and the section as awhole is intended
to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of pro-
tecting the integrity of the free software distribution system, which isimplemented by public
license practices. Many people have made generous contributions to the wide range of soft-
ware distributed through that system in reliance on consistent application of that system; itis
up to the author/donor to decide if he or sheiswilling to distribute software through any
other system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be a consegquence of the
rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by pat-
ents or by copyrighted interfaces, the original copyright holder who places the Program
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Program specifies aversion
number of this License which appliesto it and "any later version”, you have the option of fol-
lowing the terms and conditions either of that version or of any later version published by the
Free Software Foundation. If the Program does not specify aversion number of this License,
you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribu-
tion conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserv-
ing the free status of all derivatives of our free software and of promoting the sharing and
reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICA-
BLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "ASIS' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY
AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCI-
DENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMYS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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Licensng

Appendix B

Nitix uses a number of software programs that are licensed under various open source
licenses. We would like to thank all of the contributorsto these projects, and to acknowledge
those licenses here:

Linux Kernel GNU Public License v2

apache Apache Open Source License

ash BSD Licensew/ Copyright:

Copyright (c) 1991, 1993 The Regents of the University of California. All rights
reserved.

bzip2 BSD License

busybox GNU Public Licensev2

courier-imap GNU Public Licensev2

dhcpd BSD License

FreeS/Wan GNU Public License v2

ftp BSD License

genromfs GNU Public Licensev2

getline BSD License

horde GNU Public Licensev2

imp GNU Public Licensev2

iptables GNU Public Licensev2

lilo GNU Public Licensev2

lvm parts GNU Public License v2, and others GNU Lesser Public License

mkcramfs GNU Public License v2

mysgl parts GNU Public License v2, and others GNU Lesser Public License

netatalk GNU Public Licensev2

Debian nfs- mostly GNU Public License v2

server
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NIS
openldap
perl

php4
phpmyadmin
portmap

pppd
pptp/pptpd
proftpd
raidtools
rdate
rp-pppoe
rsync

samba
telnet/telnetd

socks4

wanpipe
zlib

GNU Public License v2

GNU Public License v2

GNU Public License v1, Artistic Public License
The PHP License, version 3.0

GNU Public License v2

BSD License with acknowledgement:

This product includes software developed by the University of California, Berkeley
and its contributors.

BSD License for parts, others GNU Public License v2
GNU Public License v2

GNU Public License v2

GNU Public License v2

BSD License

GNU Public Licensev2

GNU Public License v2

GNU Public License v2

BSD License with acknowledgement:
This product includes software developed by the University of California, Berkeley
and its contributors.

BSD License with acknowledgement:
This product includes software developed by the University of California, Berkeley
and its contributors.

GNU Public License v2
zlib License

If you wish the source code to any of the above programs that have been licensed under the
GNU Public License, or the GNU Lesser Public License, or any other license that requires
source distribution please send a blank CD, along with a pre-paid return postage voucher to:

Net Integration Technologies
7300 Warden Ave, Suite 106
Markham, Ontario, CANADA
L3R 926
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Appendix C

GNU Lesser General
Public License

Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change
it. By contrast, the GNU General Public Licenses are intended to guarantee your freedom to
share and change free software--to make sure the software is free for all its users.

Thislicense, the Lesser General Public License, applies to some specially designated soft-
ware packages--typically libraries--of the Free Software Foundation and other authors who
decideto useit. You can use it too, but we suggest you first think carefully about whether
thislicense or the ordinary General Public License isthe better strategy to usein any particu-
lar case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies of
free software (and charge for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of it in new free programs;
and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these
rights or to ask you to surrender these rights. These restrictions trand ate to certain responsi-
bilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give
the recipients all the rights that we gave you. Y ou must make sure that they, too, receive or
can get the source code. If you link other code with the library, you must provide compl ete
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object filesto the recipients, so that they can relink them with the library after making
changesto thelibrary and recompiling it. And you must show them these terms so they know
their rights.

We protect your rights with atwo-step method: (1) we copyright the library, and (2) we offer
you this license, which gives you legal permission to copy, distribute and/or modify the
library.

To protect each distributor, we want to make it very clear that there is no warranty for the
freelibrary. Also, if thelibrary is modified by someone else and passed on, the recipients
should know that what they have is not the original version, so that the original author's rep-
utation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We
wish to make sure that a company cannot effectively restrict the users of afree program by
obtaining arestrictive license from a patent holder. Therefore, we insist that any patent
license obtained for a version of the library must be consistent with the full freedom of use
specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU Genera Pub-
lic License. Thislicense, the GNU Lesser General Public License, applies to certain desig-
nated libraries, and is quite different from the ordinary General Public License. We use this
license for certain librariesin order to permit linking those libraries into non-free programs.

When aprogram is linked with alibrary, whether statically or using a shared library, the
combination of the two islegally speaking a combined work, a derivative of the original
library. The ordinary General Public License therefore permits such linking only if the entire
combination fitsits criteria of freedom. The Lesser General Public License permits more lax
criteriafor linking other code with the library.

We call thislicense the "L esser" General Public License because it does Less to protect the
user's freedom than the ordinary General Public License. It also provides other free software
developers Less of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many libraries. However, the
Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible
use of acertain library, so that it becomes a de-facto standard. To achieve this, non-free pro-
grams must be allowed to use the library. A more frequent caseis that afree library does the
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same job as widely used non-freelibraries. In this case, there islittle to gain by limiting the
freelibrary to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater
number of peopleto use alarge body of free software. For example, permission to use the
GNU C Library in non-free programs enables many more peopl e to use the whole GNU oper-
ating system, as well asits variant, the GNU/Linux operating system.

Although the Lesser General Public Licenseis Less protective of the users' freedom, it does
ensure that the user of a program that is linked with the Library has the freedom and the
wherewithal to run that program using amodified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a"work based on the library" and a"work that uses the
library". The former contains code derived from the library, whereas the latter must be com-
bined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. ThisLicense Agreement appliesto any software library or other program which containsa
notice placed by the copyright holder or other authorized party saying it may be distributed
under the terms of this Lesser General Public License (also called "this License"). Each lic-
enseeis addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conve-
niently linked with application programs (which use some of those functions and data) to
form executables.

The"Library", below, refersto any such software library or work which has been distributed
under these terms. A "work based on the Library" means either the Library or any derivative
work under copyright law: that isto say, awork containing the Library or a portion of it,
either verbatim or with modifications and/or translated straightforwardly into another lan-
guage. (Hereinafter, trandation is included without limitation in the term "modification".)

"Source code" for awork means the preferred form of the work for making modifications to
it. For alibrary, complete source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to control compilation and
installation of the library.
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Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running a program using the Library is not restricted,
and output from such a program is covered only if its contents constitute awork based on the
Library (independent of the use of the Library in atool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on
each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and distribute a copy of
this License along with the Library.

Y ou may charge afeefor the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for afee.

2. 'Y ou may modify your copy or copies of the Library or any portion of it, thus forming a
work based on the Library, and copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change.

¢) You must cause the whole of the work to be licensed at no chargeto all third parties under
the terms of this License.

d) If afacility in the modified Library refersto afunction or atable of datato be supplied by
an application program that uses the facility, other than as an argument passed when the
facility isinvoked, then you must make a good faith effort to ensure that, in the event an
application does not supply such function or table, the facility still operates, and performs
whatever part of its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the applica-
tion does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as awhole. If identifiable sections of that
work are not derived from the Library, and can be reasonably considered independent and
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separate works in themselves, then this License, and itsterms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as
part of awholewhichisawork based on the Library, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole,
and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent isto exercise the right to control the distribution of deriva-
tive or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or
with awork based on the Library) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU Genera Public License instead of
this Licenseto agiven copy of the Library. To do this, you must alter all the noticesthat refer
to this License, so that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If anewer version than version 2 of the ordinary GNU General
Public License has appeared, then you can specify that version instead if you wish.) Do not
make any other change in these notices.

Once this change is made in agiven copy, it isirreversible for that copy, so the ordinary
GNU Genera Public License appliesto al subsequent copies and derivative works made
from that copy.

This option is useful when you wish to copy part of the code of the Library into a program
that isnot alibrary.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2)
in object code or executable form under the terms of Sections 1 and 2 above provided that
you accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily used
for software interchange.

If distribution of object code is made by offering accessto copy from adesignated place, then
offering equivalent access to copy the source code from the same place satisfies the require-
ment to distribute the source code, even though third parties are not compelled to copy the
source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to
work with the Library by being compiled or linked with it, is called a"work that uses the
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Library". Such awork, inisolation, is not aderivative work of the Library, and thereforefalls
outside the scope of this License.

However, linking a"work that usesthe Library" with the Library creates an executablethat is
aderivative of the Library (because it contains portions of the Library), rather than a"work
that uses the library". The executable is therefore covered by this License. Section 6 states
terms for distribution of such executables.

When a"work that uses the Library" uses material from aheader file that is part of the
Library, the object code for the work may be a derivative work of the Library even though
the source code is not. Whether thisistrueis especially significant if the work can be linked
without the Library, or if the work isitself alibrary. The threshold for thisto be true is not
precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors,
and small macros and small inline functions (ten lines or less in length), then the use of the
object fileis unrestricted, regardless of whether it islegally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for
the work under the terms of Section 6. Any executables containing that work also fall under
Section 6, whether or not they are linked directly with the Library itself.

6. Asan exception to the Sections above, you may also combine or link a"work that uses the
Library" with the Library to produce awork containing portions of the Library, and distribute
that work under terms of your choice, provided that the terms permit modification of the

work for the customer's own use and reverse engineering for debugging such modifications.

Y ou must give prominent notice with each copy of the work that the Library isused in it and
that the Library and its use are covered by this License. Y ou must supply acopy of this
License. If the work during execution displays copyright notices, you must include the copy-
right notice for the Library among them, as well as areference directing the user to the copy
of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for
the Library including whatever changes were used in the work (which must be distributed
under Sections 1 and 2 above); and, if the work is an executable linked with the Library, with
the complete machine-readable "work that uses the Library", as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified execut-
able containing the modified Library. (It isunderstood that the user who changes the contents

Nitix User Manual — Version 3.76 290



of definitionsfilesin the Library will not necessarily be able to recompile the application to
use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mecha-
nism is one that (1) uses at run time a copy of the library already present on the user's com-
puter system, rather than copying library functions into the executable, and (2) will operate
properly with amodified version of the library, if the user installs one, as long as the modi-
fied version is interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place,
offer equivalent access to copy the above specified materials from the same place.

€) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any
data and utility programs needed for reproducing the executable from it. However, as a spe-
cial exception, the materials to be distributed need not include anything that is normally dis-
tributed (in either source or binary form) with the major components (compiler, kernel, and
so on) of the operating system on which the executable runs, unless that component itself
accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means
you cannot use both them and the Library together in an executable that you distribute.

7. You may place library facilities that are awork based on the Library side-by-sidein asin-
glelibrary together with other library facilities not covered by this License, and distribute
such acombined library, provided that the separate distribution of the work based on the
Library and of the other library facilitiesis otherwise permitted, and provided that you do
these two things:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.
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b) Give prominent notice with the combined library of the fact that part of it is awork based
on the Library, and explaining where to find the accompanying uncombined form of the
same work.

8. Y ou may not copy, modify, sublicense, link with, or distribute the Library except as
expressly provided under this License. Any attempt otherwise to copy, modify, sublicense,
link with, or distribute the Library isvoid, and will automatically terminate your rights under
this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compli-
ance.

9. You are not required to accept this License, since you have not signed it. However, noth-
ing else grants you permission to modify or distribute the Library or its derivative works.
These actions are prohibited by law if you do not accept this License. Therefore, by modify-
ing or distributing the Library (or any work based on the Library), you indicate your accep-
tance of this Licenseto do so, and al itsterms and conditions for copying, distributing or
modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives alicense from the original licensor to copy, distribute, link with or
modify the Library subject to these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein. Y ou are not responsible
for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so asto satisfy simul-
taneously your obligations under this License and any other pertinent obligations, then asa
consequence you may not distribute the Library at al. For example, if apatent license would
not permit royalty-free redistribution of the Library by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would
be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circum-
stance, the balance of the section isintended to apply, and the section as awholeis intended
to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of pro-
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tecting the integrity of the free software distribution system which is implemented by public
license practices. Many people have made generous contributions to the wide range of soft-
ware distributed through that system in reliance on consistent application of that system; itis
up to the author/donor to decideif he or sheiswilling to distribute software through any
other system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be a consegquence of the
rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by pat-
ents or by copyrighted interfaces, the original copyright holder who places the Library under
this License may add an explicit geographical distribution limitation excluding those coun-
tries, so that distribution is permitted only in or among countries not thus excluded. In such
case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser
General Public License from time to time. Such new versionswill be similar in spirit to the
present version, but may differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the Library specifies aversion
number of this License which appliesto it and "any later version”, you have the option of fol-
lowing the terms and conditions either of that version or of any later version published by the
Free Software Foundation. If the Library does not specify alicense version number, you may
choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For soft-
ware which is copyrighted by the Free Software Foundation, write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two
goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY ISLICENSED FREE OF CHARGE, THERE ISNO WAR-
RANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE LIBRARY "ASIS' WITHOUT WAR-
RANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND
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PERFORMANCE OF THE LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR
OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCI-
DENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH
ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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Appendix D

The“ Artigtic Licensg’

Preamble

Theintent of this document is to state the conditions under which a Package may be copied,
such that the Copyright Holder maintains some semblance of artistic control over the devel-
opment of the package, while giving the users of the package the right to use and distribute
the Package in amore-or-less customary fashion, plus the right to make reasonable modifica-
tions.

Definitions:

"Package" refersto the collection of files distributed by the Copyright Holder, and deriva-
tives of that collection of files created through textual modification.

"Standard Version" refersto such aPackage if it has not been modified, or has been modified
in accordance with the wishes of the Copyright Holder as specified below.

"Copyright Holder" iswhoever is named in the copyright or copyrights for the package.
"You" isyou, if you're thinking about copying or distributingthis Package.

"Reasonable copying fee" is whatever you can justify on the basis of media cost, duplication
charges, time of people involved, and so on. (Y ou will not be required to justify it to the
Copyright Holder, but only to the computing community at large as a market that must bear
thefee.)

"Freely Available" meansthat no fee is charged for the item itself, though there may be fees
involved in handling the item. It also means that recipients of the item may redistribute it
under the same conditions they received it.

1. Y ou may make and give away verbatim copies of the source form of the Standard Version
of this Package without restriction, provided that you duplicate al of the original copyright
notices and associated disclaimers.
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2. You may apply bug fixes, portability fixes and other modifications derived from the Pub-
lic Domain or from the Copyright Holder. A Package modified in such away shall still be
considered the Standard Version.

3. You may otherwise modify your copy of this Packagein any way, provided that you insert
aprominent notice in each changed file stating how and when you changed that file, and pro-
vided that you do at least ONE of the following:

a) place your modificationsin the Public Domain or otherwise make them Freely Available,
such as by posting said modifications to Usenet or an equivalent medium, or placing the
maodifications on a major archive site such as uunet.uu.net, or by allowing the Copyright
Holder to include your modifications in the Standard Version of the Package.

b) use the modified Package only within your corporation or organization.

¢) rename any non-standard executables so the names do not conflict with standard executa-
bles, which must also be provided, and provide a separate manual page for each non-standard
executable that clearly documents how it differs from the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

4. You may distribute the programs of this Package in object code or executable form, pro-
vided that you do at |east ONE of the following:

a) distribute a Standard Version of the executables and library files, together with instruc-
tions (in the manual page or equivalent) on where to get the Standard Version.

b) accompany the distribution with the machine-readable source of the Package with your
modifications.

¢) give non-standard executables non-standard names, and clearly document the differences
in manual pages (or equivalent), together with instructions on where to get the Standard Ver-
sion.

d) make other distribution arrangements with the Copyright Holder.

5. You may charge a reasonable copying fee for any distribution of this Package. Y ou may
charge any fee you choose for support of this Package. Y ou may not charge afeefor this
Packageitself. However, you may distribute this Package in aggregate with other (possibly
commercial) programs as part of alarger (possibly commercial) software distribution pro-

Nitix User Manual — Version 3.76 296



vided that you do not advertise this Package as a product of your own. Y ou may embed this
Package's interpreter within an executable of yours (by linking); this shall be construed as a

mere form of aggregation, provided that the complete Standard Version of the interpreter is

so embedded.

6. The scripts and library files supplied asinput to or produced as output from the programs
of this Package do not automatically fall under the copyright of this Package, but belong to
whoever generated them, and may be sold commercially, and may be aggregated with this
Package. If such scriptsor library files are aggregated with this Package via the so-called
"undump” or "unexec" methods of producing abinary executable image, then distribution of
such an image shall neither be construed as a distribution of this Package nor shall it fall
under the restrictions of Paragraphs 3 and 4, provided that you do not represent such an exe-
cutable image as a Standard Version of this Package.

7. C subroutines (or comparably compiled subroutines in other languages) supplied by you
and linked into this Package in order to emulate subroutines and variables of the language
defined by this Package shall not be considered part of this Package, but are the equivalent of
input as in Paragraph 6, provided these subroutines do not change the language in any way
that would cause it to fail the regression tests for the language.

8. Aggregation of this Package with acommercia distribution is always permitted provided
that the use of this Package is embedded; that is, when no overt attempt is made to make this
Package'sinterfaces visible to the end user of the commercial distribution. Such use shall not
be construed as a distribution of this Package.

9. The name of the Copyright Holder may not be used to endorse or promote products
derived from this software without specific prior written permission.

10. THISPACKAGE ISPROVIDED "ASIS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PUR-
POSE.
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Appendix E

Zlib License

Copyright (C) 1995-2002 Jean-loup Gailly and Mark Adler

This software is provided 'as-is, without any express or implied warranty. In no event will
the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly
jloup@gzip.org

Mark Adler
madler @al umni.caltech.edu

The dataformat used by the zlib library is described by RFCs (Request for Comments) 1950
to 1952 in the files ftp://ds.internic.net/rfc/rfc1950.txt (zlib format), rfc1951.txt (deflate for-
mat) and rfc1952.txt (gzip format).
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Appendix F ApaChe PUbl IC le

Copyright (c) 1995-1999 The Apache Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permit-
ted provided that the following condition are met:

1. Redistributions of source code must retain the above copyright notice, thislist of condi-
tions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the fol-
lowing acknowledgment:

"This product includes software developed by the Apache Group for use in the Apache
HTTP server project (http://www.apache.org/)."

4. The names "Apache Server" and "Apache Group" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact apache@apache.org.

5. Products derived from this software may not be called "Apache" nor may "Apache" appear
in their names without prior written permission of the Apache Group.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the Apache Group for use in the Apache
HTTP server project (http://www.apache.org/)."

THIS SOFTWARE IS PROVIDED BY THE APACHE GROUP "ASIS' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
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GROUP OR ITSCONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the
Apache Group and was originally based on public domain software written at the National
Center for Supercomputing Applications, University of Illinois, Urbana-Champaign. For
more information on the Apache Group and the Apache HTTP server project, please see
<http://www.apache.org/>.
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Appendix G

The PHP Licensg,
versaon 3.0

Copyright (c) 1999 - 2002 The PHP Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, is permitted
provided that the following conditions are met:

1.

Redistributions of source code must retain the above copyright notice, thislist of condi-
tions and the following disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

The name "PHP" must not be used to endorse or promote products derived from this soft-
ware without prior written permission. For written permission, please contact
group@php.net.

Products derived from this software may not be called "PHP", nor may "PHP" appear in

their name, without prior written permission from group@php.net. Y ou may indicate that
your software works in conjunction with PHP by saying "Foo for PHP" instead of calling
it "PHP Foo" or "phpfoo”

The PHP Group may publish revised and/or new versions of the license from time to
time. Each version will be given a distinguishing version number.

Once covered code has been published under a particular version of the license, you may
always continue to use it under the terms of that version. Y ou may also chooseto use
such covered code under the terms of any subsequent version of the license published by
the PHP Group. No one other than the PHP Group has the right to modify the terms appli-
cable to covered code created under this License.

Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes PHP, freely available from <http://www.php.net/>".

THIS SOFTWARE ISPROVIDED BY THE PHP DEVELOPMENT TEAM TASIS' AND

ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PHPDE-
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VELOPMENT TEAM OR ITSCONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDI-
RECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESSINTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHER-
WISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the
PHP Group.

The PHP Group can be contacted via Email at group@php.net.

For more information on the PHP Group and the PHP project, please see <http://
www.php.net>.

This product includes the Zend Engine, freely available at <http://www.zend.com>.
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Appendix B License

Copyright (c) 1989, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permit-
ted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of condi-
tions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE ISPROVIDED BY THE REGENTS AND CONTRIBUTORS “ASIS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS
OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIA-
BILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSI-
BILITY OF SUCH DAMAGE.
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Glossary

ADSL

Bandwidth

Bit

Cable Modem

Cache

Certificate
Authority

Client

Data Encryption

Asymmetric Digital Subscriber Line

ADSL uses standard phone lines to deliver high-speed data communications. ADSL uses the por-
tion of aphone line’' s bandwidth not utilized by voice, alowing for simultaneous voice and data
transmission.

This term describes information-carrying capacity of telephone or network wiring. Bandwidth is
usually measured in bits per second.

Binary Digit
The smallest unit of computerized data. A bit is represented as either 1 or 0.

Cable modems provide Internet access over cable TV networks (which use fiber-optic or coaxial
cables). They are generaly much faster than modems that use phone lines.

A copy of aprogram or datathat is used for faster access.
See also Web Cache.

An issuer of Security Certificates used in SSL connections.
Seedso SSL.

A computer system or process that requests a service from another computer system or process.

Encrypting datais accomplished by applying a scrambling code that makes the data unreadable to
anyone who does not have a decryption key. Authorized personnel with accessto this key can
unscrambl e it.

Data encryption is a useful tool against malicious users.
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DHCP

DNS

DDNS

DNS Server

DSL

Ethernet

EtherTalk

FastForward

Firewall

FTP

Dynamic Host Configuration Protocol

Thisis an industry-standard protocol that assigns IP information to computers.

Domain Name System

A set of guidelines and rules that allows you to navigate the Internet using domain names instead
of |P addresses.

Dynamic Domain Name System

A system that automatically updates DNS information when anew |P address is assigned to a
network.

A computer or server that matches an |P addresses to a domain name. Some | SPs provide a spe-
cific DNS address.

Digital Subscriber Line

A LAN that connects devices like computers, printers, and terminals. Ethernet transmits data
over twisted-pair or coaxial cablesat 10 or 100 Mbps.

Networking protocol used by Apple equipment connected directly to Ethernet.

The ability to create a passage (or open a port) through your firewall to a service or a server host-
ing aservice.

See also Port Number.

A device that provides secure Internet access and protects internal networks from intruders.

File Transfer Protocol

An Internet based protocol used to copy files between computers (usually aclient and a server)
using Unix-based command parameters. Y ou can download shareware or freeware applications
that remove all the complexities of Unix and alow you to connect to FTP sites using a web
browser.
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Gateway

HTML

HTTP

Hub

Internet Gateway

IMAP

IMAP Server

IP Address

IP Address
(Dynamic)

A computer or server that is connected to multiple networks and is capable of routing or deliver-
ing packets between them.

Hypertext Markup Language

A set of tags and instructions used to create web pages. HTML tags create page layouts, format
text, insert graphics and multimedia, and more.

Hypertext Transfer Protocol
A protocol that makes hypertext information such as web pages available over the Internet.

A apiece of hardware that connects computerstogether inaLAN, alowing information to travel
between them.

A gateway for accessing the Internet, which isloosely defined as points of entrance to and exit
from a communications network. A gateway is the node that transl ates between two otherwise
incompatible networks or network segments. Gateways perform code and protocol conversion to
facilitate traffic between data highways of differing architecture.

A gateway can be thought of as a function within a system that enables communications with the
outside world.

Internet M essage Access Protocol

A popular protocol that allows a client to access email without downloading it to alocal com-
puter. Used mainly to read email from aremote location.

A server that uses IMAP to provide access to multiple server-side folders.

Internet Protocol Address

The numeric address used to identify and locate a server, computer, or website on the Internet.

A temporary |P addressthat is assigned to acomputer by a DHCP server each time it goes online.
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IP Address
(Static)

I Psec

Java

JavaScript

kbps

LDAP

A permanent | P addressthat is assigned to a computer in a TCP/IP network. Network devicesthat
serve multiple users (such as servers, routers, and printers) are usually assigned static |P
addresses.

Internet Protocol Secure

A type of secure connection between computers at different locations, creating Virtual Private
Networks.

See adso VPN (Virtua Private Network).

Integrated Services Digital Networking

A digital-communication networking system used for high-speed communication with the Inter-
net. ISDN is available through most telephone companies.

Internet Service Provider

An organization that maintains a server directly connected to the Internet. Users who are not
directly connected to the Internet typically connect through an ISP.

Designed by Sun Microsystems, Javais a programming language for adding animation and other
action to web sites. In order to view web sites created with Java, your browser has to have Java
enabled.

Designed by Sun Microsystems and Netscape as an easy-to-use supplement to Java, JavaScript
code can be added to standard HTML pages to create interactive documents. Most modern
browsers support JavaScript.

Kilobits per Second (thousands of bits per second)

Thisisameasure of bandwidth (the amount of datathat can flow in agiven time) on a datatrans-
mission medium.

Lightweight Directory Access Protocol
The LDAP server provides a directory of users names and email addresses.
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LAN

Mbps

M X Record

NetBIOS

NAT

NFS

NIC

Packet

Packet Filter

Local Area Network

A LAN links together computers that are in the same building. 10BaseT Ethernet is the most
common LAN.

See al'so Hub.

Megabits per Second (millions of bits per second)

Thisisameasure of bandwidth (the amount of datathat can flow in agiven time) on a datatrans-
mission medium.

Mail Exchange Record
A DNS resource record type that indicates which host can handle mail for a particular domain.

Network Basic Input Output System.
A protocol for networking on IBM PC and compatible systems.

Network Address Trandlation

NAT alowsone publicly visible IP address to refer to many |P addresses internally on aLAN,
making it look like all traffic was generated by a single external |P address.

Network File System

A protocol developed by Sun Microsystems which allows a computer to access files over a net-
work asif they were onitslocal drive.

Network Interface Card
An adapter card that physically connects a computer to a network cable.

A unit of data transmitted over anetwork. Large chunks of information are broken up into pack-
ets before they are sent across the Internet.

A filter that blocks traffic based on a specific | P address or type of application (email, FTP, web,
etc.), which is specified by port number.
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Peer -to-Peer
Networ k

PhpMyAdmin

PING

POP3

Port Number

PPP

PPPOE

PPTP

Protocol

A network where there is no dedicated server. Computers with access privileges can share files
and peripherals with all other computers on the network.

PHP MySQL Administration
A program used to administer MySQL databases, and provides a user interface.

Packet InterNet Groper

A program used to determine if aserver isfunctional. It sends small packetsto the server, which
replies with similar packets.

Post Office Protocol 3

A popular protocol used most often by ISPs for receiving email messages. POP3 servers allow
access to asingle Inbox (as opposed to IMAP servers, which provide access to multiple server-
side folders.

A number assigned to an application program running on a computer in a TCP/IP-based network
such asthe Internet. The number is used to link the incoming data to the correct service. Thereare
severa standard port numbers. For example, port 80 is used for web traffic.

Point-to-Point Protocol

A method of transmitting protocols (such as|P) over aserial link. PPPismost often used in dial-
up modem connections from a home computer to an I1SP.

Point-to-Point Protocol over Ethernet

PPPOE is often used to connect DSL providers. Becauseit is based on two common standards
(PPP and Ethernet), it is easy to integrate into existing networks.

Paint-to-Point Tunneling Protocol
PPTP ensures secure communications over Virtual Private Networks that use public phone lines.

A set of rules that govern network exchanges.
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Proxy Server

RBL

Router

Routing

Routing Table

RSA

Security
Certificate

Server

SNMP

A server that acts as a barrier between an internal network and the Internet. Proxy servers can
work with firewalls, which help keep outside users from gaining access to confidential informa-
tion. A proxy server also alows the caching of web pages for quicker retrieval.

Realtime Blackhole List

A ‘spam’ blocker that has different levels of spam protection (such as Srong or Medium).

A device that handles the connection between two or more networks.

The act of directing packets between networks.

A list of destinations known to the router (server) that allows user traffic to get to and fromits
destinations.

Rivest Shamir Adleman

An Internet encryption and authentication system that uses an algorithm developed by Rivest,
Shamir, and Adleman.

Information used by the SSL protocol to establish a secure connection. Contains information
about who a certificate belongs to, who issued it, its unique serial number, itsvalid dates, and its
encrypted ‘fingerprint’ that is used to verify the contents of the certificate.

Seeadso SSL.

A computer or software package that provides specific servicesto aclient. Theterm can refer to
aparticular piece of software (such as aweb server) or to the machine on which the software is
running.

A single server can run several different server software packages.

Simple Network Management Protocol

A protocol used to collect statistical information from a host about parameters such as central
processing unit (CPU) utilization.
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SMTP

SQL

SSL

Subnet

TCP/IP

Telnet

ubpP

URL

Simple Mail Transfer Protocol

A protocol used for transferring or sending email messages between servers. Another protocol
(such as POP3) is used to retrieve the messages.

Structured Query Language
A language used to create advanced databases.

Secure Sockets Layer

A protocol that allows encrypted, authenticated communications to travel across the Internet.
SSL is used mostly in communications between web browsers and web servers. URL s that begin
with "https' indicate that an SSL connection is being used. Each side of an SSL connection must
send avalid Security Certificate to the other. Each side then encrypts what it sends using both
certificates, thereby ensuring that only the intended recipient can de-crypt it, that the other side
can be sure of the data’ s origin, and that the message has not been tampered with.

A portion of anetwork (which may be a physically independent network segment) that shares a
network address with other portions of a network. A subnet is distinguished by its own subnet
number.

Transmission Control Protocol/Internet Protocol
A popular suite of protocolsthat allow computers to communicate on the Internet.

An application that lets you access resources on aUnix or Linux computer. In order to use Telnet,
you need to be familiar with Unix-based programs.

User Datagram Protocol
A protocol used throughout the Internet for services such as DNS.

Uniform Resource L ocator

The standard method to give an address of any resource on the Internet. A URL looks like this:
http://www.net-itech.com.
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VPN Virtual Private Network

VPNSs allow communication between users in different offices. To prevent people on
the Internet from intercepting transmissions, all information that passes through aVPN
is protected with 128-bit encryption, the strongest encryption technology available.

WAN Wide Area Network
A network that connects different LANS using routers.

Web Browser Aninterface that lets you view material on the Internet. The most popular web browsers are from
Microsoft and Netscape.

Web Cache An areaon your hard disk that is reserved for storing images, text, and other files that have been
viewed on the Internet.

WebConfig Nitix has a web-based configuration system. To connect to WebConfig, enter
http://hostname:8043 in the address bar of aweb browser. For example, if your Nitix-
powered server’s host name is thunder, enter http://thunder : 8043 in the address bar.

See Chapter 3: Connecting to WebConfig for more information.

WebMail Server A system that allows users to access their email account using any standard web browser.
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	Chapter 1 First-time Nitix Setup - Net Integrator
	Net Integrator Components
	1. Net Integrator Server (1)
	2. Net Integrator User Manual CD (1) and Quick Start Guide (1)
	3. Power cord and external supply cord
	4. Category 5 Ethernet cables (3)
	1. Net Integrator Server (1)
	2. Net Integrator User Manual CD (1) and Quick Start Guide (1)
	3. Hard disk keys (2) and Face Plate Keys (2)
	4. Power supply cord (1)
	5. Category 5 Ethernet cables (3)

	Meet Your Net Integrator
	Mark I and Mark II
	1. System Failure LED - lights up when there is a failure on the system.
	2. Ethernet 0 Activity LED - indicates activity on the Ethernet 0 interface.
	3. Ethernet 1 Activity LED - indicates activity on the Ethernet 1 interface.
	4. Ethernet 2 Activity LED - indicates activity on the Ethernet 2 interface.
	5. Boot Activity LED - lights up while the software is booting.
	6. Power LED - lights up when power is on.
	7. Power button - used to turn the box on and off.
	8. Removable hard disk trays - houses the hard disk(s).
	9. Hard disk key lock - locks the face plate preventing physical access.
	10. Control panel - contains the display panel and all control buttons.
	11. Display panel - displays the status of the Net Integrator.
	12. Direction arrows - used to execute commands from the control panel.
	13. Enter and Cancel buttons - used to execute commands from the control panel.
	14. Backup and Restore buttons - used to initiate backup and restore procedures.
	1. Power socket - where the power cord is connected.
	2. Serial port - for an external dial-up modem.
	3. Extra ports - reserved for future use.
	4. Ethernet Port 0 - used to connect to the local area network (LAN).
	5. Ethernet Port 1 - used to connect to a LAN segment or to the Internet.
	6. Ethernet Port 2 - used to connect to a LAN segment or to the Internet.
	7. Power supply fan - provides cooling for internal components.
	8. Primary cooling fan - provides additional cooling for internal components.
	9. Parallel printer port - used for a shared printer.

	Mark IIIR
	1. Power button - used to turn the box on and off.
	2. Power LED - lights up when unit is powered.
	3. Removable SCSI drive trays - houses the hard disk(s).
	4. Face plate key lock - locks the face plate preventing physical access.
	5. Control panel - contains the display panel and all control buttons.
	6. Display panel - displays the status of the Net Integrator.
	7. Direction arrows - used to execute commands from the control panel.
	8. Enter and Cancel buttons - used to execute commands from the control panel.
	9. Backup and Restore buttons - used to initiate backup and restore procedures.
	10. Reset Button - used to reset the system (normally disabled).
	11. Ethernet 0 Activity - indicates activity on the Ethernet 0 interface.
	12. Ethernet 1 Activity - indicates activity on the Ethernet 1 interface.
	13. Ethernet 2 Activity - indicates activity on the Ethernet 2 interface.
	14. Over-temperature indicator - lights up if the internal temperature is too high.
	15. Fan failure indicator - lights up if the front internal fans fail.
	16. Buzzer off - turns off audible alarm from over-temperature or fan failure.
	1. Power socket - where the power cord is connected.
	2. Serial port - for an external dial-up modem.
	3. Extra ports - reserved for future use.
	4. Ethernet Port 0 - used to connect to the local area network (LAN).
	5. Ethernet Port 1 - used to connect to a LAN segment or to the Internet.
	6. Ethernet Port 2 - used to connect to a LAN segment or to the Internet.
	7. Power supply fan - provides cooling for internal components.
	8. Parallel printer port - used for a shared printer.

	Micro
	1. USB Port - reserved for future use.
	2. Ethernet LED - indicates Ethernet activity.
	3. Hard Drive LED - indicates hard drive activity.
	4. Power LED - lights up when power is on.
	5. Power Button - used to turn the box on and off.
	1. Power socket - where the PC power from the power supply is connected.
	2. PS/2 keyboard connector - used to connect a keyboard.
	3. LAN 2 - used to connect to a LAN segment or to the Internet.
	4. Serial port - used to connect an external modem.
	5. Parallel port - used to connect a printer
	6. VGA connector - used to connect a monitor.
	7. LAN 1 - used to connect to the local area network (LAN).
	8. LAN 3 - used to connect to a LAN segment or to the Internet.


	Connecting the Power
	1. Ensure that the Net Integrator has adequate ventilation. Place the back of the unit at least one to two feet (12"-24") away from the wall. Make sure the front of the unit is easily accessible.
	2. Connect one end of the power cord into the power socket on the back of the Net Integrator:
	3. Connect the other end of the cord into a standard power outlet.
	4. Turn on the main power switch.
	5. Press the power button.

	Ethernet Connections
	What is Ethernet?

	Connecting Ethernet Port 0
	1. Connect one end of an Ethernet cable into Ethernet Port 0 on your Mark I, Mark II or Mark IIIR, or LAN 1 on your Micro. (located on the back of your Net Integrator).
	2. Connect the other end of the cable into your LAN hub or switch.

	Connecting Ethernet Ports 1 and 2
	Connecting an External Dial-up Modem
	1. Connect the cable included with your own external dial-up modem to the Serial port on the back of your Net Integrator.
	2. Connect one end of the standard telephone cable to the external modem, and connect the other end to your telephone wall jack.

	Power-up Sequence - Mark I, Mark II and Mark IIIR
	1. Press the Power button (located on the front of your Net Integrator).
	2. Net Integrator needs a few moments to start up. During the start-up you will observe the following sequence of events:
	a. The hard drive and fans start up.
	b. Net Integrator beeps several times.
	c. The LCD panel will become active. On the Mark I and Mark II, the Boot Activity LED will blink as the software loads.
	d. Let your Net Integrator sit undisturbed while it discovers its surroundings and auto- configures its network parameters. Messages indicating what kind of network discov ery is being performed appear on the display panel. After approximatel...
	e. When the start-up sequence is over, the display panel shows the status of various Net Integrator systems. The first line on the display panel shows Net Integrator's IP address; the second line cycles messages displaying the current date, t...


	Manually Setting the IP Address - Mark I, Mark II and Mark IIIR
	1. Press the Enter button on control panel. The following menu displays:
	2. [Net] is already selected. Press the Enter button. The following menu displays:
	3. [IPAddr] is already selected. Press the Enter button. The current IP address (192.168.0.1, for example) displays. If Net Integrator was unable to select an IP address, 0.0.0.0 displays.
	4. Use the Left and Right direction arrows to move the cursor from digit to digit. Use the Up and Down direction arrows to increase or decrease a digit’s value.
	5. Press the Enter button. The new IP address is saved.
	6. Navigate to Netmask using the direction arrows. Press Enter. The default Netmask dis plays.
	7. Use the Left and Right direction arrows to move the cursor from digit to digit. Use the Up and Down direction arrows to increase or decrease a digit’s value.
	8. Press the Enter button. The new Netmask is saved.
	9. You may also turn on or off the DHCP server (which automatically assigns IP addresses to the workstations connected to your local network). Unless you have some other server providing DHCP services, it is recommended that you turn DHCP on....
	10. Navigate to On using the direction arrows. Press Enter. The DHCP server is now on.
	11. Press the Cancel button twice to return back to the standard status display.


	Chapter 2 First-time Nitix Setup - Third-Party Hardware
	Minimum Server Requirements
	Before You Begin
	1. Connect the monitor cable to the VGA based Video Card output on the server.
	2. Connect the keyboard to the keyboard input on the server.
	3. Plug in the power cords for the server and monitor.


	Configuring Your System
	1. Connect the power cord and turn on the main power.
	2. Connect your LAN connection to the Ethernet port 0 on the server. Connect the other end of the cable into your LAN hub or switch.
	3. Connect a monitor and keyboard to the appropriate connectors on the server.
	4. Turn on the power button.
	5. When the system boots, the Nitix boot screen will display: To load Nitix, select option #1 Launch Nitix by typing 1 then pressing <Enter>.
	6. When the Nitix operating system has finished loading, the following prompt will appear on your monitor: Press ENTER for a shell...
	7. Press <Enter>. A Configuration screen similar to the following will appear:
	8. Take note of the display at the top right of your screen. This displays various information about the server.
	9. Take note of the IP address shown. This is the LAN IP address of the server.
	10. You are ready to proceed with the setup (see Chapter 3: Connecting to WebConfig) when an IP address appears on the console.

	Manually Setting the IP Address
	1. Choose menu item i) on the Configuration Screen (see above).
	2. You will be prompted to enter a new IP address. Enter the new IP address and press <Enter>.
	3. You will be prompted to enter a netmask. Enter the new netmask address and press <Enter>.
	4. The following prompt will appear on your monitor: Okay? (y,N). Press <Y> to confirm that the settings are correct.
	5. You can turn on or off the DHCP server (which automatically assigns IP addresses to the workstations connected to your local network). Unless you have some other server pro viding DHCP services, it is recommended that you turn DHCP on. To ...


	Chapter 3 Connecting to WebConfig
	What is WebConfig?
	Secure WebConfig
	Configuring TCP/IP
	For Windows 95/98/ME:
	1. In Windows, select Start > Settings > Control Panel. The Control Panel window dis plays:
	2. Select Network from the list. The Network window displays:
	3. The Select Network Component window displays:
	4. The Select Network Protocol window displays:
	5. Select TCP/IP from the installed components list on the Network window. Click on the Properties button. The TCP/IP Properties window displays:
	6. Click on the IP Address tab. Select Obtain an IP address automatically.
	7. Click on the DNS tab. Select Enable DNS.
	8. Select all entries in the DNS Server Search Order section of the window and click on the Remove button.
	9. Select all entries in the Domain Suffix Search Order section of the window and click on the Remove button.
	10. Select Obtain an IP address automatically.
	11. Click on the Gateway tab. Select any entries in the Installed gateways section of the win dow and click on the Remove button.
	12. Click on the WINS Configuration tab. Select all entries in the WINS Server Search Order section of the screen and click on the Remove button. Select Use DHCP for WINS Resolu tion.
	13. Click on the OK button. The Network window displays. Click on the OK button again.
	14. Reboot your computer.

	For Windows 2000/XP:
	1. In Windows, select Start > Settings > Control Panel (or in Windows XP, Start > Control Panel).
	2. Select Network and Dial-up Connections from the list. The Network Connections screen displays:
	3. Click on Local Area Connection. The Local Area Connection window displays:
	4. The Local Area Connection Properties window displays:
	5. The Select Network Component Type displays:
	6. The Select Protocol window displays:
	7. Select Internet Protocol (TCP/IP) from the list, and click on the Properties button.
	8. The Internet Protocol (TCP/IP) Properties screen displays:
	9. Click on the Advanced button. The Advanced TCP/IP Settings window displays:
	10. Click on the DNS tab. Select any entries in the DNS server addresses section of the win dow, and click on Remove. Select Append primary and connection specific DNS suffixes. Select Append parent suffixes and primary DNS suffixes.
	11. Click on the WINS tab. Select any entries in the WINS addresses section of the window, and click on Remove. Select the Default NetBios setting.
	12. Click on OK. Click on the OK button on the TCP/IP Properties screen.
	13. Reboot your computer.

	For Mac OS 9:
	1. Click on the Apple icon in the top menu bar. Select Control Panel > TCP/IP.
	2. Select Connect via Ethernet. Select Connect via DHCP. Leave the other fields blank.
	3. Click on the Close Window button. The Save screen displays:
	4. If the Internet connection doesn’t function immediately, reboot your computer.

	For Mac OS X:
	1. Click on the Apple icon in the top menu bar. Select Control Panel > System Preferences. The System Preferences window displays:
	2. Click on the Network icon. The Network screen displays:
	3. Select Automatic for location. Select Built-in Ethernet for connection. In the TCP/IP tab, select the DHCP configuration.
	4. Click on the Apply Now button.
	5. If the Internet connection doesn’t function immediately, reboot your computer.


	Creating an Administrator Account
	1. Open an Internet browser on your workstation. Newer versions of Netscape or Microsoft browsers are recommended.
	2. Read the IP address on the display panel/console. For demonstration purposes, we will use the following address: 192.168.0.1
	3. Enter http://192.168.0.1:8043 into the browser’s address bar. Press Enter on your keyboard. The Create Administrator Account page displays:
	4. Enter a User ID. The default User ID is root - you can use that name or you can create a new ID by typing over the existing text.
	5. Enter the administrator’s full name.
	6. Enter a password.
	7. Re-enter your password to ensure it was entered correctly.
	8. Enter your organization’s registered Internet domain name. Leave the default name if you do not have one, or if you are unsure about whether or not you have one.
	9. Click on the Save Changes button. This will take you directly to Nitix’s main WebConfig page.

	System Status Screen
	Features of the System Status screen

	Notices Box

	Chapter 4 Configuring Nitix
	Proceeding with Configuration
	Configuring General Network Settings
	1. Select Local from the Network Setup menu on the left side of any WebConfig screen. The Local Network Options screen displays:
	2. Nitix’s NetIntelligence feature automatically assigns a random Host Name to the Nitix server during the first boot-up. If appropriate, enter a new host name by typing over the existing text. The new host name should be unique, it should us...
	3. If appropriate, enter a new domain name by typing over the existing text.
	4. Indicate whether or not you want the rsync server to be enabled. This options is for Unix- style clients only. We recommend that you leave the default setting.
	5. Select the appropriate public DNS resolution option.
	6. The DHCP server is set by default to “turned off” on eth0, if no other DHCP server is on that segment. We recommend that you turn this on.
	7. Indicate whether or not you want to enable the SNMP (Simple Network Management Protocol) server.
	8. If you enable the SNMP server, enter an appropriate SNMP community name.
	9. Indicate whether or not you want to enable the NIS Server. Leave NIS disabled if you are using Windows. If you are using Unix or a similar system, leave it disabled unless you need NIS Service.
	10. Choose whether or not to Restrict Outgoing Connections. As part of Nitix's ICSA com pliance, Nitix can restrict outgoing connections to a few protocols. Enabling this option allows outgoing traffic based on the server’s configuration. All...
	11. Nitix synchronizes its clock from a source on the Internet. To set the proper time, select your Time Zone from the drop-down list. Nitix will attempt to auto detect the proper time-zone and display its detected results for you.
	12. Click on the Save Changes button.

	Configuring Advanced Network Settings
	Advanced Network Settings screen
	1. Select Local from the Network Status menu found on the left side of any WebConfig screen. The Local Network Options screen displays.
	2. Select the Advanced... option at the bottom of the screen. The Advanced Network Settings screen displays:


	Network Devices
	Reconfiguring Network Devices
	1. Click on an interface’s Action button.
	2. The Network Settings screen for that interface displays:
	3. Optional: Enter a new IP address (in the format 192.168.12.10).
	4. Optional: Enter a new network mask (in the format 255.255.255.0).
	5. Optional: Indicate whether or not to trust computers on this network.
	6. Optional: Indicate whether or not you want Nitix to automatically choose an IP address and network mask.
	7. Optional: If your DHCP server (i.e. your cable modem provider) specified that you need a DHCP Client ID when setting up your network, enter it here.
	8. Optional: Indicate whether or not you want Nitix to use this link as the default gateway.
	9. Click on the Save Changes button.


	Network Routes
	Deleting Network Routes
	1. Click on the appropriate route’s Delete button.
	2. In the window that appears, confirm the deletion by clicking on the Ok button.

	Editing Network Routes
	1. Click on the appropriate route’s Action button. The following screen displays:
	2. Optional: Enter a new destination IP address and netmask (in the format 192.168.12.0/24).
	3. Optional: Click on the Interface drop-down arrow and select the interface over which this network can be accessed.
	4. Optional: If this is not a local network route entry (i.e. eth1 or eth2), enter the network’s gateway address:
	5. Click on the Save Changes button.


	Network Configuration Scenarios
	1. Nitix-powered server as a Workgroup Server without a direct connection to the Internet
	a. In the Network Devices or Network Routes section of the Advanced Network Settings screen, click on the appropriate Action button.
	b. Depending on your choice, the Modify Route or the Network Settings screen displays:
	c. Change the appropriate settings and click on the Save Changes button.

	2. Nitix-powered server as a Workgroup Server and Dial-up Gateway to the Internet
	3. Nitix-powered server as a Workgroup Server and High-speed Gateway to the Inter net
	a. In the Network Devices section of the Advanced Network Settings screen, click on the eth1 Action button.
	b. The Network Settings screen displays. Enter the new IP address and click on the Save Changes button.
	c. In the Network Routes section of the Advanced Network Settings screen, click on the Default Action button (the last entry in the list).
	d. The Modify Route screen displays. Change the default route and click on the Save Changes button.

	4. Nitix-powered server as a Domain Controller and High-speed Gateway to the Inter net

	Configuring your Internet Connection
	Configuring a Dial-up Modem
	1. Select Dial-up from the Network Status menu found on the left side of any WebConfig screen. The Dial-up Networking Setup screen displays:
	2. Optional: If you have an external modem connected, you may need to click on the Detect Modems button to initiate the Modem Detection Cycle. Refer to Chapter 6: DoubleVision for information on using multiple dial-up modems.
	3. Click on the Modem #1 Action button. The following screen displays:
	4. Enter the phone number provided by your ISP. If you have to dial 9 to get an outside line, enter this number as well. For example, enter: 9, 123-123-1234.
	5. Enter the Internet account username provided by your ISP.
	6. Enter the account password provided by your ISP.
	7. Re-enter your password to ensure it was entered correctly. If the passwords do not match, you will be asked to re-enter your password in both fields.
	8. Indicate the number of idle seconds before automatic disconnection.
	9. Select the appropriate dialing mode:
	10. Indicate whether or not you want your Nitix-powered server to emulate Windows Dial-up Networking.
	11. Indicate whether or not users will be able to establish a remote dial-in modem connection to the internal network.
	12. Click on the Save Changes button.

	Configuring a DSL Connection (PPPoE)
	1. Select Dial-up from the Network Status menu found on the left side of any WebConfig screen. The Dial-up Networking Setup screen displays.
	2. Click on the Action button in the appropriate ADSL row (eth1 or eth2 only). The ADSL Dialer Options screen displays:
	3. Enter the Internet account username provided by your ISP.
	4. Enter the account password provided by your ISP.
	5. Re-enter your password to ensure it was entered correctly. If the passwords do not match, you will be asked to re-enter your password in both fields.
	6. Optional: Enter your gateway IP address. Leave this blank if you don’t know the address.
	7. Indicate whether or not you want to enable the connection.
	8. Click on the Save Changes button.

	Configuring a Leased Line Connection
	1. Select Dial-up from the Network Status menu found on the left side of any WebConfig screen. The Dial-up Networking Setup screen displays.
	2. Click on the Leased Line Action button. The following screen displays:
	3. Enter the account username provided by your ISP.
	4. Enter the account password provided by your ISP.
	5. Re-enter your password to ensure it was entered correctly. If the passwords do not match, you will be asked to re-enter your password in both fields.
	6. Indicate whether or not you want to enable this connection.
	7. Click on the Save Changes button.

	Take A Snapshot


	Chapter 5 Client Access Licenses
	Client Access Licensing Requirements
	License Information
	1. Login to Nitix with your administrator username and password. WebConfig’s System Status page displays.
	2. Select Software Update from the left-hand side of the WebConfig screen. The Software Update screen displays with a Notices box at the top of the screen showing how many Nitix CALs you have:


	Chapter 6 DoubleVision
	What is DoubleVision?
	Advantages to DoubleVision

	Modem Connections

	Chapter 7 User & Team Management
	Service Integration
	User Accounts
	Creating Users
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main Setup screen displays:
	2. Click on the Add New User button. The Create New User screen displays:
	3. Enter the User ID that will serve as the user’s login and personal directory name. User IDs cannot contain spaces or any punctuation other than the hyphen, the dot, or the under score (e.g. jane-doe, jane.doe, janedoe).
	4. Enter the user’s full name.
	5. Enter a password for the user. User passwords should be unique.
	6. Re-enter the password to ensure it was entered correctly. If the passwords do not match, you will be asked to re-enter the password in both fields.
	7. Indicate whether or not this user will have administrative privileges. Administration priv ileges means that this user will have unrestricted access to all configuration functions of Nitix.
	8. Indicate whether or not this user will have FTP access to his or her private directory.
	9. Indicate whether or not the user is allowed to establish a remote VPN (PPTP) or dial-in modem connection to the internal network. For security reasons, most users should not be able to establish a remote connection.
	10. If the domain controller is enabled, choose a drive that the user’s files can be automati cally mounted to when logged into a domain workstation. The default drive is X:.
	11. Select the teams this user will be a part of. Team membership gives users full access to the team’s shared directory.
	12. Click on the Save Changes button. The Main User Setup page re-displays, and the user displays in the list of previously created users.

	Editing Users
	1. On the Main User Setup screen, click on the appropriate user’s Edit Action button. The Modify User screen displays:
	2. Change the user’s information as appropriate. Refer to Creating Users (in this chapter) for a description of the fields on this screen.
	3. Click on Convert to Team to convert this user into a team.
	4. Click on the Saves Changes button.

	Deleting Users
	1. On the Main User Setup screen, click on the appropriate user’s Delete button.
	2. A “delete user” confirmation box appears. Select the OK button to continue and DELETE the user.

	Import Users from Windows
	1. You will need to download an executable file called “pwdump2”. The program is freely available online and can be found at various locations on the Internet. Here is one: http://razor.bindview.com/tools/desc/pwdump2_readme.html
	2. Download the file called “pwdump2.zip” and unzip the contents to their own folder. For example, extract the contents to a folder called “pwdump2” on your C drive.
	3. Click on the Start menu, and choose Run.
	4. Enter “cmd” and click OK.
	5. Type “cd pwdump2” and hit Enter. This will change the directory to the folder you cre ated on your C drive that contains the contents to the file “pwdump2.zip”.
	6. Type “pwdump2 > list.txt” and hit Enter. This will run the file called “pwdump2.exe” and generate a text file called “list.txt” in the same folder.
	7. Open the file called “list.txt”. This contains a list of Windows users. Highlight the users you wish to import, right-click with your mouse and choose Copy.
	8. In WebConfig, click on User Setup in the left-side menu. The main setup screen displays:
	9. Click on Import Users. This screen will display.
	10. Right-click on your mouse in the field called “Import Users Info”. Choose Paste. This will copy the contents of the file called “list.txt” into this space.
	11. Click on Save Changes. This screen will display.
	12. Click on Save Changes.
	13. Because windows utilizes a one-way hash algorithm for storage of passwords, the pass words are not easily recovered. The Administrator will need to create new passwords by clicking on the left button in the Action column, in the row conta...
	14. Enter the new password into the appropriate fields. Click Save Changes.


	Modifying User Email Settings
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main User Setup screen displays.
	2. Click on the appropriate user’s Action button. The Modify Users screen displays.
	3. Click on the E-mail... button on the bottom of the screen. The E-mail Setup screen dis plays:
	1. Retrieve Mail from POP Server:
	2. Remote POP Username:
	3. Remote POP Password:
	4. Re-enter POP Password:
	1. Forward to this E-Mail Address:
	1. Keep Mail if Forwarding?:
	1. Automatic Reply Message:

	Team Accounts
	Creating Teams
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main User Setup screen displays.
	2. Click on the Add New Team button. The Create New Team screen displays:
	3. Enter a team ID. This ID serves as the name of the team’s shared directory and as the team’s FTP login name (which gives team members FTP access to the shared directory and the WWW directory). Team IDs cannot contain spaces or any punctuat...
	4. Enter a descriptive name for the team in the Full Name field.
	5. Enter a login password for the team. Team passwords should be unique.
	6. Re-enter the password to ensure it was entered correctly. If the passwords do not match, you will be asked to re-enter the password in both fields.
	7. Indicate whether or not the team will have FTP access to the team directory.
	8. Indicate whether or not team members are allowed to establish a remote VPN (PPTP) or dial-in modem connection to the internal network. For security reasons, most teams should not be able to establish a remote connection.
	9. Select the appropriate group email setting:
	10. If the domain controller is enabled, choose a drive that the team’s shared files can be automatically mounted to when one of its members logs into a domain workstation. The default, None, does not mount the files to ensure that there are ...
	11. Select the members of the team. Team membership gives full access to the team’s shared directory.
	12. Click on the Save Changes button. The Main User Setup page re-displays. The team dis plays in the list of previously created teams.

	Editing Teams
	1. On the Main User Setup screen, click on the appropriate team’s Edit Action button.
	2. The Modify Team screen displays:
	3. Change team information as appropriate. Refer to Creating Teams (in this chapter for a description of the fields on this screen.
	4. Click on Send to send this team a test email.
	5. Click on Convert to User to convert this team into a user.
	6. Click on the Save Changes button.

	Convert to User
	Convert to Team
	Deleting Teams
	1. On the Main User Setup screen, click on the appropriate team’s Delete button.
	2. In the window that displays, click on the OK button.



	Chapter 8 File Services
	File Sharing Services
	Configuring File Services
	1. Select the File from the Server Setup menu on the left side of any WebConfig screen. The File Server Setup screen displays:
	2. If appropriate, enable the file virus scanner. With this option selected, all files on the sys tem will be automatically scanned for viruses every 12 hours. When a virus is encoun tered, it will be cleaned up if possible. Otherwise it will...
	3. If appropriate, enable the Macintosh File Server. If Macintosh file services are not enabled, users will not have access to their personal network directories or shared team directories from Macintosh workstations.
	4. If appropriate, enable the Windows File Server. If Windows file services are not enabled, users will not have access to their personal network directories or shared team directories from Windows workstations.
	5. Enable the Windows File Server if you are: using a workgroup, acting as a domain mem ber, or if you are acting as a domain controller.
	a. Enter a workgroup name if you are not acting as a domain member or a domain con troller. This name indicates the workgroup under which the Nitix-powered server will be listed as a resource in Windows Network Neighbourhood.
	b. Enter a domain name if you want to enable the Domain Member or Domain Control ler feature.

	6. If appropriate, enable the Act as Domain Member? feature by selecting Yes.
	7. Enter your Domain Member: Admin username (this is your Windows NT administrator name).
	8. Enter your Domain Member: Admin password (this is your Windows NT administrator password). Re-enter your password to ensure it was entered correctly.
	9. If appropriate, enable the Domain Controller. The Windows File Server will then act as the Windows domain controller. The Windows workgroup name will then become your network Domain Name.
	10. Enter an administrative password for the Domain Controller. This will be used to add workstations to the domain. Re-enter the password to ensure it was entered correctly.
	11. If appropriate, enable the NFS File Server. If NFS file services are not enabled, UNIX users will not have access to their personal network directories or shared team directories from UNIX workstations.
	12. Click on the Save Changes button.
	13. To ensure that the status of the file server has changed, select System Status from the menu on the left hand side of the screen. The Windows, Apple, and NFS File Server sec tions of the System Status screen display the updated status.


	Chapter 9 NT Domain Services
	What is a Windows NT Domain Member?
	Configuring the Domain Member
	1. Select File under Server Setup from the menu on the left side of any WebConfig screen. The File Server Setup screen displays:
	2. Enter the domain name in the Windows workgroup/domain: box.
	3. Ensure that the Act as Domain Member? is enabled by selecting Yes.
	4. Enter your Domain Member: Admin username: (this is your Windows NT administrator name).
	5. Enter your Domain Member: Admin password: (this is your Windows NT administrator password). Re-enter your password to ensure it was entered correctly.
	6. Click on the Save Changes button.

	What is a Domain Controller?
	Configuring the Domain Controller
	1. Select File under Server Setup from the menu on the left side of any WebConfig screen. The File Server Setup screen displays:
	2. Ensure that the Windows file server is enabled.
	3. Enter a name in the Windows workgroup name field. This will be the domain name once the domain controller is enabled. Avoid using the default name of “Workgroup”, as it could be very confusing.
	4. Enable the domain controller for Windows.
	5. Enter the administrative password for joining computers to the domain. Re-enter the password to ensure it was entered correctly.
	6. Click on the Save Changes button.

	Joining Windows Systems to a Domain
	For Windows 95/98/ME:
	1. In Windows, select Start > Settings > Control Panel. The Control Panel window dis plays:
	2. Select Network from the list. The Network window displays. Click on the Configuration tab.
	3. From The following network components are installed list, select Client for Microsoft Networks. Click on the Properties button. The Client for Microsoft Networks Properties window displays:
	4. Check the box for Log onto Windows NT domain and enter the name of the domain (as entered in the Windows workgroup name field on the File Server Setup WebConfig screen).
	5. Click on the OK button. The Network window displays. Click on the OK button again.
	6. Reboot the workstation. The next time you log on, the login window will have an addi tional Domain field.

	For Windows NT:
	1. In Windows, select Start > Settings > Control Panel. The Control Panel displays:
	2. Select Network from the list. The Network window displays. Click on the Identification tab.
	3. Click on the Change button. The Identification Changes window displays:
	4. In the Member of section of the window, select Domain. Enter the name of the domain (as entered in the Windows workgroup name field on the File Server Setup WebConfig screen).
	5. Check the box for Create a Computer Account in the Domain. Enter the administrative username, _root, and the password (as entered in the Domain Controller Password field on the File Server Setup WebConfig screen).
	6. Click on the OK button. The Network window displays. Click on the OK button again.
	7. Reboot the workstation. The next time you log on, the login window will have an addi tional Domain field.

	For Windows 2000:
	1. In Windows, select Start > Settings > Control Panel. The Control Panel displays:
	2. Select System from the list. The System Properties window displays. Click on the Net work Identification tab.
	3. Click on the Properties button. The Identification Changes window displays:
	4. In the Member of section of the window, select Domain. Enter the name of the domain (as entered in the Windows workgroup name field on the File Server Setup WebConfig screen).
	5. Click on the OK button. The next time you log on, the login window will have an addi tional Domain field.

	For Windows XP Professional:
	1. Install the registry patch: http://www.net-itech.com/support/registry_patch/ samba_xp_domain_member.reg For information on the latest features available in Samba as a domain controller, down load this PDF: http://www.net-itech.com/support/...
	2. In Windows, select Start > Control Panel. The Control Panel window displays. On the left menu bar under Control Panel, select Classic View if you are currently in Category View.
	3. Select System from the list. The System Properties window displays. Click on the Com puter Name tab.
	4. Click on the Change... button. The Computer Name Changes window displays:
	5. In the Member of section of the window, select Domain. Enter the name of the domain (as entered in the Windows workgroup name field on the File Server Setup WebConfig screen).
	6. Click on the OK button. The next time you log on, the login window will have an addi tional Domain field.


	File Mounting/Drive Mapping
	For Users:
	1. Select User Setup from the menu on the left side of any WebConfig screen. Click on the Edit Action button for the appropriate user. The Modify User screen displays:
	2. From the drop-down menu in the Automatically mount files as field, select the drive that the user’s files should be mounted as on the workstation. The default drive is X:.
	3. Click on the Save Changes button.

	For Teams:
	1. Select User Setup from the menu on the left side of any WebConfig screen. Click on the Edit Action button for the appropriate user. The Modify Team screen displays:
	2. From the drop-down menu in the Automatically mount files as field, select the drive that the team’s shared files should be mounted as on the workstation. The default, None, is to not mount the files at all. This ensures that there will be ...
	3. Click on the Save Changes button.


	Logon Scripts
	Automated Drive Mapping
	Workstation Administrative Rights
	To Give Users Workstation Administrative Rights
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main User Setup screen displays.
	2. Add any users to the "domain_admins" team that you want to grant access to workstation administrative features.
	3. The next time that user logs in to the domain, they will have workstation administrative rights.



	Chapter 10 Print Services
	Nitix Print Services
	Configuring Print Services
	1. Click on the Printers button on the WebConfig screen. Nitix will list all the available printers.
	2. Choose to enable Print Services or not. Without this option being set you will not be able to print using the printers attached to this server.
	3. Click the Save Changes button.

	Configuring your Workstation
	1. In Windows, open your Network Neighbourhood and double-click on the server icon with the name of your Nitix-powered server (e.g. Paintball). The following window shows the network file and print services to which you have access:
	2. Double-click on the printer icon. The following window displays:
	3. Select Yes to configure your workstation. The Add Printer Wizard displays:
	4. Select No to indicate that you are not printing from MS-DOS programs. Click on Next.
	5. Select the brand and type of printer that is connected to your Nitix-powered server. Click Next.
	6. Enter a name for the printer. Indicate whether or not you want this printer to be used as the default printer. Click on the Next button.
	7. On the screen that displays, indicate whether or not you want to print a test page.
	8. Select Finish. You will be prompted to insert your Win95/98 install disk. Some files will be copied to your system, and your shared printer will be setup and ready for printing.


	Chapter 11 Email Services
	Components of the Email System
	Configuring Email Service
	1. Select E-Mail from the Server Setup menu found on the left side of any WebConfig screen. The E-Mail Setup screen displays:
	2. Select the appropriate SMTP server setting:
	3. Select the appropriate POP3 server setting:
	4. Select the appropriate POP3/SSL server setting
	5. Select the appropriate IMAP server setting:
	6. Select the appropriate IMAP/SSL server setting
	7. Select the appropriate WebMail server setting:
	8. Select the appropriate ExchangeIt! server setting:
	9. Select the appropriate LDAP directory server setting:
	10. Select the appropriate RBL setting:
	11. Indicate whether or not you want to enable the Mail Virus Scanner. By default, the virus scanner is enabled.
	12. Enter the number of minutes between remote POP mailbox checks. The number in this field specifies how often (in minutes) the remote mailbox is checked for new emails.
	13. Enter the name of your mail domain (e.g. example.com).
	14. In the field for ISP's SMTP Server enter the server name if your ISP forces you to use a specific SMTP server. This will make Nitix deliver to that server rather than directly to the destination servers. This is known as a “smarthost”. Yo...
	15. Click on the Save Changes button.

	Clearing the Email Queue
	1. Select Email from the menu on the left side of any WebConfig screen. The Email Setup screen displays
	2. Click on the Clear Email Queue button. The Clear email queue? prompt displays:
	3. Click on Yes to clear the email queue. You will be brought back to the Email Setup screen.

	Configuring Email Aliases
	Create Email Alias Account:
	1. Select E-Mail from the Server Setup menu found on the left side of any WebConfig screen. The E-Mail Setup screen displays.
	2. Click on the Email Aliases button. The Email Aliases screen displays:
	3. Click on the Add Alias button. The New Email Alias screen displays:
	4. Enter the alias email address in the Alias name: box. An email that is sent to an email alias will be sent to the target(s) that you specify. For example, if you want the email alias of sales@domain.com, you would enter the alias name “sales”.
	5. In the Target name(s): box enter the alias’ mail box(es) to whom an email will be for warded when it is directed to the alias name .
	6. Click on the Save Changes button. The Email Aliases Notices screen displays notifying you that it is Adding alias name ‘aliasname’:
	7. Click on the Add Alias button to add another alias or click on the Home button to return to the Email Aliases screen. The new alias name displays in the list of previously created aliases.

	Edit/Delete Aliases
	1. On the Email Aliases screen, click on the appropriate alias’ Edit Action button:
	2. The Modify Email Alias screen displays:
	3. Change the alias’ information as appropriate.
	4. Click on the Saves Changes button.
	1. On the Email Aliases screen, click on the appropriate alias’ Edit Action button. The sys tem will prompt you with Are you sure you want to delete aliasname? Click OK.
	2. The Email Aliases Notices screen displays notifying you that it is Deleting alias 'alias name'. Click on the Add Alias button to add another alias, click on the appropriate alias’ Edit Action button to delete another alias, or click on the...
	3. Click on the Saves Changes button.


	Configuring DNS Records
	How do DNS Mail Records work?
	DNS Resolution
	Configuring Nitix as a DNS Server
	1. Selecting Local from the Network Setup menu on the left side of any WebConfig screen. The Local Network Options screen displays:
	2. In the Act as public DNS server field, select Yes.
	3. Click on the Save Changes button.


	Configuring Email Clients
	1. If your mail is hosted on your ISP’s mail server...
	2. If your mail is hosted on your Nitix-powered server...

	Advanced Email Settings
	LDAP Server
	Configuring LDAP in Microsoft Outlook
	1. Open Microsoft Outlook. From the main menu, select Tools > Accounts. The Internet Accounts screen displays:
	2. Select Add > Directory Service. The Internet Connection Wizard displays:
	3. In the Internet directory (LDAP) server field, enter the name or IP address of your Nitix- powered server.
	4. Click on the Next button. The following screen displays:
	5. Indicate whether or not you want your email client to check addresses using the LDAP directory.
	6. Click on the Next button. The following screen displays:
	7. Click on the Finish button. The Internet Accounts screen re-displays. Click on the Prop erties button. Select the Advanced tab on the screen that displays.
	8. The Advanced screen displays:
	9. In the Search Base field, enter o=example.com.
	10. Click on the OK button. The Internet Accounts screen re-displays. Click on the Close but ton. The LDAP server is now set-up, and users can search through the LDAP data direc tory for the names and email addresses of Nitix users.



	Chapter 12 WebMail
	WebMail Server
	Enabling WebMail Server
	1. To enable the server configurations for WebMail, log in to WebConfig.
	2. Select E-Mail from the Server Setup menu found on the left side of any WebConfig screen. The E-Mail Setup screen displays:
	3. Select Yes in the Web Mail Server (Requires IMAP, MySQL and secure WWW servers) box.
	4. Click on Save Changes.
	5. Select WWW from the Server Setup menu found on the left side of any WebConfig screen. The WWW Setup screen displays:
	6. Select Yes in the Enable WWW server? box.
	7. Select Yes in the Enable secure WWW server? box.
	8. Select Yes in the Enable MySQL Server? box.
	9. Click on Save Changes.

	Accessing WebMail
	1. Open a web browser from any workstation that is connected to the Internet.
	2. Enter the address of your Nitix-powered server into the browser’s address bar.
	3. What happens next depends on how your web security certificate was generated. If your security certificate was generated by Nitix (and not assigned to you by a certificate authority), the following security alert may display when you login to WebMail:
	4. Click on the Yes button to continue. The following screen displays:
	5. Enter the username and password that you use to login to Nitix. Click on the Login but ton. The WebMail screen displays.
	Using the WebMail Screen
	1. From the Main Webmail Menu, click on the:
	2. To give a message a specific status (such as seen or unseen), select an option from the Select list or place a check in a message’s checkbox and select an option from the Mark as list.
	3. Place a check in the Message Checkbox to select one or more messages.
	4. To delete or undelete a message, place a check in its message checkbox and then click on the Delete or Undelete button.
	5. To block messages from a specific person, place a check in the message’s checkbox and click on the Blacklist button. See Mail Filters for more information.
	6. The Message List displays information pertaining to received messages. Click on a link in the From or Subject section of the screen to open a message.
	7. To sort the messages in your inbox, click on the Date, From, Subject, or Size message headings.
	8. To open a folder, select it from the list and click on the Open Folder button.
	9. To move or copy a message to another folder, place a check in its message checkbox and then click on the Move or Copy button.
	10. To move a message to your trash folder, place a check in its message checkbox and then click on the Hide Deleted button. You can show them again by clicking on the Show Deleted button. To empty the contents of the trash folder, click on t...


	Configuring WebMail
	1. From the Main WebMail Menu, click on the Options button. The Options screen displays:
	2. Click on any of the headings (such as Personal Information, Filters, and Display Options) to change your WebMail settings.
	3. Follow the instructions on the screen that displays.
	4. Click on the Save Options button to save your changes and return to the Options screen.

	Composing an Email Message
	1. From the Main WebMail Menu, click on the Compose button. The Compose screen displays:
	2. Enter the email address of the recipient(s) in the To field. If the recipient is in your address book, you can enter a partial name (e.g. john instead of johndoe@exam ple.com).
	3. Enter the email address(es) of those you wish to receive a copy of this email in the Cc (Carbon Copy) field.
	4. If you want to send someone a copy of this email without the knowledge of the other recipients, enter their email address in the Bcc (Blind Carbon Copy) field.
	5. Enter the subject of the email in the Subject field.
	6. If you entered a partial name in the To field, you can click on the Expand Names button to view the recipient’s full name and email address.
	7. To insert any special characters into your message, click on the Special Characters but ton. On the screen that displays, select a character from the appropriate list and paste it into your message.
	8. If you do not want a copy of this email saved in your Sent-Mail folder, remove the check from the box.
	9. Place a check in the Request a Return Receipt box if you want the recipient to notify you when they receive your message.
	10. To attach a document to your message:
	11. Enter the message content in the empty section of the screen.
	12. Click on the Save Draft button if you want to save this message in your Drafts folder. Click on the Send button to send the message to the recipient(s).

	Opening a Received Message
	1. From your inbox, click on a link in the From or Subject section of the screen. The mes sage opens:
	2. You have many options after reading the message. Click on:
	3. To move or copy this message to another folder, select the appropriate folder from the drop-down list and click on the Move or Copy button.
	4. Click on Back to Inbox to return to your inbox.

	Replying to a Message
	1. After opening and reading a message, click on Reply or Reply to all. Your choice depends on the intended recipient(s).
	2. The Reply screen displays.
	3. Enter your reply.
	4. Click on the Save Draft button if you want to save this message in your Drafts folder. Click on the Send button to send the message to the recipient.

	Search Function
	1. From the Main WebMail Menu, click on the Search button. The Search screen displays:
	2. Enter information into the appropriate Message fields.
	3. Select the appropriate Message flags.
	4. Select the appropriate Message folders.
	5. Click on the Search button to begin the search.
	6. The Search Results screen displays, showing all of the messages that match your search criteria. If no messages display, you can perform another search using different criteria.

	Address Book
	Adding an Entry
	1. From the Main WebMail Menu, click on Addressbook. The following screen displays:
	2. Click on the Add button. The Add New Contact screen displays.
	3. Enter all appropriate information and click on the Save button.

	Performing a Directory Search
	1. Click on the Search button. The Directory Search screen displays.
	2. Select Name or Email from the Find drop-down list.
	3. Enter the search criteria and click on the Search button. The results display in the Search Results section of the screen.
	4. To perform an advanced search:
	5. To send a message to this person, place a check in the checkbox beside their name and click on the Send Message button. To clear the Search Results section of the screen, click on the Clear Search button.

	Importing and Exporting Addresses
	1. To import addresses from another source:
	2. To export addresses to another source:


	Calendar
	1. From the Main WebMail Menu, click on the Calendar button. The WebMail calendar dis plays:
	2. To configure your calendar:
	3. To change the calendar display, click on one of the date buttons (your options are Today, Day, Work Week, Week, and Month).
	4. To schedule an event, click on the New Event button. Enter all appropriate information on the screen that displays and click on the Save Event button.
	5. To import a calendar from another source:
	6. To export a calendar to another source:

	Tasks
	1. From the Main WebMail Menu, click on the Tasks button. Any tasks that you have will display:
	2. To add a new task, click on the New Task button. The following screen displays:
	3. Select the appropriate field.
	4. Enter the appropriate text.
	5. Click on the Save Changes button. Your list of tasks will appear.
	6. To edit your tasks, click on the List Tasks button. Place a check next to any tasks that you want to edit, then select an action from the pull-down menu (Complete Tasks, Delete Tasks, Set Task Priority).

	Memos
	1. From the Main WebMail Menu, click on the Memos button. Any memos that you have will display:
	2. To add a new memo, click on the New Memo button. The following screen displays:
	3. Enter the appropriate text.
	4. Click on the Save Memo button. Your list of memos will appear.
	5. To delete your memos, click on the List Memos button. Place a check next to any memo that you want to delete, then select Delete Memos from the pull-down menu.

	Mail Filters
	Creating a Rule
	1. From the Main WebMail Menu, click on the Options button. Then click on the Filters but ton. The Filters screen displays:
	2. Click on Edit your filter rules. The following screen displays:
	3. Select the appropriate field.
	4. Enter the appropriate text.
	5. Select an action. Place a check in the delete message box if you want mail that fits the rule to be deleted. Place a check in the move message box and select a folder if you want mail that fits the rule to be moved to a specific folder.
	6. Click on the Create button.
	7. The new rule displays in the Filter Rules section of the screen.
	8. Click on the Apply All Rules button. Your inbox displays. As an example, if you selected From, entered the text johndoe, and selected delete message, all messages from johndoe will be sent directly to your trash folder.

	Blacklisting a Sender
	1. From your inbox, place a check in the message’s checkbox and click on the Blacklist but ton.
	2. The Filters screen displays, showing the new rule in the Filter Rules section of the screen. Click the button next to the new rule, and the Rule Definition window will adjust to the new rule:
	3. Click on the Apply All Rules button. Your inbox re-displays.

	Deleting a Rule
	1. From the Main WebMail Menu, click on the Options button. Then click on the Filters button. The Filters screen displays.
	2. Select the rule you want to delete and click on the Delete button.

	Moving Rules
	1. From the Main WebMail Menu, click on the Options button. Then click on the Filters button. The Filters screen displays.
	2. Select the rule you want to move and click on the Move Down or Move Up button.



	Chapter 13 Web Services
	Web Server
	Master Web Server
	What is the Master Web Server?
	Webmaster Directory
	Configuring your Master Web Server
	1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The WWW Setup screen displays:
	2. Indicate whether or not you want to enable the WWW server.
	3. Indicate whether or not you want to enable the secure WWW server.
	4. Indicate whether or not you want to enable the MySQL database server. MySQL is an advanced feature for users that are familiar with SQL (Structured Query Language). Refer to Chapter 26: MySQL Server for more information.
	5. Indicate whether or not you want to serve personal home pages from the WWW subdirec tory (located in each user’s personal network directory). You can choose to serve web pages to users on your network or to the entire Internet.
	6. Although the default Webmaster team is created as the administrator of the master web server, any team can perform server maintenance tasks. If appropriate, select another team to maintain the server from the drop-down list.
	7. Enter the email address of the Webmaster (the person who is in charge of this web site).
	8. Enter the appropriate number in the Megabytes of WWW cache field. Refer to Web Cach ing (in this chapter) for more details.
	9. Click on the Save Changes button.


	Virtual Web Servers
	Creating a New Virtual Web Server
	1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The WWW Setup screen displays:
	2. Click on the Virtual Domains button. The Virtual Domains screen displays (showing all existing virtual domains):
	3. Click on the Add Server button. The New Virtual Domain screen displays:
	4. Enter your internet domain name (e.g. example.com) as the virtual domain’s host name. This host name is used as a DNS entry for domain name resolution.
	5. The name of your Nitix-powered server automatically populates the IP Address of Virtual WWW Server field. If you want to use a different IP address, enter it in this field.
	6. Select a team to perform Webmaster duties from the drop-down list.
	7. Choose whether or not to make the Virtual WWW site accessible only by trusted hosts (i.e. the local network). This way, you can easily host both an intranet and a public web site from the same server.
	8. Indicate whether or not you want to serve personal home pages from the WWW subdirec tory (located in each user’s personal network directory).
	9. Click on the Save Changes button.

	Deleting a Virtual Web Server
	1. Click on the Virtual Domains button on the WWW Setup screen. The Virtual Domains screen displays (showing all existing virtual domains).
	2. Click on the appropriate server’s Delete Action button.
	3. Click OK to confirm the deletion in the window that displays.

	Editing a Virtual Web Server
	1. Click on the Virtual Domains button on the WWW Setup screen. The Virtual Domains screen displays (showing all existing virtual domains).
	2. Click on the appropriate server’s Edit Action button. The Modify Virtual Domain screen displays:
	3. Change the appropriate server settings.
	4. Click on the Save Changes button.


	Hosting Multiple Web Sites
	1. Create a team called AcmeWidgets.
	2. Create a virtual web server and choose the AcmeWidgets team as the Webmaster team. Anyone from AcmeWidgets can access these files using FTP.

	Secure Web Services
	Secure Socket Layer (SSL) Encryption
	Nitix’s Security Certificates

	SSL Certificate
	Replace with 3rd Party Certificate
	1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The WWW Setup screen displays:
	2. Click on the SSL Certificate button. The SSL Certificate screen displays:
	3. Fill in your personal information in the Customize PKCS#10 Certificate Request box:
	4. Click on the Generate Request button. A Security Alert window will appear. Click Yes to proceed.
	5. The Notices box at the top of the screen will show that Nitix is generating a new certifi cate request based on the information you provided above, and a new certificate request will be generated in the PKCS#10 Certificate Request box:
	6. Copy and paste the new certificate request from the PKCS#10 Certificate Request box and give it to your Certificate Authority. They will use this to generate a new certificate.
	7. Once you have received the new certificate from your Certificate Authority, copy and paste it into the X.509 Certificate box:
	8. Click on the Replace Certificate button.


	Web Caching
	Configuring Web Caching
	1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The WWW Setup screen displays:
	2. Enter the amount of data to be cached in the Megabytes of WWW cache field. We recom mend that you allow 5-10 MB for every active user on the internal network.
	3. Click on the Save Changes button.
	4. For web caching to run transparently, ensure that your web browser is NOT configured to use a proxy server.



	Chapter 14 Web Filtering
	Positive Web Filtering
	Enabling the Web Filter
	1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The WWW Setup screen displays:
	2. In the Enable content filtering field, select Yes.
	3. Click on the Save Changes button.
	4. Click on Configure. The Web Filtering screen displays:

	Providing Full Internet Access
	1. Enter their host name or IP address in the Workstations Exempt from Filtering section of the screen.
	2. Click on the Accept Action button. The user displays in the list of workstations with full access.

	Adding Permitted Websites
	1. Enter the site’s name in the empty Web Site field.
	2. Click on the Accept Action button. The site displays in the Permitted Web Sites list.

	Accepting Access Requests
	1. Click on the Choose Now button. The following screen displays:
	2. To accept a request, click on the Accept Action button. The Web Filtering screen re-dis plays, and the site displays in the Permitted Web Sites list.:

	Denying Access Requests
	1. Click on the Choose Now button. The following screen displays:
	2. To deny a request, click on the Delete Action button. The Web Filtering screen re-dis plays, and the site no longer displays in the Requests section of the screen.
	3. To see the list of denied websites, click on the Show Denial List link. The following screen displays:
	4. Click on the Edit Action button to modify the website address or the reason for denial.
	5. Click on the Accept Action button to move the site to the permitted site list

	Entering Access Requests
	1. Enter the website into your browser’s address bar. Hit Enter on your keyboard.If the site you are attempting to access has not been added to the Permitted Web Sites list by the sys tem administrator, the following screen displays:
	2. Click on the Request Access button. The following screen displays:


	Chapter 15 FTP Services
	FTP Server
	Anonymous FTP Server
	Enabling the FTP Server
	1. Select FTP from the Server Setup menu on the left side of any WebConfig screen. The FTP Server Setup screen displays:
	2. Indicate whether or not you want to enable the FTP file server.
	3. Indicate whether or not you want to enable anonymous FTP.
	4. Indicate whether or not you want to enable anonymous uploads.
	5. Enter the number of anonymous users that can be simultaneously connected to the FTP server. This option is used to prevent the over-utilization of Internet bandwidth. We rec ommend that you leave the default setting but increase the number...
	6. Click on the Save Changes button.

	Enabling FTP Access
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main Setup screen displays:
	2. Click on the appropriate user or team’s Edit Action button.
	3. The Modify Users or Modify Teams screen displays.
	4. Indicate whether or not you want this user or team to have FTP access in the Allow FTP access field.
	5. Click on the Save Changes button.
	6. Repeat steps 2-5 for any additional users or teams.

	User vs. Team FTP Access

	Chapter 16 Backup & Restore
	Intelligent Disk Backup (idb)
	Features of idb

	Configuring idb
	1. Select Backup from the Server Setup menu found on the left side of any WebConfig screen. The following screen displays:
	2. Indicate whether or not you want to enable backup compression. As a general rule, com pressed backup runs half as fast as a non-compressed backup but stores twice as much data.
	3. Select how often you want the system to perform a backup from the drop-down list.
	4. Select when you want the system to perform a final back-up from the drop-down list. It is recommended that you select a time when nobody is using the system (i.e. late at night or early in the morning).
	5. Enter the name of the administrator to whom backup reports should be emailed.
	6. Choose how much information to put in the backup reports with the Email Log Level drop-down menu. Your options are: Error, Warning and Information.
	7. Click on the Save Changes button to save your selections. The idb system automatically performs the backup procedure.

	Initiating an idb Backup
	Initiating a Backup from the WebConfig Menu
	1. Select Backup from the Server Setup menu found on the left side of any WebConfig screen. The main Backup Setup screen displays:
	2. In the Backup Setup section of the screen, enter the appropriate backup parameters.
	3. Click on the Save Changes button to save your selections.
	4. Click on the Backup Files button. A screen similar to the following will displays all of the directories that can be backed up:
	5. Indicate which directories you want to back up by selecting the Yes button.
	6. Click on the Perform Backup button to initiate the backup procedure. When the backup is finished, Nitix automatically emails a backup report to the administrator.

	Initiating a Backup from a Net Integrator Control Panel
	1. Press the Backup button on the front display panel. The display panel shows a 10-second countdown, during which you can stop the backup process by pressing the Cancel button. After 10 seconds, the backup procedure commences and the display...


	idb Restore
	1. Complete System Restore - Upon total hard disk failure, perform a complete system restore to restore your system to the state of your most recent backup. After a complete system restore, all existing files are overwritten with older copies...
	2. Specific Directory Restore - It is possible to restore a specific user or team network directory if these files have been lost or mistakenly deleted. A specific directory restore can only be initiated from the Backup menu. There are two ty...
	3. Specific File Restore - It is possible to restore a specific user or team’s network files if they have been lost or mistakenly deleted. A specific file restore can only be initiated from the Backup menu. There are two types of specific dir...
	4. Configuring Restore - Restores system configuration.

	Initiating an idb Restore
	Initiating a Directory Restore from the WebConfig Menu
	1. Select Backup from the Server Setup menu found on the left side of any WebConfig screen. The main Backup Setup screen displays:
	2. Click on the Restore Files button (which displays a list of backups and the date that the backup was performed):
	3. To view the contents of a backup file, click on the Open button. The following screen (showing the date and time the backup was performed, and the directories that can be restored) displays:
	4. Indicate which directories you want included in the restore procedure:
	5. Click on the Perform Restore button to begin the restore procedure.

	Initiating a File Restore from the WebConfig Menu
	1. Select Backup from the Server Setup menu found on the left side of any WebConfig screen. The main Backup Setup screen displays:
	2. Click on the Restore Files button (which displays a list of backups and the date that the backup was performed):
	3. To view the contents of a backup file, click on the Open button. The following screen (showing the date and time the backup was performed, and the directories that can be restored) displays:
	4. Select the appropriate directory in which the file(s) that you want to restore are located and click on the Open button. The following screen (showing the files that can be restored) displays:
	5. Indicate which file(s) you want included in the restore procedure:
	6. Click on the Perform Restore button to begin the restore procedure.

	Initiating a Restore from a Net Integrator Control Panel
	1. Press the Restore button. The display panel shows a 10-second countdown, during which you can stop the restore process by pressing the Cancel button. After 10 seconds, the restore procedure commences and the display panel/console shows a progress bar.


	idb Backup Teams
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main User Setup screen displays.
	2. Create a team called "backup."
	3. Add any users to the "backup" team that you want to grant access to the Backup configu ration screens in WebConfig.

	idb Hot Swap
	Swapping idb Hard Disks (with Hot Swap)
	1. Verify that the display panel/console says, “idb HotSwap:OK.”
	2. Remove the idb disk from the server.
	3. Insert the new idb disk into the drive.

	Swapping idb Hard Disks (without Hot Swap)
	1. Turn off the main power.
	2. Remove the disk from the server.
	3. Slide the new hard disk into the drive as far as you can (keeping the handle horizontal).
	4. Insert the new idb disk into the drive.
	5. Turn the main power back on.
	6. Press the power button.


	Chapter 17 Software Update
	Software Updates
	Upgrading Nitix
	1. Select Software Update from the menu on the left side of any WebConfig screen. The Software Update screen displays, showing the Nitix software version your server is cur rently running and all versions available for download:
	2. Click on the Check Versions button to update the list of available versions.
	3. The System status screen will appear. The SoftUpdate line displays the progress of the download.
	4. Click on a version’s Release Notes link to access its release notes.
	5. The new software has to be downloaded to your server. To do so, click on the appropriate version’s Download link. The System Status screen displays. The SoftUpdate line dis plays the progress of the download:
	6. When the download is complete, the SoftUpdate line will tell you that a software update has been installed, and prompt you to reboot your system.
	7. Click on the Reboot link. The following screen displays:
	8. Click on the Return button when an IP address appears on your Nitix-powered server’s display panel/console. The System Status screen displays. The SoftUpdate line asks if you want to keep the new software release:
	9. To revert back to the old version, select Software Update from the WebConfig menu. Click on the Activate link in the Versions already installed section of the screen:

	Upgrading Nitix From a CD
	1. Go to http://partner.net-itech.com
	2. Download the ISO image for the Nitix software version that you want.
	3. Burn the ISO image to a CD-ROM.
	4. Power down your Nitix-powered server.
	5. Insert the CD-ROM with the ISO image.
	6. Power the server back on. The Nitix-powered server will automatically boot with the new software version.
	7. The Software Update screen will show the new software version you are running.


	Chapter 18 TunnelVision
	Private Networks
	Virtual Private Networks
	Making a Virtual Network Private

	VPN Network Topologies
	Fully Meshed Topology
	Non-Meshed Topology

	How TunnelVision Works
	Network Address Translation (NAT)
	The Steel Pipe

	Creating a VPN (server-to-server)
	Using Unique Subnet Numbers
	The Master Server needs a Static IP Address

	Configuring a TunnelVision Master Server
	1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The VPN Setup screen displays:
	2. Leave the default Enable PPTP Server setting, Yes.
	3. Select Yes in the Enable Tunnel Vision section of the screen.
	4. In the Tunnel Vision: Use Fully Meshed Mode? box, select Yes to run Tunnel Vision in a Fully Meshed mode, and No to run it in a Non-Meshed mode.
	5. Leave the Address of Master Server field empty (since the Master server does not initiate connections).
	6. Enter a password that the server and client will use to prove to each other that they are trusted.
	7. Re-enter the password to ensure it was entered correctly.
	8. Click on the Save Changes button.

	Configuring a TunnelVision Client
	1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The VPN Setup screen displays:
	2. Leave the default Enable PPTP Server setting.
	3. Select Yes in the Enable Tunnel Vision section of the screen.
	4. In the Tunnel Vision: Use Fully Meshed Mode? box, select Yes if you are running Tunnel Vision in a Fully Meshed mode, and No if you are running it in a Non-Meshed mode.
	5. Enter the Master server’s static IP address.
	6. Enter the password that was used in step 6 of Configuring a Master Server.
	7. Re-enter the password to ensure it was entered correctly.
	8. Click on the Save Changes button. TunnelVision immediately begins to create the tunnel between the client and the master server. If the client and the server are connected to the Internet and everything is configured correctly, this proces...

	TunnelVision Status
	The Idle Time-out

	Chapter 19 IPsec
	IPsec: An alternative to TunnelVision
	Known Configurations
	Adding an IPsec route
	1 Login to Nitix with your administrator username and password. WebConfig’s System Status page displays.
	2 Select VPN from the Network Setup menu. The VPN Setup screen displays.
	3 Select IPsec Setup... from the VPN Setup screen. The IPsec Setup screen displays:
	4 Select Add New Route. The Create IPsec Route screen displays:
	5 In the Remote Server field, enter the fully qualified domain name (FQDN) or IP address of the remote server you wish to connect to.
	6 To include a private subnet behind the remote server’s firewall, enter the internal IP address of the remote unit as well as the subnet in the Remote subnet field. For example, if the unit’s internal IP address is 192.168.10.1 with a subnet...
	7 Enter your Remote IKE key key.
	8 From the Was that an RSA public key or a preshared secret key (PSK)? field, select PSK.
	9 Enable the Perfect Forward Secrecy (PFS) feature.
	10 Click on the Save Changes button.

	Adding an Anonymous Incoming Connection IPsec route
	1 Select IPsec Setup... from the VPN Setup screen. The IPsec Setup screen displays:
	2 Select Add New Route. The Create IPsec Route screen displays:
	3 Enter 0.0.0.0 in the Remote Server IP address field.
	4 Enter the internal IP address of the remote unit as well as the subnet in the Remote subnet field. For example, if the unit’s internal IP address is 192.168.10.1 with a subnet mask of 255.255.255.0, you would enter “192.168.10.0/24”.
	5 Enter your Remote IKE key key.
	6 From the Was that an RSA public key or a preshared secret key (PSK)? field, select PSK.
	7 Enable the Perfect Forward Secrecy (PFS) feature.
	8 Click on the Save Changes button.

	Editing an IPsec route
	1 Select the appropriate IPsec route’s Edit Action button on the IPsec Setup screen.
	2 . In the Remote server field, enter the fully qualified domain name or IP address of the remote server you wish to connect to.
	3 To include a private subnet behind the remote server’s firewall, enter the internal IP address of the remote unit as well as the subnet in the Remote subnet field. For example, if the unit’s internal IP address is 192.168.10.1 with a subnet...
	4 Enter your Remote IKE key key.
	5 From the Was that an RSA public key or a preshared secret key (PSK)? field, select PSK.
	6 Enable the Perfect Forward Secrecy (PFS) feature.
	7 Click on the Save Changes button.

	Setting up Third Party IPsec Clients
	Nitix Setup:
	Third Party IPsec Client Setup:


	Chapter 20 Remote Access Services
	What is RAS?
	PPTP - Client-to-Server VPN Service
	Configuring VPN Service on Nitix
	1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The VPN Setup screen displays:
	2. Enable the PPTP server by selecting Yes.
	3. Click on the Save Changes button.

	Configuring VPN Service in Windows
	1. From the Start menu, select Settings > Control Panel. Double-click on the Add/Remove programs icon.
	2. The Add/Remove Programs Properties screen displays. Select the Windows Setup tab.
	3. Select Communications from the Components list and click on the Details... button. A second Components list displays, showing the communications components that are already installed and those that can be installed.
	4. Scroll to Virtual Private Networking in the Components list.
	5. Place a check in the Virtual Private Networking box and click on the OK button.
	6. The Windows Setup screen re-displays. Click on the Apply button. The software is installed automatically. Reboot your computer when the software is finished installing.

	Establishing a VPN Connection
	1. From the Start menu, select Programs > Accessories > Communications > Dial-up Networking.
	2. Double-click on the Make New Connection icon. The following screen displays:
	3. Enter a name for the VPN connection. You leave the default or use any name that makes sense to you. Click on the Next button. The following screen displays:
	4. Enter your Nitix-powered server’s host name or external IP address:
	5. Click on the Next button. The following screen displays:
	6. Click on the Finish button. You have created an icon that activates a VPN connection to your home network through your Nitix-powered server.
	7. Right-click on the icon that you just created and select Properties. In the window that dis plays, click on the Server Types tab.
	8. In the Advanced options section of the screen, ensure that only the following are checked:
	9. In the Allowed network protocol section of the screen, ensure that only TCP/IP is checked. Click on the OK button.
	10. Once you are connected to the Internet, establish a VPN connection to the internal net work by double-clicking the icon that you created in step 6.
	11. The following window displays. Enter your Nitix login name and password. Click on the Connect button:
	12. The following window (showing you the progress of the connection) displays:
	13. The following window displays when a VPN connection is successfully established:
	14. Click on the Close button to minimize this window.
	15. You are now connected to your local network through a secure VPN. Depending on your Internet connection, it may take longer than normal to complete network requests. The following icon (showing traffic between your workstation and the Nit...
	16. To terminate the VPN connection, double-click on the icon. Select Disconnect in the win dow that displays.

	Disconnect a PPTP Connection
	1. From the Services Status Snapshot screen, the PPTP Connections: box will display the status of all PPTP connections. If there are active connections, a Details link will display:
	2. Click on the Details link. The Active PPTP Users screen displays:
	3. Click on the Delete Action button of the user whose PPTP connection you want to dis connect. A window will display asking Are you sure you want to disconnect ‘username’? Click OK to disconnect the PPTP connection.


	Dial-in Service
	Configuring Dial-in Service on Nitix
	1. Select Dial-up from the Networking Setup menu on the left side of any WebConfig screen. The Dial-up Networking Setup screen displays:
	2. Click on the appropriate modem’s Action button.
	3. A second Dial-up Networking Setup screen displays:
	4. In the Allow Dial in connections section, select Yes.
	5. Click on the Save Changes button.

	Configuring Dial-in Service in Windows
	1. From the Start menu, select Settings > Control Panel. Double-click on the Add/Remove programs icon.
	2. The Add/Remove Programs Properties screen displays. Select the Windows Setup tab.
	3. Select Communications from the Components list and click on the Details... button. A second Components list displays, showing the communications components that are already installed and those that can be installed.
	4. Select Dial-Up Networking from the Components list.
	5. Place a check in the Dial-Up Networking box and click on the OK button.
	6. The Windows Setup screen re-displays. Click on the Apply button. The software is installed automatically. Reboot your computer when the software is finished installing.

	Establishing a Dial-in Connection
	1. From the Start menu, select Programs > Accessories > Communications > Dial-up Net working.
	2. Double-click on the Make New Connection icon. The following screen displays:
	3. Enter a name for the dial-in connection. You can leave the default or use any name that makes sense to you. Click on the Next button. The following screen displays:
	4. Enter your area code, phone number, and country code.
	5. Click on the Next button. The following screen displays:
	6. Click on the Finish button. You have created an icon that activates a dial-in connection to the internal network.
	7. Establish a dial-in connection by double-clicking on the icon that you created in the pre vious step.
	8. The following window displays. Enter your Nitix login name and password. Click on the Connect button.
	9. A window showing you the progress of the connection displays.
	10. The following icon (showing traffic between your workstation and the Nitix-powered server you are connected to) displays in the bottom right corner of your screen when you are connected to the local network:
	11. To terminate the connection, double-click on the icon. Select Disconnect in the window that displays.


	Terminating a Connection from WebConfig

	Chapter 21 Firewall Services
	ICSA Firewall Security Compliance
	Traffic Denied Inbound
	Traffic Permitted Inbound
	Traffic Permitted Outbound
	1. Select Local under Network Setup from the menu on the left side of any WebConfig screen. The Local Network Options screen displays:
	2. Enable the Restricts Outgoing Connections to configure Nitix to only allow the above outbound ports. Disable to allow all outgoing traffic.
	3. Click on the Save Changes button.

	Firewall Log

	Chapter 22 Domain Name Services
	What is DNS?
	DNS Services
	Configuring Public DNS
	1. Select Local from the Network Setup menu on the left side of any WebConfig screen. The Local Network Options screen displays:
	2. The default DNS server setting is No, meaning that you are not publishing any DNS entries.
	3. Click on the Save Changes button when you have selected the appropriate DNS setting.

	How the DNS System Works
	DNS Hierarchy
	Domain Registrars

	Dynamic DNS
	1. dyndns1.ivivanet.com 209.5.34.82
	2. dyndns2.ivivanet.com 207.176.197.14

	Manually Creating DNS Entries
	Types of DNS Entries
	Creating a DNS Entry
	1. Select DNS from the Server Setup menu. The DNS List screen displays:
	2. Click the Add DNS button. The DNS Add screen displays:
	3. Enter a name for the entry.
	4. Select the entry type.
	5. Enter the target IP address in the Value field.
	6. Click on the Save Changes button.

	Editing an Existing DNS Entry
	1. Select DNS from the Server Setup menu. The DNS List screen displays.
	2. Click on the entry’s Edit Action button. The DNS Edit screen displays:
	3. Make the appropriate changes and click on the Save Changes button.



	Chapter 23 Workstation Viewer
	What is the Workstation Viewer?
	Accessing the Workstation Viewer
	1. Select Workstations from the Network Setup menu on the left side of any WebConfig screen. The Workstations screen displays:
	2. Because scanning for workstations can waste bandwidth (especially across a VPN) no workstations display in the list. Click on the New Scan button to view an updated list of workstations. The following screen displays:
	3. Click Refresh (on the bottom of the screen) after a few seconds to view the updated list. Workstations will only be shown in the list if they are connected to the network.

	Virtual Network Computing (VNC)
	Configuring VNC
	1. VNC Server (which should be installed on every user’s workstation).
	2. VNC Viewer (which should be installed on the administrator’s workstation).
	Configuring the VNC server
	1. Download VNC from the Internet. Go to:
	2. The file comes in a zipped format. Unzip the file in a temporary location for installation. Run the Setup program and follow the screens. Accept all defaults during the installation process.
	3. When installation is finished, reboot the workstation.
	4. From the Start menu, select Applications > VNC and start VNC (App mode).
	5. The first time you start VNC you will have to set up a password, which is needed in order to connect to your workstation.
	6. When VNC is active, a small VNC icon displays in the bottom right corner of your screen.

	Configuring the VNC viewer (for the Administrator’s Workstation)
	1. Download VNC from the Internet and configure the VNC server.
	2. Look for vncviewer.exe, and copy it somewhere obvious (such as c:\windows\).
	3. From the Start Menu, select Programs > Windows Explorer.
	4. From the Tools menu, select Folder Options. Click on the File Types tab. The File Types screen displays.
	5. Click on the New Type... button. The Add New File Type screen displays:
	6. Enter a description of the file type (such as VNC Viewer Admin) in the Description of Type field.
	7. Enter vnc in the Associated extension field.
	8. Enter application/x-vnc in the Content Type (MIME) field.
	9. Click on the New button. The New Action window displays:
	10. Enter Open in the Action field.
	11. Enter c:\windows\vncviewer.exe /config "%1" in the Application used... field.
	12. Click on the OK button. VNC Viewer Admin displays in the Registered file types list of the File Types screen.



	Chapter 24 FastForward
	What is FastForward?
	Introduction to TCP/IP
	User Datagram Protocol
	Transport Control Protocol

	Proxy Servers
	Static and Dynamic IP Addresses

	Configuring FastForward
	1. Login to Nitix with your administrator username and password. WebConfig’s System Status page displays.
	2. Select Fast Forward from the Network Setup menu. The Fast Forward screen displays, showing the list of addresses being forwarded
	Creating a New Forward
	1. Click on the Add New Forward. The Add Forward screen displays:
	2. Enter the source address and port number in the From Address and From Port fields.
	3. Enter the destination address and port number in the To Address and To Port fields.
	4. Click on the Save Changes button.

	Editing a Forward
	1. On the Fast Forward screen, click on the appropriate forward’s Edit Action button. The Modify Forward screen displays.
	2. Change the appropriate source or destination information.
	3. Click on the Save Changes button.

	Deleting a Forward
	1. On the Fast Forward screen, click on the appropriate forward’s Delete Action button.
	2. To confirm the deletion, click on the OK button on the window that displays.


	Forwarding Scenarios
	1. Your internal network has an email server called Fred running Windows NT. The address of the server is 192.168.1.5.
	2. If Fred has a DNS server on port 53, you can forward Net Integrator/port 53 to 192.168.1.5/port 53. That way, people on the Internet can look up hostnames that belong to your local network.
	3. You can make WebConfig accessible from the outside world so that Net Integration Technologies technical support can get into your Nitix-powered server and help you with problems.

	Multiple Static IP Addresses
	Common Port Numbers
	Troubleshooting FastForward

	Chapter 25 Disk Management
	Disk Configuration (idb and RAID)
	Configuring your disks:
	1. The Disk Status section of the main Services Status Snapshot screen in WebConfig has a link telling you that disk(s) have not been configured:
	2. Click on the appropriate link to configure your disks. For example, if you have three disks, the Disk Status section will say, “Your 3 disks are not configured. You can config ure them all in a RAID or with disk #3 as an idb backup disk”. ...


	Reconfiguring your disks
	Converting an idb disk to RAID
	1. The Disk Status section of the System Status screen has a link telling you that you can configure your last disk to your RAID array to improve redundancy. Click on this link.
	2. The RAID array then begins to rebuild. This process (which can take up to two hours) does not noticeably affect the performance of Nitix. Click on your browser’s Refresh but ton to view an updated status of your RAID array:
	3. When the array has finished building, the following displays in the Disk Status section of the screen:

	Converting a RAID disk to idb
	1. The Disk Status section of the System Status screen has a link telling you that you can configure your last disk as idb. Click on this link.
	2. The following displays in the Disk Status section of the screen:
	3. Click on the Reboot link. The following screen displays:
	4. When an IP address appears on your Nitix-powered server’s display panel/console, click on the Return button. The System Status screen displays. The Disk Status section of the screen displays your new disk configuration:


	Disk Status Messages
	1. The RAID array is rebuilding. Please do not add or remove any disks until this process is finished. (% complete)
	2. Your disk array is working correctly.
	3. No disks detected! Are your drives inserted or locked?
	4. The RAID array is in degraded mode. If you remove a disk, you will lose access to your files.
	5. The primary disk is in standalone mode. If you remove the disk, you will lose access to your files.
	6. There is no disk available for idb backup.
	7. Disk #_ is being used for Intelligent Disk Backup (idb).
	8. You can add disk #_ to your RAID array to improve redundancy.
	9. You can configure disk #_ for use in idb backups.

	Recovering from Disk Failure
	1. Turn off the main power.
	2. Remove the hard disk and replace it with a new one as soon as possible. See Installing a New Hard Drive (in this chapter) for more information.
	3. Turn the main power switch back on.
	4. Press the power button.
	5. Connect to WebConfig:
	a. Read the IP address on the display panel/console. For demonstration purposes, we will use the following address: 192.168.0.1
	b. Enter http://192.168.0.1:8043 into a web browser’s address bar. Press Enter on your keyboard. WebConfig’s System Status page displays.

	6. The Disk Status section of the screen presents you with two options:
	7. Depending on your choice, Nitix will configure the new disk as idb or as part of your RAID array.

	Disk Recovery (SystemER)
	Hard Disk Failure
	Installing a New Hard Drive
	1. Turn off the main power.
	2. Remove the disk from the unit.
	3. Insert a new hard disk into the drive.
	4. Turn the main power back on.
	5. Press the power button.
	6. When an IP address appears on the display panel/console, insert your last idb cartridge.
	7. Initiate a Restore from WebConfig.
	8. The length of the restore process depends on the size of your hard disk and the amount of data that has to be restored. The entire process can take up to several hours.


	Chapter 26 MySQL Server
	What is the MySQL Server?
	What is phpMyAdmin?
	Managing Databases in phpMyAdmin
	Creating Database Tables
	1. Open an Internet browser on your workstation. Newer versions of Netscape or Microsoft browsers are recommended.
	2. Read the IP address on your Nitix-powered server’s display panel/console. For demon stration purposes, we will use the following address: 192.168.0.1
	3. Enter https://192.168.0.1/mysql into the browser’s address bar. Press Enter on your keyboard. Enter your user name and password on the screen that displays.
	4. The following screen displays:
	5. Select your user name from the menu on the left-hand side of the screen. The following screen displays:
	6. To create a new database table, enter the name of the table and the number of fields in the Create new table... section of the screen.
	7. The following screen displays:
	8. Enter basic field information.
	9. If appropriate, select one field as Primary by clicking on the check-box. This prevents duplication in the address book (i.e. prevents two entries from having the same name, email address, or phone number).
	10. Click on the Save button. The following screen displays:
	11. On this screen, you can insert values, edit entries, and delete entries.

	Editing Database Tables
	1. To edit a database table, log-in to phpMyAdmin and select the appropriate table from the menu on the left-hand side of the screen. The following screen displays:
	2. Click on the Change button (in the Action section of the screen).
	3. On the screen that displays, you can edit the following: Field, Type, Length/Values, Attributes, Null, Default, and Extra. Change the entry as appropriate.
	4. Click on the Save button.

	Deleting Database Tables
	1. To delete a database table, log-in to phpMyAdmin and select the appropriate table from the menu on the left-hand side of the screen. The following screen displays:
	2. Click on the Drop button (at the top of the screen).
	3. In the window that displays, click on the OK button.


	Setting up Windows for MySQL Access
	1. You first have to download MySQL ODBC (Open Database Connectivity). Go to http://www.mysql.com/downloads/api-myodbc.html.
	2. On the screen that displays, click on the link for the most recent stable release.
	3. From the Windows Downloads section of the screen that displays, click on the Download link for Windows 95/98/Me systems.
	4. On the screen that displays, select the nearest server to download from.
	5. In the window that displays, select Save (to save MyODBC to your desktop).
	6. Double-click the icon on your desktop. Extract the zip file to a directory called myodbc.
	7. Double-click on the myodbc folder that you created in the previous step. Double-click on Setup.exe.
	8. The Microsoft ODBC Setup screen displays. Click on the Continue button.
	9. Select MySQL from the Available ODBC Drivers list. Click on the OK button.
	10. From the Windows Start menu, select Settings > Control Panel > ODBC Data Source. The ODBC Data Source Administrator screen displays:
	11. Click on the Add... button. The Create New Data Source screen displays.
	12. Select MySQL from the list. Click on the Finish button. The following screen displays:
	13. On this screen, enter:
	14. Click OK on this screen and then on the ODBC Data Source Administrator screen.
	15. Open Microsoft Access.
	16. Create a database named address book. The following screen displays:
	17. Anywhere in this window, right-click your mouse. Select Link Tables.
	18. In the Files of Type section of the screen that displays, select ODBC Databases. The Select Data Source screen displays.
	19. Select the Machine Data Source tab and select MySQL Address Book. The Link Tables screen displays.
	20. Select the appropriate table and click on the OK button. The following screen displays:
	21. Make sure the appropriate table is highlighted and click on the OK button. The table opens in Microsoft Access.

	What is a Dynamic Web Site?
	Generating Dynamic Web Sites
	1. Enter the following script into a text file and save it as addressbook.php:
	2. In the Windows Network Neighborhood, copy the script in John’s WWW folder (on the local server).
	3. Open an Internet browser on your workstation. In the address bar of the browser, enter: http://servername/~john/addressbook.php.
	4. The address book opens in the browser.



	Chapter 27 Log Messages
	Accessing Log Messages
	1. Select Logs/Reports from the menu on the left side of any WebConfig screen. The Log Messages screen displays:

	Customizing Message Display
	1. Select a subsystem from the Highlight drop-down menu.
	2. Select an option from the Priority drop-down list.
	3. Click on the Apply button. The appropriate messages are highlighted.

	Firewall Log
	1. Select User Setup from the menu on the left side of any WebConfig screen. The Main User Setup screen displays:
	2. Click on the appropriate user’s Edit Action button. The Modify Users screen displays:
	3. Choose the Log team in the Join Teams field.
	4. Click on the Save Changes button.
	5. Access the team folder on Nitix.
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	What is NFS?
	Installing and Configuring ugidd
	1. Install ugidd (an application that provides user name and ID information to NFS) on your local system.
	2. Select File from the Server Setup menu on the left side of any WebConfig screen. The File Server Setup screen displays. In the Mapping scheme for NFS field, select ugidd. Click on the Save Changes button.

	Mounting an NFS directory
	1. If necessary, install ugidd on your workstation.
	2. From a shell prompt, enter showmount -e weaver.
	3. At the prompt, enter (for example) mount (NFSdir) (localdir).

	Unmounting an NFS Directory
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	ExchangeIt! Overview
	ExchangeIt! Server Configuration
	Enabling ExchangeIt!
	1. Log in to Nitix’s WebConfig screen.
	2. Select E-mail from the Server Setup menu on the left side of any WebConfig screen.
	3. The E-Mail Setup screen displays:
	4. Scroll down to “ExchangeIt! Server (Requires MySQL and secure WWW servers)” and select Yes.
	5. Click on Save Changes at the bottom of the screen.

	Downloading ExchangeIt!
	1. Log in to WebConfig.
	2. Select Software Update from the menu on the left side of any WebConfig screen.
	3. The Software Update screen displays, showing the software version currently running on your Nitix-powered server and all versions available for download
	4. In the Notices box, click on the [Download] link in the ExchangeIt! Client Access Licenses section:.
	5. If the Security Information window displays, click on the Yes button.
	6. The File Download window displays. Click on the Save button.
	7. Browse to the location where you wish to save the ExchangeIt! executable plugin.
	8. Click on the Save button.

	Assigning Clients
	1. Log in to WebConfig.
	2. Select System Status from the menu on the left side of the WebConfig screen.
	3. Scroll down to ExchangeIt! Server in the Services Status Snapshot box.
	4. The ExchangeIt! Server status button should be green. The description section will tell you how many licenses you currently have, for example:
	1. Log in to WebConfig.
	2. Select User Setup from the menu on the left side of the WebConfig screen.
	3. In the User Setup box, scroll down to the user to whom you wish to grant an ExchangeIt! license.
	4. Click on the Edit button (circle with three dots “...”) under the Action column for that user.
	5. In the Modify User screen, scroll down to Allocate ExchangeIt! License and select the Yes button:
	6. Click on Save Changes at the bottom of the screen.
	7. Repeat this process for every user to whom you want to grant an ExchangeIt! license.
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	Configuring Microsoft Outlook 2000
	1. Open Microsoft Outlook 2000.
	2. The User Name screen appears.
	3. Enter your Name and Initials. Click the OK button.
	4. The Internet Connection Wizard screen appears.
	5. Enter your Display name (this is the name that will appear on your outgoing email). Click the Next button.
	6. Enter your E-mail Address. Click the Next button.
	7. The next screen will ask, “My incoming e-mail server is a ____ server.” Select IMAP from the server drop-down list.
	8. Enter the name of your incoming mail server (this is the name of the Nitix-powered server).
	9. Enter the name of your outgoing mail server (this is the name of the Nitix-powered server).
	10. Click the Next button.
	11. Enter your Account name and Password (password is optional).
	12. Click the Next button.
	13. Select which method you want to use to connect to the Internet (local area network).
	14. Click the Next button.
	15. Click the Finish button.
	1. In Outlook, select Tools > Accounts.
	2. Select Add > Directory Services.
	3. The Internet Connection Wizard screen appears.
	4. Enter your Internet directory (LDAP) server name (this is the name of the Nitix-powered server). Click Next.
	5. It will ask, “Do you want to check Addresses using this directory service?” Select Yes.
	6. Click the Next button.
	7. Click the Finish button.
	8. Click the Close button.
	9. Close Outlook.

	Configuring Microsoft Outlook 2002
	1. Open Microsoft Outlook 2002.
	2. The Outlook 2002 Startup screen appears.
	3. Click the Next button.
	4. The Account Configuration screen appears.
	5. Click the Yes button.
	6. Click the Next button.
	7. The Email Accounts screen appears asking you to select your email server type. Select IMAP.
	8. Click Next.
	9. Enter your User Information, Server Information and Logon Information.
	10. Click the Next button.
	11. Click the Finish button.
	12. The User Name screen appears. Enter your Name and Initials. Click the OK button.
	1. From Outlook, select Tools > Email Accounts.
	2. The Email Accounts screen appears.
	3. Under Directory, choose Add a new directory or address book.
	4. Click the Next button.
	5. Select Internet Directory Service (LDAP).
	6. Click the Next button.
	7. Enter the Server name.
	8. Click the Next button.
	9. The Add Email Account screen appears asking if it is okay to exit Outlook. Click the OK button.
	10. Click the Finish button.

	Installing Client Plugin
	1. Go to where you placed the ExchangeIt! plugin.
	2. Double-click the ExchangeIt! plugin.
	3. The ExchangeIt! Plugin for Microsoft Outlook Setup: License Agreement window dis plays.
	4. Click the I Agree button to accept license.
	5. The ExchangeIt! Plugin for Microsoft Outlook Setup: Installation Folder window dis plays.
	6. Click the Install button to install the ExchangeIt! plugin in the default destination, or select a different folder by using the Browse button then click on the Install button.
	7. Once installation is complete, click the Close button.

	Configure Outlook to use ExchangeIt!
	1. Open Outlook.
	2. The ExchangeIt! Login window displays:
	3. Select the Message Store you wish to have synchronized. The default store is “Personal Folders.”
	4. Enter the name of your Nitix-powered server. The default name is calendar.
	5. Enter your User name and Password.
	6. Click the OK button.

	To Enable Synchronization
	1. From the Outlook Tools menu, select Options.
	2. Click on the ExchangeIt! tab.
	3. Ensure that the Enable ExchangeIt! periodic synchronization is checked.
	4. Click on the OK button.


	Using ExchangeIt!
	Sharing Information with Outlook Folders
	To Share Information Using the Personal Folder
	1. Right click on the Outlook Personal Folder you wish to share (i.e. Calendar, Tasks, Con tacts, Journal) in either the Outlook Shortcuts or Folder List and select Properties.
	2. Click the ExchangeIt! Permissions tab.
	3. Click the Add button.
	4. Choose a User from the drop-down list with whom you wish to share the information.
	5. Select a Permission Level* to grant to that user from the drop-down list.
	6. To add more than one user at a time, click on the Apply button and repeat steps 3-5. Con tinue to the next step.
	7. Click the OK button.

	To Share Information Using the Public Folder
	1. Right click on a team folder of which you are a team member in the Outlook Public Folder list in either the Outlook Shortcuts or Folder List and select Properties.
	2. Click the ExchangeIt! Permissions tab.
	3. Click the Add button.
	4. Choose a User from the drop-down list with whom you wish to share the information.
	5. Select a Permission Level to grant to that user from the drop-down list.
	6. To add more than one user at a time, click on the Apply button and repeat steps 3-5. Con tinue to the next step.
	7. Click the OK button.

	Team Access
	To Remove or Change a User’s Permissions
	1. Right click on the Outlook folder in the Outlook Shortcuts or Folder List and select Prop erties.
	2. Click on the ExchangeIt! Permissions tab.
	3. Select the User name.
	4. Use the Permission Level drop-down menu to change the permission, or click Remove to remove that user’s permissions for that folder.

	To View Information in Public Folders
	1. Double-click on Public Folders in the Folder List.
	2. Double-click on the User name of the person whose information you wish to access.
	3. Click on the Folder you wish to access.

	To View the Permissions for a Public or Private Folder
	1. Right click on the Outlook folder in the Outlook Shortcuts or Folder List and select Prop erties.
	2. Click the ExchangeIt! Permissions tab.
	3. Here you will be able to view all users who have access to that folder and what Permis sion Level they have.

	To Copy Information From a Public Folder to Your Private Folder
	1. Open the folder containing the information you wish to copy.
	2. Highlight the information you want, using the Ctrl key to select more than one item.
	3. Right click on the highlighted items and drag the mouse over the destination in your Folder List.

	To Copy a Public or Private Folder
	1. Right click on the Outlook folder in the Folder List and select Copy “folder name”.
	2. The Copy Folder screen will appear.
	3. Select the destination folder from the list.
	4. Click the OK button.
	5. The folder will appear as a sub-folder of the destination folder.

	To Move a Public Folder
	1. Right click on the Outlook folder in the Folder List and select Move “folder name”.
	2. The Move Folder window will appear.
	3. Select the destination folder from the list.
	4. Click the OK button.
	5. The folder will appear as a sub-folder of the destination folder, and the original folder will be deleted from the public folders.
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