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Chapter 1 Firg-time Satup

Net Integrator Componrents

You should have receved the following componentsin your Net Integrator padkage:

¢ Net Integrator

» Power supply cord

e 10baseT cables (3)

* Modem cable (1) (Optional)
e Net Integrator User Manual
e Quick Start Guide.
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First-time Setup

Meet Your Net Integrator

Front View

The following image is of aNet Integrator idb model. Net Integrator ‘tape’ models are simi-
lar to idb models but are equipped with atape backup diveinsteal of an Intelligent Disk
Badkup (idb) system.

Power button — used to turn the box on and off.

Internet Statuslight —lights up when you are mnneded to the Internet.
Removable hard disk tray(s) — houses the hard disk(s).

Hard disk key lock —locksthe hard disk in place

Control panel — contains the display panel and all control buttons.
Display panel — displays the status of the Net Integrator.

Direction arrows — used to exeaute ammmands from the control panel.

© N o o 0w DN PRE

Enter and Cancel buttons — used to exeaute @mmmands from the control panel.

Net Integrator User Manual — Version 370 10



First-time Setup

9.

Back View

2
3
4
5.
6
7
8
9

Backup and Restore buttons— used to initiate badkup and restore procedures.

10

wWN R

11

12

Main power switch —used to turn the box off. The main power switch must be turned on
for the power button on the front panel to work.

. AC power selector — indicates the voltage used in your country.

Power socket —where the power cord is conneded.

. Serial port —for an external dial-up modem.

Extra ports— patsreserved for future use.

Ethernet Port 0 — used to conned to the locd areanetwork (LAN).

Ethernet Port 1 — used to conned to aLAN segment or to the Internet.

Ethernet Port 2 — used to conned to a LAN segment or to the Internet.

Dial-up modem port — used to conned to the Internet using adial-up modem. (Optional)

10. Primary fan — provides cooling for internal components.

11. Secondary fan — provides additional coolingfor internal components.

Net Integrator User Manual — \Version 3.70 n



First-time Setup

12. Parallel printer port —used for a shared printer.

Connrecting the Power

1. Ensurethat the Net Integrator has adequate ventilation. Placethe badk of the unit at least
oneto two fed (12"-24") away from thewall. Make sure the front of the unit is easily
accesible.

2. Conned one end d the power cord into the power socket on the bad of the Net
Integrator:

L]

3. Conned the other end of the cord into a standard power outlet.
4. Turn on the main power switch (locaed above the power cord).

Ethernet Connections

What is Ethernet?

Ethernet conneds computersin alocd areanetwork (LAN). An Ethernet connedion isvery
fast, and unlike modem and ISDN connedions, one Ethernet network can have many com-
puters attached to it. There ae two different kinds of Ethernet cables: 10base? and
10baseT/100baseT. Networks generally use one or the other, although it is possible to com-
bine them in certain situations.

Net Integrator can connect with either10baseT cables (which transmit data & 10 Mbps) or
with 100baseT cébles (which transmit data & 100 Mbps). Because 10baseT and 100baseT

Net Integrator User Manual — Version 370 12



First-time Setup

cables are faster and more reliable than 10base2 cables, we suggest that you use either of
these to set up your local area network (LAN).

Net Integrator User Manual — Version 3.70 13



First-time Setup

10baseT and 100baseT Hubs

10base T and 100baseT hubs have a number of ports that you connect to a workstation,
router, server, printer, or other device using an ethernet cable (which is similar to a phone
cable). Connect your Net Integrator to afree port using one of the 10baseT cables that came
with your Net Integrator. If the port lights up after you connect and then turn on your Net
Integrator, you have a proper connection.

You can attach another hub to one of the ports, thereby increasing the total number of ports

(although we recommend that you consult the manual that comes with your hub before trying
this).

Connrecting Ethernet Port O

1. Connect one end of a 10BaseT ethernet cableinto Ethernet Port O (located on the back of
your Net Integrator).

2. Connect the other end of the cable into your LAN hub or switch.

Net Integrator User Manual — Version 370 14
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Conneding Ethernet Ports 1 and 2

Ethernet ports 1 and 2 are used to connect to the Internet or to other segments of your LAN.
Use a 10baseT ethernet cable if you are connecting to a high-speed Internet connection with
arouter, cable modem, or DSL modem. Some DSL and cable modems require standard
cables. Inthis case, use the cable provided to you by your ISP.

If you are using your Net Integrator as aworkgroup server without a direct connection to the
Internet, it is possible to use Ethernet ports 1 and 2 to connect to other segments of the LAN.
Thisistypically doneto improve network throughputs when large numbers of users are con-
nected to Net Integrator.

Please Note: Secondary segments must be physically separate from the primary network segment con-
nected to the ethernet O port. You cannot connect all ethernet ports to the same segment in order to
improve network throughput.

Net Integrator User Manual — \Version 3.70 15



First-time Setup

Conrecting aninterna Dial-up Modem

(Optional)

1. Connect one end of a standard telephone cable into the Analog Modem (Line) port on the
back of your Net Integrator.

2. Connect the other end of the cable to your telephone wall jack.

Please Note: Make sure that your telephone jack provides a standard analog telephone line. Net
Integrator cannot connect to digital lines provided by some PBX telephone systems.

Conrecting anExternal Dial-up Modem

(Optional)

1. Connect the cable included with your own external dial-up modem to the Serial port on
the back of your Net Integrator.

Net Integrator User Manual — Version 370 16



First-time Setup

2. Conned one end of the standard telephone cale to the externa modem, and conned the
other end to your telephone wall jack.

Power-up Squence

1. Turn onthe main power switch (on the badk of your Net Integrator).
2. Pressthe Power button.

3. Net Integrator needs afew moments to start up. During the start-up you will observe the
foll owing sequence of events:

o

a. Thehard drive and fans gart up.
b.

Net Integrator beegps veral times.
HELLO appears on the display panel.

Let your Net Integrator sit undisturbed while it discoversits surroundings and auto-
configuresiits network parameters. Messages indicaing what kind of network discov-
ery isbeing performed appea on the display panel. After about 10-30 seconds, the IP
number that Net Integrator has chosen for itself displays. The number will | ook some-
thing like this: 192.168.0.1.

When the start-up sequence is over, the display panel shows the status of various Net
Integrator systems. Thefirst line onthe display panel shows Net Integrator's IP
address the second line gycles messages displaying the arrent date, time, and qoerat-
ing system version. You are ready to proceal with the setup when an I P address
appeas on the display panel. You will have to manually set the IP addressif the

Net Integrator User Manual — Version 3.70 17



First-time Setup

server isunable to automaticdly seled one. Refer to Manually Setting the IP Address
for more information.

Manudly Setting the IP Address

Follow these stepsif your Net Integrator is unable to automaticaly seled an IP address(the
display continues to read Choasing Address) or if you want to change the chosen address

1.

Press the Enter button on control panel. The following menu displays:

MENU [Net] Info
Dialer System
[Net] isaready seleded. Pressthe Enter button. The following menu displays:

NETWORK [IPAddr]
Netmask DHCP

[1PAddr] isdrealy seleced. Pressthe Enter button. The airrent IP address
(192.168.0.1, for example) displays. If Net Integrator was unable to select an IP address
0.0.0.0 displays.

Usethe Left and Right diredionarrowsto move the aursor from digit to digit. Usethe Up
and Down diredion arrows to increase or deaease adigit's value.

Press the Enter button. The new IP addressis saved.

Navigate to Netmask using the diredion arrows. PressEnter. The default Netmask dis-
plays.

Usethe Left and Right diredionarrowsto move the aursor from digit to digit. Usethe Up
and Down diredion arrows to increase or deaease adigit’'s value.

Press the Enter button. The new Netmask is saved.

You may also turn on or off the DHCP server (which automaticdly assigns IP addresses
to the workstations conneded to your locd network). Unlessyou have some other server
providing DHCP services, it isrecommended that you turn DHCP on. To do so, havigate
to DHCP using the direction arrows. Press the Enter button.

10. Navigate to On using the diredion arrows. PressEnter. The DHCP server is now on.

11. Pressthe Cancd button twiceto return bad to the standard status display.

Net Integrator User Manual — Version 370 18



Chapter 2 Connedingto
W\EbConfig

What is WebConfig?

Although some basic system configuration can be done through the front control pand, the
web-based configuration system (WebConfig) is where you will set most Net Integrator

options.

Configuring TCP/IP

Before you can access WebConfig, you have to configure your workstation to use TCP/IP. If
TCP/IPisaready configured, proceed to Creating an Administrator Account (later in this

chapter). If TCP/IPisnot configured, follow the appropriate steps for your operating system.

For Windows 95/98/ME:
1. InWindows, select Sart > Settings > Control Panel. The Control Panel window dis-
plays.
File Edit View Go Favaites Help ﬁ
-5 LYna9XFE-
Address !@ Cantrol Panel j

Game Contrallers

“P Intenet Dptions
Network " P

e’
Configures network =8 Feyboard
hardware and @Mudems
software., t‘) Mouse
@Mu\timed\a
1| Microsoft Home
Technisal Support 9 DDBC Data Sources (32bit]
i %Fasswulds

t& Poveer Management

E Accessibility Options @ Frinters
%Add Mew Hardware @F\eglonal Settings
%Add#ﬂemuve Programs %Suunds
1D atesTime ﬂ,: System
contro' @Disnlay @Telanhony
Pa I‘Iel {:ﬁ]anls Users

T
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Conneding to WebConfig

2. Select Network from the list. The Network window displays:

Metwork E

Corfiguration | Idantificationl
|
The fallowing nebwark. companents are installed
Microsoft Family Logon =
Dial-Up Adapter
DialUp Adapter #2 [P Support]
Microsoft Virtual Private Networking Adapter

MDISWAM -> Microsoft Vitual Private Networking Adapter
4l | >fJ

Eemuye | Froperties I

Primary Metwork Logan:

I icrozoft Family Logon

File and Print Sharing...

Diescription

|

oK | Cancel

Click on the Add button if TCP/IP does not display in the installed components list.

3. The Seled Network Component window displays:

Select Network Component Type HE

Click the type of netwark component you want ta install:

Frotocol is a 'language’ a computer uses. Computers
must uze the same protocal ta communicate.

Select Protocol from the window. Click Add.

Net Integrator User Manual — Version 370
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Conneding to WebConfig

4. The Selea Network Protocol window displays:

: Select Network Protocol =]

| —.— Click the Network Protocol that you want to install, then click OK. If you have
| b an ingtallation disk for this device, click Have Disk.

+ Manufacturers: Metwork Protocals:

Faszt Infrared Protocol =
PSP -compatible Protacol

™ Microsoft 3246t DLC

¥~ Microsaft DLC
NetBELI

Have Disk... |
Cancel I

Select Microsoft in the Manufacturers section of the window. Select TCP/IP in the Net-
work Protocols section of the window. Click on the OK button. TCP/IP should now dis-

play on the Network window.

Network HE

Eorfiguratian | dentfication |

The following netwaork components are installed:

S5 Dial-Up &dapter B
B8 Dial-Up Adapter #2 VPN Support)
B Microsoft Virtual Private Networking ddapter

[ NDISWAMN - Microsoft Vitual Private Netwaorking Adapter
(Y TCPAP -» Dial-Up Adapter '_'l

1] 1x

Add... Femove | Fioperties I

Primary Hetwork Logon:
! ticrozoft Family Logon j

File and Print Sharing... |

Description
TCP/IP is the protocol you use to connect to the Internet and
1 wide-area networks.

oK Cancel |
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Conneding to WebConfig

5. Select TCP/IP from the installed components list on the Network window. Click on the
Properties button. The TCP/IP Properties window displays:

TCP/IP Properties 2 ]x]

! Bindings | Advanced | MeBlDs |
DMS Configuration I Gateway I WIMS Configuration IP Address

An P address can be automatically assigned ta this computer.
If your network, does not automatically assign IP addresszes, ask
your network. administratar for an address, and then type it in
the space below

& btain an P address automaticallé

" Specify an IP address:

Cancel |

6. Click ontheIP Addresstab. Select Obtain an|P address automatically.
7. Click onthe DNStab. Select Enable DNS.

8. Select all entriesin the DNS Srver Search Order section of the window and click on the
Remove button.

9. Select all entriesin the Domain Suffix Search Order section of the window and click on
the Remove button.

10. Select Disable DNS.

11. Click on the Gateway tab. Select any entriesin the Installed gateways section of the win-
dow and click on the Remove button.

12. Click onthe WINS Configuration tab. Select al entriesinthe WINS ®rver Search Order
section of the screen and click on the Remove button. Select Use DHCP for WINS Reso-
lution.

13. Click on the OK button. The Network window displays. Click on the OK button again.
14. Reboot your computer.
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Conneding to WebConfig

For Windows 2000/XP-
1. InWindows, select Start > Settings > Control Panel (or in Windows XP, Sart > Control
Panel).

2. Select Network and Dial-up Connedions from the list. The Network Connedions screen
displays:

4 Network and Dial-up Connections =[0f x|

Fle Edt View Favorites Tools Advanced Help ‘

GBack v = - (2] | Dsearch (HFoders (Bstoy | 0E U X >

Address [ Network and Diak-up Connections = e ‘
g o ] i '1
- = T
5 Make: New
Network and Dial- Connection

up Connections

Local Area Connection
Type: LAN Connection
Status: Enabled

3Com 3C918 Integrated Fast

Ethernet Controller (3C305B-Tx
Compatible)

3Com 3C918 Integrated Fast Ethernet Controller {3C905E-TX Compatible) 4

3. Click on Local Area Connedion. The Local Area Connedion window displays:

Local Area Connection Status 2=l
General |
~ Connection
Status: Connected
Druration: 00:04:46
Speed: 100.0 Mbpz
—htivity
Sent — \@1 = Received
s
Packets: 62| i
Properties I Dizable |

Close |

Click on Properties.
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Conneding to WebConfig

4. The Local Area Connedion Properties window displays:

Local Area Connection Properties . 2=l

General |

Connect using:

I BY 3Com 3C918 Integrated Fast Ethernet Controller [3C3058 -

Components checked are used by thiz connection:

for

[ File and Printer Sharing for Microsoft Metworks

Install... | Uninstall Froperties
i~ Diescription
Allows wour computer ko access resources on a Micrasoft
retwork,

™ Show icon in taskbar when connected

Cloze | Carce! |

If Internet Protocol (TCP/IP) is not in the This connedion uses the following items list,
click on Install.

5. The Seled Network Component Type displays:
EIES

Click the type of network, component you want to install:

= Client
5 Service
Lg oo |

Description

A protocol is & language your computer uses to
communicate with other computers.

Add., Cancel |

Select Protocol from the window. Click on Add.
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Conneding to WebConfig

6. The Seled Protocol window displays:

" -
'

Select Network Protocol
|
I 3 an ingtallation disk for this component, click Hawve Dizk.

Metwork Protocal:

Click the Metwork Protocal that vou want to install, then click OF. If you have

x|

AppleT alk Protocol
DILC Protocal

Inited | [TCPAR]
MetBEUI Protacol
Metwork Monitor Driver

MaLink IP/SP/MNetBI0S Compatible Transport Protocol

Hawve Disk.

Cancel

Select Internet Protocol (TCP/IP) from thelist. Click OK. TCP/IP should now display

on the Local Area Connedion Properties window.

Local Area Connection Properties - i B

General |

Connect using:

I B3 3Com 3CT18 Integrated Fast Ethernet Contraller [3C905E8-

Configure |

Companents checked are used by this connection:

[w] B Client for Microsoft Netwarks
File and Printer Sharing for Micrasoft Metwarks

Inztall... I Uninztall Fropertiez

— Diescription

Transrizsion Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
acrose diverse interconnectad networks.

™ Show icon in taskbar when connected

Cloze | [Canos| |

Select Internet Protocol (TCP/IP) from the list, and click on the Properties button.

Net Integrator User Manual — \Version 3.70
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Conneding to WebConfig

8. TheInternet Protocol (TCP/IP) Properties screen displays:

Internet Protocol {TCP/IP} Properties . el |

General |

“fou can get |P settings assigned automatically if your network. supports
this capability. Otherwise, vou need ta ask your networlk administrator for
the appropriate P settings.

£ Obtain an IP address automatically

—" Use the following IP address:
IF address: I—
Subret mask: I—
Default gatevway: Ii

& Obtain DMS server address automatically

" Use the following DNS server addiesses:

Frefered DNS senven I .
Alternate DNS server: I E

Advanced... |

Cancel |

Select Obtain IP Address automatically. Select Obtain DNS server address automati-
cally.

9. Click onthe Advanced button. The Advanced TCP/IP Settings window displays:

IP Setings | ONS | wiNg | Options |
~IP addh
IP address | Subnet mask.
DHCP Enabled
Bidd, . | Edit... Remove |
r— Default gateways:
Gateway | etric |
Add | Edit. Hemove:

Interface metric: 1

Cancel
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Conneding to WebConfig

Select any entriesin the Default gateways section of the window, and click on the
Remove button.

10. Click on the DNStab. Select any entriesin the DNS server addresses section of the win-
dow, and click on Remove Select Append primary and connedion spedfic DNS suffixes.
Select Append parent suffixes and primary DNS suffixes.

11. Click on the WINStab. Select any entriesin the WINS addresses section of the window,
and click on Remove Select the Default NetBios setting.

12. Click on OK. Click on the OK button on the TCP/IP Properties screen.
13. Reboot your computer.

For Mac OS9:

1. Click onthe Appleicon in the top menu bar. Select Control Panel > TCP/IP.

i - File Edit View Window Special Help
About This Computer

| AirPort
AD Apple System Profiler

Calculator

Chooser
m Favorites b Apple Menu Options
E Key Caps AppleTalk
Network Browser Calorsyncy
=5 Quicken.com Cantial g

Date &Time

G RecentApplications M pioiacsist
Il RecentDocuments B Epergy Saver
By RecentServers M Extensions Manager
£ Remote Access Status File Exchange
Scrapbook File Sharing
n Screen Snapz General Controls
& sherlock 2 Interael

Keyboard
B3 Speakable Items M Keyehain ActEns

Launcher

Location Manager
Memory

Modem

Monitors

Mouse

Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Snapz Pro
Software Update
Sound

Speech

Startup Disk

TCP/IP

Text

USB Printer Sharing
‘Web Sharing

<7 Stickies
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Conneding to WebConfig

The TCP/IP window displays:

J==——————T1/IP(Default) =—"r————85

Connect viz: | Ethernet z
Configure: | Uzing DHCF Server B

IP Address: 192168128
Subnet mask:  255.255.255.0

Router address: 192168121

Search domains :

Marne server addr.: 132168121

2. Seled Conned via Ethernet. Seled Conned via DHCP. Leave the other fields blank.
3. Click onthe Close Window button. The Savescreen displays:

:‘2 Save changes to the current configuration?

[ Don’t Save ! Cancel I ‘[ Save Il

Click on Save
4. If the Internet connection doesn’t function immediately, reboot your computer.
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Conneding to WebConfig

For Mac OS X:

1. Click onthe Appleicon inthetop menu bar. Select Control Panel > System Preferences.

- .’ System Prefs Edit View

About This Mac
Get Mac OS X Software...

v

System Preferences...
Dock 3
Location 1 3

Recent Items >
Force Quit...

Sleep
Restart
Shut Down

Log Out...

The System Preferences window displays:

88C System Preferences =]
e = @ =2
Rh A =
Show All : Displays Metwork Startup Disk
Personal
i - |E o
L4 @
Desktop Dock General International Login Screen Saver Universal
Access
Hardware

c B 9 4

= =]
ColorSync Displays Energy Saver Keyboard Mouse Sound

Internet & Network

® @ Q@ [

Internet Network QuickTime Sharing
System
i = =
2 & & § 3 21
Classic Date & Time Software Speech Startup Disk Users
Update
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Conneding to WebConfig

2. Click onthe Network icon. The Network screen displays:

86 Network =
ek E ' A
< =0 @
Show All © Displays Newwork Startup Disk
Location: = Automatic ﬂ
Show: | Built-in Ethernet [ |

freesie ) perok | AppleTalk | proxies |

Configure: | Using DHCP T]

Domain Name Servers (Optienal)

IP Address: 192.168.12.8
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.12.1 Search Domains (Optional)

DHCP Client ID:
(Optional)

Example: apple.com, earthlink.net

Ethernet Address: 00:03:93:15:59:aa

=
& Click the lock to prevent further changes. " Apply Now

3. Seled Automatic for location. Seled Built-in Ethernet for connedion. Inthe TCP/IP
tab, seled the DHCP configuration.

4. Click on the Apply Now button.
5. If the Internet connection doesn’t function immediately, reboot your computer.

Creating anAdministrator Accourt

At this point, your Net Integrator should have an IP address, your workstation should have
TCP/IP configured, and both your Net Integrator and your workstation should be mnneded
tothe LAN. You now neel to crede ax Administrator account:

1. Openan Internet browser on yaur workstation. Newer versions of Netscape or
Microsoft browsers are recommended.

2. Red the IP address on the display panel. For demonstration purposes, we will use the
following address 192.168.0.1
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3. Enter http://192.168.0.1:8042 into the browser’s address bar. Press Enter on your key-
board. The Create Administrator Account page displays:

Create Administrator Account

Before you can use your Met Integratar, you must create an Administrator Account far
yourself, Don't forget your passward!

Create Administrator
User ID: J
Passwor: J
|

Re-enter Passworid: _
Your Domain Mame: weavernet null J

Reser\re last disk for idb backups"

|@ SAVE CHANGES |# CANCEL CHANGES
T T

4. Enter aUser ID. Thedefault User ID isroot — you can use that name or you can crede a
new ID by typing over the existing text.

Enter the alministrator’s full name.
Enter a password.
Re-enter your password to ensure it was entered corredly.

© N o O

Enter your organization’s registered Internet domain name. Leave the default name if
you donot have one.

9. Indicae whether or not you want to reserve your last disk for idb badkup. Refer to Chap-
ter 21: Disk Management for more information.

» Seled Yesif youwant reserve your last disk for idb (while using the other disks
for aRAID array).

e Seled Noif youwant to use dl available disksfor aRAID array.

IMPORTANT:If your Net Integrator has one disk, then you cannot take advantage of idb or RAID. If
your Net Integrator has exactly two disks, you can have idb backup or a two-disk RAID array (but not
both). If your Net Integrator has three or more disks, you can have a two (or more) disk RAID array
and idb backup or a RAID array with all available disks and no idb backup.

Net Integrator User Manual — \Version 3.70 31



Conneding to WebConfig

10. Click on the Save Changes button. It may take up to a minute for the Administrator
Account Created page to display:

Net Integrator

Administrator Account Created

Your administrator account has been created under the name root. To continue
the setup process, you need to log in using the account you just created.

11. Click onthe Log in button. Enter your username and password in the window that dis-
plays, and click on the OK button. WebConfig's System Satus screen displays:
Please Note: If you created a RAID array in step 8, the array will now build. The display panel and

the Disk Status section of the System Status screen display the progress of the RAID array. Click on
your browser’s Refresh button to view an updated status of the RAID array.
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EHTPRIBREE, Weavarnet rifl
Versior 3. 70me? (dew)

Logout

# SYSTEM STATUS

# USER SETUP

» SOFTWARE UPDATE

# LOGS/REPORTS

SERVER SETUP

» FILE

» E-MAIL
. WWW
» FTP

» DNS

NETWORK SETUP

» LOCAL

* WORKSTATIONS
# DIAL-UP

* VPN

» FAST FORWARD

i SYSTEM STATUS SNAPSHOT averaged over 5 minutes:

CPU {5

Ethemet 0:
Ethemet 1:

Ethemet 2:

PPP Link:

Disk Load:

Disk Space Used:

i SERVICES STATUS SNAPSHOT

Intemet Status:

Firewall:
VPH Tunnels: £
SoftUpdate:

Disk Status:

Web Mail: )
DHS Server: L
Fast Forward: )

PPTP Server:| O g

WA Server: )
Secure WY Server:
Windows File Server:
Apple File Server:

HFS File Server: )
FTP Server:

MySQL Server: >
SMTF Server:
IMAP Mall Server:
POP Mail Server:
LDAP Directory Server:

1o the

CPU Load:
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System Satus Screen

WebConfig's System Satus screen displays the status of the services running on your Net
Integrator. The WebConfig menu (on the left side of the screen) all ows you to access and
configure various Net Integrator subsystems.

Features of the System Status screen

CPU
Utilization

Ethernet 0

Ethernet 1

and 2

PPP link

Disk Load

Displaysthe utilizaion of the system’s central processing unit (CPU) in numericd
form and as abar graph. During intensive operations (like badkups or very heavy file
transfers) the CPU utilization may raise above 100%. Thisis normal. 100% utili za
tion ssimply means the CPU is being fully utili zed. Utili zation above 100% (e.g.,
130%) meansthat if your CPU was 30% faster, it would befully utili zed at this point.
Percentages above 100% do na mean that your Net Integrator is being overloaded or
that performancewil |l suffer. If the CPU utilization exceads 300%, serviceslowdowns
may occur. You may want to upgrade your Net Integrator if this happens often.

Displays the speed of data transfer through Ethernet Port 0 (measured in kiyps or
Mbps). The bar graph displays the speed as a percentage of the highest speed
recorded sincethe last power-up.

Displays the speeal of data transfer through the Ethernet Ports 1 and 2 (measured in
kbps or Mbps). The bar graph dsplays the speed as a percentage of the highest speed
recorded sincethe last power-up.

Displays the speed of data transfer through the DSL PPOE or dial-up Internet con-
nedion (measured in kbps). The bar graph displays the speed as a percentage of the
maximum 56 kips.

Displays the amount of data being transferred to and from the hard dsk (measured in
kbps or Mbps). The bar graph displays the anount as a percentage of the highest
amount recorded sincethe last power-up.
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Disk Space
Used

Internet
Status

Firewall

VPN Tunnels

SoftUpdate

Disk Status

WebMail

FastForward

Shows how full your Net Integrator hard disk is.

Displays the status of your Internet connection(s). The status light is bright green
when a high-speed dial-up connection is configured properly. The default route used
to transfer data to destinations on the Internet also displays. If amodem is config-
ured, clicking on dial modeminitiates a connection to the Internet. When someoneis
connected to the Internet with adial-up modem, their name displays. The administra-
tor can choose to terminate the connection.

Displays the status of the firewall.

Displays the status of every active Virtual Private Network (VPN) tunnel.

Displays the status of the subsystem that automatically checks for available software
updates. When the subsystem is active and retrieving alist of available software
updates, the status light is bright green. When the subsystem is operational but idle,
the status light isgrey. A red statuslight indicates a problem with the subsystem
(usually aninability to access the distribution server).

Displays the status of your disk configuration, provides disk reconfiguration options,
and displays the status of arebuilding RAID array.

Displays the status of the WebMail server.

Displays the status of the port forwarding engine and the number of forwarded ses-
sions. The status light is grey if serviceisdisabled, bright green if serviceis opera-
tional, yellow if serviceis utilized heavily, and red if there is a problem with the
service. The CPU utilization bar graph indicates how much processor timeis being
used by this service.
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PPTP Server

WWW
Server

Secure
WWW
Server

Windows
File Server

AppleFile
Server

Displaysthe status of the PPTP server (which enables secure VPN connections). The
number of sessions shows how many users are connected. The status light is grey if
service is disabled, bright green if service is operational, yellow if serviceis utilized
heavily, and red if there is a problem with the service. The CPU utilization bar graph
indicates how much processor timeis being used by this service.

Displays the status of web publishing services. The number of sessions displayed
represents the number of active web sessions currently open. The CPU utilization bar
graph indicates how much processor timeis being used by this service. The status
light is grey if serviceisdisabled, bright green if serviceis operational, yellow if ser-
viceis utilized heavily, and red if there is a problem with the service.

Displaysthe status of the secure web server. The number of sessions displayed repre-
sents the number of active secure web sessions currently open. The CPU utilization
bar graph indicates how much processor time is being used by this service. The sta-
tuslightisgrey if serviceis disabled, bright green if serviceis operational, yellow if
serviceis utilized heavily, and red if thereis a problem with the service.

Displays the status of file services for Windows and NT clients. The number of ses-
sions displayed represents the number of active users currently connected to Net Inte-
grator and utilizing file services. The CPU utilization bar graph indicates how much
processor timeis being used by this service. The statuslight isgrey if serviceisdis-
abled, bright green if service is operational, yellow if serviceis utilized heavily, and
red if there is a problem with the service.

Displays the status of file services for Apple Macintosh clients. The number of ses-
sions displayed represents the number of users currently connected to Net Integrator
and utilizing file services. The CPU utilization bar graph indicates how much
processor time is being used by this service. The status light is grey if serviceisdis-
abled, bright green if service is operational, yellow if serviceis utilized heavily, and
red if there is a problem with the service.
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NFSFile
Server

FTP Server

MySQL
Server

SMTP
Server

IMAP and
POP3 Server

Displaysthe status of the NFSfile server for UNIX and similar systems. The number
of sessions displayed represents the number of active users currently connected to
Net Integrator and utilizing file services. The CPU utilization bar graph indicates
how much processor time is being used by this service. The statuslight is grey if ser-
vice isdisabled, bright green if service is operational, yellow if serviceis utilized
heavily, and red if there is a problem with the service.

Displays the status of FTP services. The number of sessions displayed represents the
number of active FTP downloads currently in progress. The CPU utilization bar
graph indicates how much processor time is being used by this service. The status
light isgrey if serviceisdisabled, bright green if service is operational, yellow if ser-
viceis utilized heavily, and red if there is a problem with the service.

Displays the status of MySQL services. The number of sessions displayed represents
the number of active users currently connected to NetIntegrator and utilizing MySQL
database services. The CPU utilization bar graph indicates how much processor time
isbeing used by this service. The statuslight isgrey if service is disabled, bright
green if serviceis operational, yellow if serviceis utilized heavily, and red if thereis
aproblem with the service.

Displays the status of SMTP services. The number of sessions displayed represents
the number of emails being transferred by this server (normally none). The CPU uti-
lization bar graph indicates how much processor time is being used by this service.
The statuslight isgrey if serviceis disabled, bright green if serviceis operational,
yellow if serviceis utilized heavily, and red if there is a problem with the service.

Displays the status of serversresponsible for delivery of email messages from IMAP
and POP3 mailboxes. The number of sessions displayed represents the number of
users currently downloading email messages from their IMAP or POP3 mailboxes.
The statuslight isgrey if service is disabled, bright green if serviceis operational,
yellow if serviceis utilized heavily, and red if there is a problem with the service.
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LDAP
Server

Reboot
Button

Shutdown
Button

Displays the status of the LDAP server (which is used to publish user names and
email addresses into theinternal directory). The number of sessions shows how
many users are connected. The statuslight isgrey if service is disabled, bright green
if serviceisoperational, yellow if serviceis utilized heavily, and red if thereis a prob-
lem with the service. The CPU utilization bar graph indicates how much processor
timeis being used by this service.

Click on this button to reboot your Net Integrator.

Click on this button to properly shut-down your Net Integrator. Failure to click on
the Shutdown button means that your RAID array hasto rebuild. See Disk Status
Messages in Chapter 23: Disk Management for more information.
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Chapter 3 Configuring your Net
|ntegrator

Proceeding with Configuration

You areready to proceed with the system configuration onceyou have:
» configured your workstation to use TCP/IP
» creded an Administrator account
* logged in and conneded to WebConfig.

Configuring General Network Settings

1. Seled Local from the Network Setup menu on the left side of any WebConfig screen. The
Local Network Options screen displays:

Enable NIS Server?

System Time (from Intemet):

Aﬂusi Time Znna

|#* ADVANCED..
! » SAVE CHANGES |# CANCEL CHANGES
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2. Net Intelligence aitomaticaly assigns arandom Host Name to the Net Integrator during
thefirst boot-up. If appropriate, enter a new host name by typing over the existing text.
The new host name should be unique, use only numbers and letters, and contain no
spaces.

Please Note: Host Names should be unique because they are used to distinguish your box from
others on the local network and are used by local users to identify a Net Integrator’s file and print-
sharing resources. In addition, the host name (in conjunction with the domain name) forms a unique
Internet name under which the Net Integrator and its web, FTP, and email services are addressed on
the Internet.

3. If appropriate, enter a new domain name by typing over the existing text.

Please Note: Domain Names are part of the Internet naming standard (which applies to every
device connected to the Internet). Each host has a unique name, which consists of a host name and
domain name. In general, all Internet hosts owned by your company will belong under the same
domain.

4. Indicate whether or nat you want the rsync server to be enabled. Thisoptionsisfor
Unix-style clients only. We recommend that you leave the default setting.

5. Seled the gopropriate public DNS resolution ogion.
e Seled Yesif you want Net Integrator to perform DNS resolution for Internet hosts.
e Seled Noif you do not want Net Integrator to perform DNS resolution.

¢ Seled Dynamic if you want Net Integrator to perform Dynamic DNS resolution.

Please Note: If the public DNS server is enabled, Internet hosts can resolve name-to-IP nhumber
queries for Internet services provided by Net Integrator. Dynamic DNS resolution allows you to host
email, web, and FTP services using an Internet connection with a dynamic IP address.

6. Althoughthe DHCP server is disabled by default, we recommend that you seled Yesto
enableit. Enabling the DHCP server means that | P addresses are automaticadly assigned
to every workstation onthe locad network (as opposed to assgning them manually).

Please Note: If there is more than one DHCP server on the local network, your Net Integrator will
not activate its own DHCP server and will instead request automatic address assignment from the
existing one. The DHCP server is automatically enabled if Net Intelligence detects that DHCP
requests are not being answered by any other DHCP servers.

7. Indicate whether or not you want to enable the SNMP (Simple Network Management
Protocol) server.

Please Note: SNMP is used to collect statistical information from the host about parameters such as
network throughput and CPU utilization.
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8. If you enable the SNMP server, enter an appropriate SNMP community name.

9. Indicate whether or not youwant to enable the NIS Server. Leare NIS disabled if you are
using Windows. If you are using Unix or asimilar system, leave it disabled unlessyou
need NIS Service.

Please Note: Net Integrator’s built-in Network Information Server (NIS) is used to share usernames

and groups across a network to simplify user access. Unix and similar systems can be configured to
use NIS. Net Integrator uses NIS version 2.

10. The Net Integrator synchronizes its clock from a sourceon the Internet. To set the proper
time, seled your Time Zone from the drop-down list.

11. Click on the Save Changes button.

Configuring Advanced Network Settings

The Advanced Network Settings screen allows you to configure some of Net Integrator’s
more alvanced feaures. Changing advanced network settings can cause odd behavior on
your network; for example, if you change Net Integrator’s | P address or Netmask to an incor-
red value, youmay not be aleto read it from your web browser to change it bad. If some-
thing goes wrong with these settings, you have to use the antrol panel to change them bad.

Please Note: If you intend to use TunnelVision (discussed in Chapter 16), every network in each office
location that will be connected through a VPN must have a separate network address. If Net Integrator
boxes in various locations auto-configure their local network interfaces to the same network, you will have
to change your subnet number and IP address to a different value. Refer to Reconfiguring Network
Devices in this chapter for information on how to do that.

Advanced Network Settings screen

To access the Advanced Network Settings screen:

1. Seled Local from the Network Satus menu found on the left side of any WebConfig
screen. The Local Network Options screen displays.
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2. Seled the Advanced... option a the bottom of the screen. The Advanced Network Settings
screen dsplays:

i NETWORK DEVICES

Device IP Address Netmask
ethl 9z. a0 .0
ethl

Network Devices

The foll owing li st describes the Network Devices sedion of the screen:

« Device-liststhe network interfacesinstalled on Net Integrator. Eth O should be
conneded to your LAN. Eth 1, Eth 2, and PPP 0 should be mnneded to the Inter-
net.

¢ |P Address—liststhe IP addresses to the interfaces.
¢ Netmask —liststhe IP network mask assgned to a particular interface

¢ Mode— describes how an IP address was assigned to an interface Forced means
that a permanent | P addresswas asggned by an administrator. EthO should
aways have aforced |P address. DHCP means that atemporary 1P address was
assigned by the DHCP server. DHCP addresses change ea time you turn-on
your Net Integrator. NetMap indicates that the IP address was automaticdly
assigned by your Net Integrator.
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e Trust —avery important parameter. Yes signifies atrusting relationship with all
hosts attached to that interface(meaning that no firewall protection isapplied to
that interface). EthOshould always be mnfigured astrusted. No means that any
traffic arriving at that interfaceis considered non-trusted; as such, appropriate fire-

wall protedionis applied. All Internet connedions should be configured as non-
trusted.

» Action Button — Clicking this button displays a screen where interfacesettings
can be changed.

Reconfiguring Network Devices

1. Click on an interfacés Action button.
2. The Network Settings screen for that interfacedisplays:

Metwork Settings for ethO
IP Address: | [EERTLRCRL]

Hetmask:

Trust computers on this network (pass them Byves @ Mo
through the firewall)? "t '

Choose address automatically 7

Optional DHCP Client ID: | |

|® SAVE CHANGES |® CANCEL CHANGES

3. Optional: Enter anew IP address (in the format 192.168.12.10).
4. Optional: Enter anew network mask (inthe format 255.255.255.0).
5. Optional: Change the trust relationship for thisinterface

» For ethQ, seled Yes. Thisremovesall firewall protedion and gives users open
accesto the internal network.

e For ethland eth2 (which are cnneded to the Internet), always select No. This
blocks outside users from accessing your internal network.
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6. Optional: Indicate whether or not youwant the Net Integrator to automaticdly choose
an | P address and network mask.

e Thedefault settingis Yes, meaning that the Net Integrator automaticdly seledsan
IP addess and network mask.

« Thedefault setting is changed to No (and autoconfigurationis disabled) if you
entered anew | P addressor anew network mask and clicked on the Save Changes
button.

7. Optional: If your DHCP server (i.e. your cable modem provider) spedfied that you need
aDHCP Client ID when setting up your network, enter it here.

8. Click on the Save Changes button.

Network Routes

The Network Routes sedion of the screen displays the | P routes known to the Net Integrator.

Because Net Integrator automaticdly discovers its network surroundings and sets up routing
tables, you generally do not need to edit them. However, depending on your Internet connec
tion, your ISP may assigh yau anew route (in which case you have to edit the default route).

Please Note: Whether or not you have to change any route settings depends on your network setup and
Net Integrator’s connection to the LAN and to the Internet.

Deleting Network Routes

1. Click on the gopropriate route’s Delete button.
2. Inthewindow that displays, click on the Ok button.
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Editing Network Routes

1. Click onthe gopropriate route’s Action button. The foll owing screen displays:

MODIFY ROUTE

Destination: | FEZ:is L0 EA(Fe

Interface:
Gatoway pvors

_|® SAVE CHANGES |# CANCEL CHANGES

2. Optional: Enter anew destination |P addressand netmask (in the format
192.168.12.0/24).

3. Optional: Click onthe Interface drop-down arrow and seled the interfaceover which
this network can be accesed.

4. Optional: If thisisnot alocd network route entry (i.e. eth1 or eth2), enter the network’s
gateway address:

i MODIFY ROUTE

Destination: | ([T

Interface: | BEil
Gateway (optional): | ZRECRUIE IR

_|® SAVE CHANGES _|® CANCEL CHANGES

5. Click on the Save Changes button.
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Network Configuration Senarios

1. Net Integrator asa Workgroup Server without a direct connection to the I nternet

Hub/Switch

B
==

Net Integrator =%\ <

In this scenario, you would go to the Advanced Network Settings screen to change the IP
address or the network mask of the locd network interfaceor Net Integrator’s default
route. Although you generally do not need to change these settings, you can till do so:

a. Inthe Network Devices or Network Routes sedion of the Advanced Network Settings
screen, click on the gopropriate Action button.

b. Depending on your choice the Modify Route or the Network Settings screen displays:

Please Note:Refer to Reconfiguring Network Devices and Reconfiguring Network Routes earlier
in this chapter for a full descriptions of these two screens.

i MODIFY ROUTE

# SAVE CHANGES |# CANCEL CHANGES

255 255 e85, 0

Trust compulers on this network {pass them ]
through the firewall)?

|# SAVE CHANGES |# CANCEL CHANGES

c. Changethe gpropriate settings and click on the Save Changes button.
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2. Net Integrator asa Workgroup Server and Dial-up Gateway to the Internet

Dial-up line

Internet

Net Integrator

If the Net Integrator has automatically chosen the proper | P addresses, there is nothing
else for you to change. If you want to change the Net Integrator local 1P addresses, you
can do so by clicking the Edit button on the line describing the parameters for the Ether-
net 0 interface.

The default route is automatically determined when Net Integrator dialsin to the Internet.
In this case, there should be no default route entry in the Routes Table.

3. Net Integrator asa Workgroup Server and High-speed Gateway to the I nter net

Internet

Net Integrator

Net Integrator autoconfigures its parameters if the | SP uses DHCP as a means of auto-
matic network configuration. In this case, there should be nothing for you to do on the
Advanced Network Setup screen (although you can change the address of your local net-
work interface if you wish to do so).

s

If your | SP assigns a unique static | P address, network mask, and default route, Net Inte-
grator will likely discover the proper default route but will not know which IP addressto
select. Although Net Integrator will find the available address and establish a proper con-
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nection to the Internet, you should change the I P address of your Internet interface to the
address assigned by your ISP. You should do the same with the default route setting. If
you run into problems configuring advanced network settings, contact technical support.
To change these settings:

a.

In the Network Devices section of the Advanced Network Settings screen, click on the
ethl Action button.
The Network Settings screen displays. Enter the new | P address and click on the Save
Changes button.

In the Network Routes section of the Advanced Network Settings screen, click on the
Default Action button (the last entry in the list).
The Modify Route screen displays. Change the default route and click on the Save
Changes button.
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Configuring your Internet Conrection
Configuring aDial-up Modem

When someone is conneded to the Internet with a dial-up modem, their name displaysin the
Internet Status sedion o WebConfig's System Status screen. The alministrator can choose
to terminate the user’s connedion.

1. Selead Dial-up from the Network Status menu found on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays:

DIAL-UP NETWORKING SETUP

Auto Allow
Il ‘ {1~ I

8DSL/PPPOE on ethi

Ethernat (often used on ADSL lines)

* DETECT MODEMS

2. Optional: Click onthe Deted Modems button to initiate the Modem Detedion Cycle.
Refer to Chapter 4: Double Vision for information on using multi ple dial-up modems.

3. Click onthe Modem #1 Action button. The following screen displays:

i DIAL-UP NETWORKING SETUP

Intermet Account Usemame:
Account Password:

ADVANCED OPTIONS

Dial automatically when someone gy
tries to reach the Intermet?

Emutate Windows Dial-up Networking? | [ ves o

Allow Dial-In connections? | @l ves @ Mo

* SAVE CHANGES | » CANCEL CHANGES
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4. Enter the phone number provided by your ISP. If youhaveto dia 9to get an outsideline,
enter this number aswell. For example, enter: 9, 123-123-1234.

5. Enter the Internet account username provided by your ISP,
6. Enter the acount password provided by your ISP,

7. Re-enter your password to ensureit was entered corredly. If the passwordsdo not match,
youwill be asked to re-enter your password in both fields.

8. Indicae the number of idle seoonds before automatic disconnedion.

Please Note: If you enter zero, the connection will never automatically disconnect. Be careful with
this setting, especially if do not have unlimited Internet access.

9. Seled the gopropriate dialing mode:

* Sedled Yesif youwant the Net Integrator to dia automaticadly to the Internet when
someonetriesto read it.

e Seled Noif you want to manually initiate a @nnedion by clicking Dial Modem
on the System Satus page.

* Seled Only asalast resort if you want to use adial-up connedion when one or
more of your high-speed connedions fail. The dial-up connedion will stay adive
until one of the high-spead connedions becomes functional . Although all trafficis
forwarded to the high-speed connedion when it returns to normal, the dial-up
connedion remains adive for afew minutes in case the high-speeal connedion
failsagain. In that case, the system re-routes traffic badk to the dial-up connedion
immediately without having to wait for adial-up connedion to be re-established.

10. Indicae whether or not you want your Net Integrator to emulate Windows Dial-up
Networking.

Please Note: Some Internet providers are setup to work only with Windows dial-up clients. If you
have problems establishing dial-up connection, try enabling this option.

11. Indicae whether or not userswill be ale to establi sh aremote dial-in modem connedion
to the internal network.

Please Note: A user’s VPN (PPTP) and Dial-In access has to be enabled before they can establish
a remote connection. See Creating Users in Chapter 5: User & Team Management for more informa-
tion.

12. Click on the Save Changes button.
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Configuring aDS. Connection

1.

Selea Dial-up from the Network Status menu found on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays.

Click on the Action button in the gpropriate ADSL row. The ADSL Dialer Options
screen displays:

ADSL Dialer Options

Type of connection: | FFF

Intermet Account Usemame:
= %

Re-enter Password:

Enable this connection:

# SAVE CHANGES ¢ CANCEL CHANGES

Enter the Internet acount username provided by your ISP,
Enter the acount password provided by your ISP,

Re-enter your passvord to ensureit was entered corredly. If the passwvords do not match,
youwill be asked to re-enter your password in both fields.

Indicate whether or not you want to enable the ADSL connedion.
* Seled Yesif youwant to establish a permanent connedion.
« Seled Noif youdo not want to establish a mwnnedion.

» Seled Only asalast resort if youwant to use this connedion only if the primary
connedion fails.

Click on the Save Changes button.
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Configuring aLeased Line Connedion

1.

2.

Seled Dial-up from the Network Status menu found on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays.

Click on the Leased Line Action button. The foll owing screen displays:

Leased Line PPP Options
Type of comection: | PPP over K21 (o

Internet Account Username: |

Account Password:

Re-enter Password: |

e SAVE CHANGES e CANCEL CHANGES

Enter the acount username provided by your ISP,
Enter the acount password provided by your ISP,

Re-enter your password to ensure it was entered corredly. If the passwords do not match,
you will be asked to re-enter your password in both fields.

Indicate whether or not you want to enable this connedion.

« Sedled Yesif youwant to establi sh a permanent connedion using the leased line.
Thisisthe reammended setting.

¢ Seled Noif you do not want to establish a mnnection using the leased line.

« Secled Only asalast resort if you want to use the leased line cnnediononly if
the primary connedion fails.

Click on the Save Changes button.
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What is DouldeVision?

DoubleVision is a Net Integrator feaure that all ows you to configure two or more Internet
connedions. For example, you can combine a céle modem andan ADSL link, two ADSL
li nks, multi ple dial-up modems (to the same or different I SFs), or any combination of Inter-
net connedions supported by Net Integrator.

There is no single placeto configure DoubleVision. Instead, it is automaticaly configured
when more than one Internet connedionis used at the same time.

Advantages to DoubleVision

* Increased performance
Web browsers can share Internet links to improve browsing speed. For example, you could download an
image using one Internet connedion and download ancther image using another.

* Increased reliability
If one ISPsInternet connedionsfails, the remaining ISP's connedion stays functional. This meansthat your
downtime is limited.

* Last Resort dial-up mode
If one or more of your high-speed Internet connedionsfail, Net Integrator can dial your modem automaticdly
and use dial-up accessinstead. When your high-speed links are restored, the modem automaticdly discon-
neds.

* Dynamic DNSIntegration
If you're using Dynamic DNS, Net Integrator automaticdly publishes appropriate DNS names < that people
can aways find your web site, even if your high speed links are down and you need to use adia-up connec
tion. SeeChapter 18: Domain Name Services for more information.
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* Net Intelligence

No human intervention isrequired to adivate and deadivate Internet services when they fail or are restored.
Net Intelligence aitomaticdly takes care of these situations.

¢ Full automation

You do nd have to reconfigure ay client workstations on your locd network in order to take advantage of
DoubleVision. DoubleVisionisfully automated and managed by the server.

Modem Conrections

Since modems are normally much slower than ather Internet connedions, you probably do
not want to use amodem as your primary connedion. Instead, you can configure your
modem as a ‘last resort’ option, meaning that your modem will only conned if one or more
of the high-speed connedions fails.

If amodem is configured as the primary connedion, it will conned to the Internet even if
high-spead connedions are available. Thisisuseful if you want to test the modem connec
tion.

You can take advantage of DoubleVision even if you do not have accesto a high-speed
Internet connedion. Simply configure more than ore modem by indicating that you want
both of them to da automaticaly when someonetriesto read the Internet. In addition, you
can configure one or more modems as a ‘last resort’ option (in case the primary modems
fail). For more information on configuring a modem, refer to Chapter 3: Configuring your
Net Integrator.

Please Note: When someone is connected to the Internet with a dial-up modem, their name displays in
the Internet Status section of WebConfig's System Status screen. The administrator can choose to termi-
nate the user’s connection.
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Service Integration

User and team management is tightly integrated with a number of other Net Integrator ser-
vices. It isvery important that you understand how user and tean management relates to
these other functions before we start talking about creding, editing, and deleting users and
teams. Please read the following sedion carefully.

Net Integrator’s email, file, web, and FTP services are tightly integrated. Every user and
team acount that is creded hasinstant and automatic accessto all of these services. When a
user is creded, anumber of things happen in the badground:

» alogin account is creaed and the password defined by the administrator is
asdgned to that acount.

» apersonal user diredory iscreaed on the server. Thisdiredory is
accessble in Windows' Network Neighborhood a on Madntosh’'s AppleShare
drive. If NFSis enabled, UNIX and similar systems can use the path
/export/home/username to accessthis diredory. For example, the path for some-
one with the username janedoe would be /export/home/janedoe.

« aWWW diredory is creaed within the user’s personal diredory. Any file stored
inthisdiredory is automaticaly published onthe user’s personal web page.

e anFTPacount (which points diredly to the user’s personal diredory) is creaed
for the user. If the user logsin to the FTP server using the proper user name and
password, they can aacessthefilesin their personal diredory.

» anemal acount iscreaed for the user. Email isavailablethrough either POP3 o
IMAP mailboxes.

Similarly, when ateam is creaed, a number of things happen in the badground:

» ateanloginacount is creaed and the password defined by the alministrator is
assgned to that acount.

e ateandiredory iscreaed. Thisdiredory isaccesibleto al tean membersin
Window’'s Network Neighborhood o on Madntosh’s AppleShare drive. If NFSis
enabled, UNIX and similar systems can use the path /export/home/teamname to
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accesthisdiredory. For example, the path for ateam named sales would be
/export/home/sales.

< aWWW diredory is creaed within the team diredory. Any file stored in this
diredory is automaticdly published on the teamn's web page.

e an FTPacount (which points diredly to the tean diredory) is creaed for the
team. If ateam member logs into the FTP server using the proper team name and
password, they can accessthe filesin thetean diredory.

* anemail distributionacount is creaed for members of the team. Team email can
be accesed through either POP3 or IMAP mailboxes. Emailsrecaved bythe
team email acount are aitomaticdly forwarded to all members of the team.

User Accouns

Creating Users

1. Seled User Setup from the menu on the left side of any WebConfig screen. The Main
Setup screen displays:

TEAM SETUP

famin | Team ID Full Hame Members | PPTP/Dial-In FI'P Action

webmaster S " » =) (X

i USER SETUP
Admin | User ID Teams | PPTPiDial-In | FTP| Action

" root System Administrator b ¥ =) (X

{@ ADD NEW USER : |@ ADD NEW TEAM
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2. Click onthe Add New User button. The Create New User screen displays:

. CREATE NEW USER

» SAVE CHANGES |# CANCEL CHANGES

3. Enter the User ID that will serve & the user’slogin and personal diredory name. User
IDs cannot contain spaces or any punctuation other than the hyphen (e.g. jane-doe).

Please Note: If Net Integrator's email server is used to receive email, this user ID will become part of
the user’s email address. For example, if the username janedoe is created on a Net Integrator that
resides in the example.com domain, Jane's email address will be janedoe @example.com.

4. Enter the user’s full name.
5. Enter a password for the user. User passwords should be unique.

6. Re-enter the password to ensure it was entered corredly. If the passwords do nd match,
youwill be asked to re-enter the password in both fields.

7. Indicate whether or not this user will have alministrative privileges. Administration
privileges means that this user will have unrestricted accessto all configuration functions
of Net Integrator.

8. Indicate whether or not this user will have FTP accessto hisor her private diredory.

Please Note: FTP has to be enabled before the user has FTP access. If FTP is enabled in Trusted
Hosts Only mode, the user can access files from a trusted, internal network or from a VPN. If FTP is
enabled in open mode, the user can access files using FTP from anywhere on the Internet.

9. Indicae whether or not the user is all owed to establish aremote VPN (PPTP) or dial-in
modem connedion to the internal network. For seaurity reasons, most users sould not
be ale to establish aremote mnnedion.

Please Note: VPN services have to be enabled before a user can establish a VPN connection. Sim-
ilarly, dial-in for a specific modem has to be enabled before a user can establish a dial-in connection
on that modem. See Chapter 16: Remote Access Services for more information.
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10. Seled the teams this user will be apart of. Tean membership gives users full accesto
theteam's dhared dredory.

11. Click on the Save Changes button. The Main User Setup page redisplays, and the user
displaysinthelist of previously creaed users.

Editing Users

1. Onthe Main User Setup screen, click onthe gpropriate user’s Edit Action button. The
Modify User screen displays:

MODIFY USER

Test E-Mail:| [5=nd]

|® E-MAIL..
* SAVE CHANGES |# CANCEL CHANGES

2. Change the user’s information as appropriate. Refer to Creating Users (in this chapter)
for adescription of the fields onthis screen.

3. Click on Send to send this user atest email.
4. Click on the Saves Changes button.

Deleting Users

IMPORTANT:Deleting a user means that all of the user’s personal files, email settings, mailbox,
and any undelivered email in the mailbox will be deleted. Once this is done, none of the above
can be recovered (unless you restore the data from a previous backup).

1. Onthe Main User Setup screen, click onthe gpropriate user’s Delete button.

2. Inthewindow that displays, click on the OK button.
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Modifying User Email Settings

1. Seled User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.

2. Click onthe gpropriate user’s Action button. The Modify Users screen displays.

3. Click on the the E-mail... button on the bottom of the screen. The E-mail Setup screen
displays:

. E-MAIL SETUP |

Retrieve

ETR il mail. exanple. com

SAVE CHANGES ' » CANCEL CHANGES

4. Optional:

a.In the RetrieveMail from POP Server field, enter the server on which the user’s
POP acount it is located.

b.Enter the user’s remote POP password. Thisfield has to be fill ed in the following
format: username@mail server. For example, if the user’s POP usernameis
johndoe and his email i s stored in the mail .example.comor 192.168.0.1 server,
youwould enter johndoe@mail .example.com or johndoe@192.168.0.1.

Please Note:Enter information into these fields only if Net Integrator is not your primary mail
server or if you have another mail account that you want to have retrieved along with your Net
Integrator mail.
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5. Enter aremote POP password.

6. Re-enter the passwvord to ensure it was entered corredly. If the passwords do nd match,
youwill be asked to re-enter your password in both fields.

7. Optional: Enter an email addressto which the user’s email s should be forwarded.

8. Indicate whether or not youwant emailsto be kept onthe server after they have been for-
warded. Thisistypicdly doneif auser has email s forwarded to them whil e they are on
vacdion or out of the office

9. Optional: Enter atext message to be sent automaticdly to any receved emails. Thisis
typicdly done to inform people that the user will be out of the officeor to natify the
sender that their message was receved.

10. Click on the Save Changes button.

Team Accourts

Creating Teams
1. Seled User Setup from the menu on the left side of any WebConfig screen. The Main
User Setup screen displays.
2. Click onthe Add New Team button. The Create New Team screen displays:

i CREATE NEW TEAM

| omeatewewre |
Team ID: A

Re-enter Passworid:

Allow FTP Access

O |
Allow VPN (PPTP) and Dial-In Access: M 7

Group Email 5 de 7

J
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3. Enter ateanID. ThisID serves asthe name of thetean’s shared direcory and as the
team’s FTP login name (which gives team members FTP access to the shared diredory
and the WWW diredory). Tean IDs cannot contain spaces or any punctuation other than
the hyphen (e.g. sales-team).

4. Enter adescriptive name for the team in the Full Name field.
5. Enter alogin password for the team. Team passwvords should be unique.

6. Re-enter the password to ensure it was entered corredly. If the passwords do nd match,
youwill be asked to re-enter the password in both fields.

7. Indicate whether or not the team will have FTP acces to the team diredory.

Please Note: FTP has to be enabled before the team has FTP access. If FTP is enabled in Trusted
Hosts Only mode, the team can access files from the internal network or from a VPN. If FTP is
enabled in open mode, the team can access files using FTP from anywhere on the Internet.

8. Indicae whether or not tean members are dl owed to establish aremote VPN (PPTP) or
dial-in modem connection to the internal network. For seaurity reasons, most teams
should not be able to establish aremote cnnedion.

Please Note: VPN services and dial-in services have to be enabled before a team member can est-

ablish a VPN or dial-in connection. See Chapter 16: Remote Access Services for more information.
9. Seled the gopropriate group email setting:
* Seled Send to membersto send team email s to all team members.

e Sedled Useshared folder to store dl team email sin an automaticaly creaed folder
that isaccessble to all tean members through an IMAP client.

10. Seled the members of the team. Team membership gvesfull accessto the team’s shared
diredory.

11. Click on the Save Changes button. The Main User Setup page redisplays. Theteam dis-
playsin thelist of previoudy creaed teams.
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Editing Teams

1. Onthe Main User Setup screen, click onthe gpropriate team’s Action button.
2. The Modify Team screen displays:

i MODIFY TEAM
o n
Re-enter Password: J

|# SAVE CHANGES |# CANCEL CHANGES

3. Change team information as appropriate. Refer to Creating Teams (in this chapter for a
description of the fields on this sreen.

4. Click on Send to send thisteam atest email .
5. Click on the Save Changes button.

Deleting Teams

IMPORTANT:Deleting a team means that the team’s shared network directory and all of the files
contained within the directory are deleted. Once this is done, none of the above can be recovered
(unless you restore the data from a previous backup).

1. Onthe Main User Setup screen, click onthe gpropriate team’s Delete button.

2. Inthewindow that displays, click on the OK button.
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File Sharing Srvices

Net Integrator is designed to provide high performance file sharing services for Windows,
Macintosh, and UNIX-style clients. Files created by Windows users can transparently be
seen by Macintosh users and vice versa.

The management and administration of file servicesistightly integrated with user manage-
ment and administration. Please refer to Service Integration in Chapter 5: User and Team
Management for a detailed explanation of how file sharing services are automatically setup
during user and team creation.

Configuring File Services

1. Select the Filefrom the Server Setup menu on the left side of any WebConfig screen. The
File Server Setup screen displays:

FILE SERVER SETUP

Enable NFS file server? | [l c: Qo

Mapping scheme for NFS: ugidd MNaone
|« SAVE CHANGES |# CANCEL CHANGES
2. If appropriate, enable the Macintosh File Server. If Macintosh file services are not

enabled, users will not have access to their personal network directories or shared team
directories from Macintosh workstations.
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3. If appropriate, enable the Windows File Server. If Windowsfile services are not enabled,
userswill not have access to their personal network directories or shared team directories
from Windows workstations.

4. If you enable the Windows File Server, enter a Windows workgroup name. This name
indicates the work group under which Net Integrator will be listed as aresource in Win-
dows Network Neighbourhood.

Please Note: It is recommended that you enter the Windows workgroup name being used by other
workstations in the office. If you are setting up a new network, you can use any workgroup name you
wish — just make sure that you configure your Windows workstations so they belong to the same
workgroup.

5. If appropriate, enable the NFS File Server. If NFSfile services are not enabled, UNIX
userswill not have access to their personal network directories or shared team directories
from UNIX workstations.

6. Select amapping scheme for NFS.
Please Note: The recommended setting is None. Please refer to Appendix A: Network File System
for more information.

7. Click on the Save Changes button.

8. To ensurethat the status of the file server has changed, select System Status from the
menu on the left hand side of the screen. The Windows, Apple, and NFSFile Server sec-
tions of the System Satus screen display the updated status.

Please Note: It may take up to 15 seconds for file services to start, and during that time the status
may read Error starting service.
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Net Integrator Print Services

Net Integrator’s parallel printer port can be mnneded to any type of printer that users are
sharing on the internal network. You can also use ehernet printer sharing devicesto conned
printers diredly to your LAN. Net Integrator does not support the bidirediona mode of
parallel devices; it can send output to printers but cannot read detail ed status information.
Thismeansthat any spedal print manager and status monitor software on yaur PC should be
disabled.

Net Integrator’s print services are setup automaticaly during the first system boot (providing
all Net Integrator users with unrestricted access to the shared printer).

Configuring your Workstation

Before you can print on a printer conneded to your Net Integrator, you have to configure
your workstation for printing.

1. InWindows, open your Network Neighbourhood and double-click on the server icon
with the name of your Net Integrator (e.g. Paintball).

2. Thefollowing window displays, showing the network file and print services that you
have accssto:

ftp oz Frinter webmaintainer  webmaster

ﬁintball

PAINTEALLAPrinter
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3. Double click on the printer icon. The following window displays:

Printers

{ i Before vou can uze the printer “\PAINTBALL Printer,' it must be set up on your computer. Do you want Windows to set
up the printer and continue this operation?

4. Select Yesto configure your workstation. The Add Printer Wizard displays:

Add Printer Wizard

Do pou print fram M5-005-based pragrams?

G EEEH I Mext » I Cancel |

5. Select No to indicate that you are not printing from MS-DOS programs. Click on the
Nex button.

6. On the screen that displays, select the brand and type of printer that is connected to your
Net Integrator. Click on the Nex button.

Add Printer Wizard

I,_.-vfé‘ Click. the manufacturer and model of your printer. If your printer came with an
@ installation disk, click Have Disk: [f your printer is not listed, consult your printer
documentation for a compatible printer.

tanufacturers: Frinters:

:J HF Laserlet B5i/A51 MX PS :_I
HF Laserlet 55i Mopier PS

.y |HP Lasenlet 6L PCL
HF Laserlat EMP

-]
Kyocera
Lazertd aster HF Lazerlet BR/GMP - PostScript
| murmark LI HP | Azenlat 111 Ll

Have Disk.... |

< Back I Mest » I Cancel |

Please Note: If your printer is not listed, click on the Have Disk button and provide the printer driver
from the disk provided by your printer’s manufacturer.
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7. Enter aname for the printer. Indicate whether or not you want this printer to be used as
the default printer. Click on the Nex button.

Add Printer Wizard

“Y'ou can type a name for this printer, or you can use
the name supplied below. *When you have finished,
click Mest.

Frinter name:

[ro pou want your Windows-based programs to use this
printer as the default printer?

O Yes
& No

< Back I Mext » I Cancel |

8. On the screen that displays, indicate whether or not you want to print atest page.

After your printer is installed, Windows can print a test
page =0 you can confirm that the printer iz set up properly.

“whould you like to print & test page?

< Back | Finizh I Cancel |

9. Select Finish. You will be prompted to insert your Win95/98 install disk. Some fileswill
be copied to your system, and your shared printer will be setup and ready for printing.
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Emall Sarvices

Comporents of the Email System

The main components of Net Integrator’s email delivery subsystem are the:

SMTP Server —amail delivery system. When you send an email, the SMTP server takes
this message from your email client and delivers the message to the redpient’s POP3
server.

POP3 Server — a system that receves a user’s email messages and stores them in the
user’s mailbox. When auser’s email client checks for new mail, it communicaes with
the POP3 server, which ensures proper user authentication and delivery of email to the
user’'s email client. POP3 isthe most commonly used mail delivery protocol.

IMAP Server —an advanced system that is gmilar to POP3. Becaise IMAPisrelatively
new, not all mail clients support it. IMAP offers superior user authentication and allows
users to store their email ona server instead of downloading messages to a workstation
(asisthe cae with POP3). This allows users to chedk their email from various worksta-
tions and lets them see acomplete list of the email s kept in their folders.

WebM ail Server —asystem that all ows users to seaurely access their email from any
workstation on the Internet using a standard web browser. The web mail server uses SSL
encryption to seaure online transadions. Refer to Chapter 9: Web Mail for moreinforma-
tion.

L DAP Server —adiredory system that holds the names and email addresses of all users
on the Net Integrator server. Thisdiredory can be seached with any standard email
client. The LDAP server does not store names and email addresses of users not conneded
to the Net Integrator.

Realtime Blackhole List (RBL) —a‘spam’ blocker that has different levels of spam pro-
tedion (such as Srong and Medium).

Mail Virus Scanner —scans al outgoing and incoming mail for viruses. If avirusis
found, it isimmediately removed from the email. A warning is then sent to the sender
and all redpients alongwith the original (but virus-fre€ message.
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Configuring Email Service

1. Seled E-Mail from the Server Setup menufound onthe left side of any WebConfig
screen. The E-Mail Setup screen displays:

i E-MAIL SETUP

SMTP (mail delivery) server:

POP-3 (mail reader) server:

IMAP {advanced mail reader) setver:

Web Mail Server {Requires IMAP and
WAAY servers):

LDAPF directory server:

RBEL (spam blocker): Wedium RBEL Mo RBEL
Mail Virus Scanner: W0

2. Seled the gopropriate SMTP server setting:

e Seleding Yes enablesthe SMTP server and allows any computer onthe internal
network or on the Internet to send email using the Net Integrator asamail server.
Messages from computers on the Internet are acceted only if their destination is
thelocd domain hosted by your Net Integrator. This prevents your server and
Internet bandwidth from being used to send ursolicited email s).

e Seleding Only Trusted Hosts enables the SMTP server and al ows internal users
and users conneded to the internal network through a VPN to send email using
the Net Integrator as their mail server.

« Seleding No disablesthe SMTP server completely.
3. Seled the gopropriate POP3 server setting:

e Seleding Yes enables the POP3 server and allows any computer on the internal
network or on the Internet to access the POP3 mailbox. Seled Yesonly if you
have users who will be accesing their email from outside of the office

« Seleding Only Trusted Hosts enables the POP3 server and allows internal usersto
acces the POP3 mail box.

e Seleding No disables the POP3 server completely.
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4. Seled the gpropriate IMAP server setting:

» Seleding Yes enablesthe IMAP server and all ows any computer on the internal
network or on the Internet to access the IMAP mailbox. Seled Yes only if you
have users who will be accesing their email from outside of the office

» Sededing Only Trusted Hosts enablesthe IMAP server and all owsinternal usersto
accessthe IMAP mail box.

» Seleding No disables the IMAP server completely.
5. Seled the gpropriate WebMail server setting:

» Seleding Yes enables the WebMail server. Enabling the WebMail server automat-
icdly enablesthe IMAP and WWW servers. If you disable IMAP or the WWW
servers, the WebMail server will not be functional.

e Seleding No disables the WebMail server completely.
6. Seled the gopropriate LDAP diredory server setting:

» Seleding Yes enablesthe LDAP server (which answers diredory queries). The
LDAP diredory isautomaticdly populated with the names and email addresses of
all users configured onthe Net Integrator server.

e Seleding No disables the LDAP server completely.
7. Seled the gopropriate RBL setting:

e Seled Srong RBL if you want to block known spam servers and spam relay serv-
ers. Strong RBL blocks all spam mail, but may also block other mail. Senders
recave amessage if their mail i s blocked.

* Seled Medium RBL if you want to block known spam servers. Medium RBL-
blocks most spam mail .

« Seled No RBL if you donot want spam protedion.

8. Indicate whether or not you want to enable the Mail Virus Scanner. By default, the virus
scanner is enabled.

9. Enter the number of minutes between remote POP mailbox cheds. The number in this
field spedfies how often (in minutes) the remote mail box is chedked for new emails.

10. Enter the name of your mail domain (e.g. example.com).
11. Click on the Save Changes button.
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Configuring DNS Records

Although email services are fully functional after the administrator enables the appropriate
mail servers, the mail delivery DNS records have to be configured before users can send mail
to and receive mail from outside users.

How do DNS Mail Reaords work?

When you send an email to johndoe@example.com, the message is downloaded to your
SMTP server (which needs to know the IP address of example.comin order to deliver the
message). The SMTP server consults the root DNS server on the Internet and through a
series of queriesis eventually be pointed to the DNS server that stores the names and IP
numbers of the hosts in example.com.

DNS Resolution

Itisvital that your DNS server (which maintains information about your domain) is set up
correctly. DNS resolution service can be provided by Net Integrator, or it can be provided by
another DNS server maintained by you or by your ISP. If DNS resolution is provided by
your ISP and you want Net Integrator to receive all emails for your domain, then make sure
that you request the following from your |1SP;

MX records for your domain should be pointed to your Net Integrator’s outside |P address
(the address assgned to the @hl interface).

If DNS resolution is provided by Net Integrator, make sure that the outside IP address is reg-
istered with Network Solutions as your domain DNS host.

Please Note: In order for your Net Integrator to function properly as a mail server for global
email delivery, you must have a static IP address or use Dynamic DNS.
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Configuring Net Integrator as a DNS Server

1. Selecting Local from the Network Setup menu on the left side of any WebConfig screen.

The Local Network Options screen displays:

.+ LOCAL NETWORK OPTIONS
- e mow (7

Adjust Time Zone: | JeUTIg

|# ADVANCED..

|+ SAVE CHANGES » CANCEL CHANGES

2. Inthe Act as public DNSserver field, select Yes.
3. Click on the Save Changes button.
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Configuring Email Clients

Although there ae anumber of different email clients available today, the configuration of
most email clientsisvery similar. The exad configuration of your email client depends on
how you want your mail delivery to be configured. The two most common configurations
are listed below. Configure your mail client aceording to the mnfiguration that resembles
your email setup.

1.

If your mail ishosted on your | SP’s mail server...

All usersin your office have their own mail address and mailbox hosted onthe ISPs
server. Your ISPsupplies you with the name of the POP3 or IMAP server where your
mail has to be retrieved and with the address for the SMTP mail delivery server. Enter
this address into the gopropriate field during the anfiguration of your mail client.

Using your Net Integrator asan SMTP server (even if your mail i s hosted by an ISP has
its advantages, espedally if you often send large messages or if you have aslow Internet
connedion. Your email client may betied up for minutes or even haursif you attempt to
sendalarge email messageto an ISPsSMTP server. If you use your Net Integrator asan
SMTP server, large fil es are quickly transferred over the high-speed LAN. Although a
file isthen slowly transferred over your Internet connedion, your email client isfreeto
perform other tasks.

Enter the following information when configuring your email client:

e Inthe SMTP server field, enter the IP address or host name provided to you by
your ISP. Alternatively, use your Net Integrator asthe SMTP server and enter the
IP addressor host name of your Net Integrator.

¢ Inthe POP3 or IMAP server field, enter the I P address or host name provided to
you by your ISP,

¢ Inthe POP3 or IMAP mail box namefield, enter the first part of your email
address. For example, if your email addressis johndoe@example.com, enter
johndoeinto this field.

¢ Inthe POP3 or IMAP password field, enter the password provided to you by your
ISP
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2. If your mail is hosted on Net Integrator...
Enter the foll owing information when configuring your email client:

e Inthe SMTP server field, enter the IP address or host name of your Net Integrator.
You do not nedl to enter the domain name.

e Inthe POP3 or IMAP server field, enter the P address or host name of your Net
Integrator.

Internet Connection Wizard F

E-mail Server Names

by incoming mail serveris a |I-.-|;L‘.F' -| server

Incoming mail [POP3, IMAP ar HT TP server:

|ma||

An SMTP server is the server that is used for your outgoing e-mail

Dutgoing mail [SMTP] zerver.

|ma||

< Back I Mext » I Cancel |

e Inthe POP3 or IMAP mail box name field, enter your Net Integrator username.
* Inthe POP3 or IMAP password field, enter your Net Integrator password.

Intermet Connection Wizard =]

Internet Mail Logon

Type the account name and password your ntemet service provider has given you.

Account name:

Paszaword |"“*
¥ Remember password
I your Internet service pravider requires you to use Secure Password Authentication

[SPA) ta access your maill account, select the 'Log On Uzing Secure Password
Luthentication [SPA] check box.

™ Log on using Secure Password Authentication [SPA)

< Back I HNest» I Cancel
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Advanced Email Settings

The following are advanced feaures of Net Integrator’s email system:

¢ POP Retriever — Net Integrator can automaticdly retreive email s from a remote mail
acount and store them in auser’slocd mailbox. This meansthat instead of cheding
two acounts for new email, users can simply ched their loca Net Integrator acount.

This has some alvantages for the user, particularly for emails with large attachments.
Normally, users have to configure their mail clientsto receve mail from alocd acount
and aremote acount. With this dual-mail box approad, receving emails with large file
attachments from remote email acounts can be quite slow (depending on the avail able
Internet bandwidth). The POP Retriever improves the speed considerably becaise it
‘pre-retrieves email s.

¢ Mail Forwarding —Net Integrator can automaticdly forward mail that has been receved
from aremote mail acaunt to a user’slocd mailbox.

e Auto Reply —Net Integrator can automaticdly send areply message to every email
recaved by a user.

Please Note: To modify user’s advanced email settings, refer to Modifying User Email Settings in
Chapter 5: User and Team Management.

LDAP Server

Net Integrator has a built-in Lightweight Diredory Access Protocol (LDAP) server, which
provides adiredory of user names and email addresses. It is automaticdly populated with
names and email addresses of all Net Integrator users. Most email clients sipport accessto
LDAP servers.
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Configuring LDAP in Microsoft Outlook

1. Open Microsoft Outlook. From the main menu, select Tools > Accounts. The Internet
Accounts screen displays:

Internet Accounts =]

Al |Ma|| | Mews I Diirectary Serwcei Mail..

Hews

Hemoye I Directory Service...

EBroperties I

Account I Type | Connection

Impart... |
Evmort. I

Set Oider... |

Cloze

2. Select Add > Diredory Service The Internet Connection Wizard displays:

Internet Connection Wizard ]

Internet Directory Server Mame

Tppe the name of the Internet directary [LDAP] server pour [nternet service provider or
system administrator has given you,

Internet directory [LDAP) server: I\
If your Internet service provider or system administrator has informed vou that they
requite pou to log on to your LOAP server and has provided you with an LDAP account
name and password. select the check box below.

I™ My LDAP server requites me to Jog on

< Hach | [emts | Cancel |

3. Inthelnternet direcory (LDAP) server field, enter the name or IP address of your Net
Integrator.
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4. Click on the Next button. The following screen displays:

Internet Connection Wizard =

Check E-mail Addresses

“rour e-mail program checks the e-mail addreszes of your meseage recipients uzing one
or more dirsctorny service address lists.

Using a directory service to check the e-mail addresses of your message recipients may
clow dawn the performance of your e-mail pragram.

Do you want to check addiesses using this directory service?
~ Yes
“ g

< Back I Next » I Cancel |

5. Indicate whether or not you want your email client to check addresses using the LDAP
directory.
Please Note: If this option is selected, you can enter partial email addresses when sending emails.

Outlook will automatically find the closest match in the LDAP directory and enter the correct email
address.

6. Click onthe Nex button. The following screen displays:

Internet Connection Wizard =]

Congratulations

“Fou have successfullp entered all of the information required to set up your account,

To save these settings, click Finish.

< Back Finish

Cancel |

7. Click onthe Finish button. The Internet Acoounts screen redisplays. Click on the Prop-
erties button. Select the Advanced tab on the screen that displays.
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8. The Advanced screen displays:

General Advanced I

Server Port Number
Directory service (LDAPY): !m [ze [etanlt

I This server requires a secure connection [SSL]

Search
Search timeout:

Shot — J-— Lang 1 minute
Maimurm rumber of matches to retum: |1 on 3:

Search baze: I

I Use simple search filter

0K I Cancel | Spply

9. Inthe Search Base field, enter O=example.com.

Please Note: Replace example.com with the Internet domain hosted by your Net Integrator.

10. Click onthe OK button. The Internet Acoounts screen redisplays. Click on the Close but-
ton. The LDAP server isnow set-up, and users can search through the LDAP data direc-

tory for the names and email addresses of Net Integrator users.
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WebMail Server

Net Integrator’s WebMail server all ows you to access your email using a standard web
browser from any workstation conneded to the Internet. Your communications are kept
seaure with SSL encryption.

Accessing WebMail

1. Open aweb browser from any workstation that is conneded to the Internet.
2. Enter the address of your Net Integrator into the browser’s address bar.

» If your Net Integrator provides DNS resolution for your domain, enter information
in the following format: http://server.domain/email. For example, if your server
nameis alpha and your domain name is example.com, enter
http: //al pha.example.com/email . You can also enter information in the following
format: http://mww.example.convemail .

» If your Net Integrator does not provide DNS resolution, enter your Net Integra-
tor’'sexterna 1P address To findthe external |P address, seled Local from the
Network Setup menu. On the screen that displays, click onthe Advanced... button.
In the Network Devices sedion of the screen that displays, look at the IP address
of the ethl interface If the addressis 192.138.0.1, enter
http://192.168.0.1/email .

3. What happens next depends on how your web seaurity certificae was generated. If your
seaurity certificate was generated by Net Integrator (and not assigned to you bya cetifi-
cae atthority), the foll owing seaurity alert may display when you login to WebMail:
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x

; " Information vou exchange with this site cannat be viewsd ar
5 changed by others, However, there iz a problem with the site's
security certificate

.D The securty cetificate was issued by a company you have
not chozen to tiust, View the certificate to determine whether
pau want to trust the ceitifving authority.

a The zecurity certificats date iz valid,

o The security certificate matches the name of the page you
ate tiying bo view,

Do pou want b procesd?

e | Mo I igw Eertificate|

Please Note: This alerts the user that the security certificate presented by Net Integrator cannot be
verified for authenticity. If you want a certificate that is authenticated by a certificate authority, you will
have to purchase one. Please refer to Chapter 10: Web Services for more information.

4. Click on the Yes button to continue. The following screen displays:

Welcome to Mail
Intro ¥

Login

5. Enter the username and password that you use to login to Net Integrator. Click on the
Login button. The WebMail screen displays.
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Using the WebMail Screen

©)

o

e, L2 B = @ =z} s w o NBDK
INBO¥ Compose Folders Options Search Addressbook Calendar Filters Logout @ Open Folder

Last login: Thursday, January 1, 1970, 12:00:01 Ak GMT 9

1to 1 of 1 Messages

[ Select: (3 ) vl Wtark as: vl HaEicon

Delete | Undelete | Blacklist Hide Deleted | Purge Deleted
I~ [&] pate [&] From E]Suhject [a] gize

~ 03726102 Net Integrator @ Welcome to Net Integrator! £95
ey Seen Anzwered Important Deleted

© @

Delete | Undelete | Blacklist@ @Hide Deleted | Purge Deleted

1. From the Main Webmail Menu, click onthe:

» Inbox button to view the contents of your inbox.

« Compose button to compose anew email message. See Composing an Email
Message for more information.

» Foldersbutton to view a screen that lists your folders. On this screen, you can cre-
ate, edit, and delete folders.

» Options button to view a screen that lists various configuration options. SeeCon-
figuring WebMail for more information.

» Search button to search for a spedfic message. Refer to Search Function for more
information.

e Addresshook to view your addressbook. On this sreen you can add, edit, and
delete address entries. SeeAddressBook for more information.

» Calendar to view your personal cdendar. SeeCalendar for more information.

» Filtersto creaefilter rulesfor your incoming mail. SeeMail Filtersfor more
information.

» Logout button to log out of WebMail.

2. Thefirst timeyou login to WebMail, the Last login notice defaults to January 1, 1970.
Thisis updated the next time you login.
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3. To gve amessage aspedfic status (such as seen or unseen), seled an option from the
SHed list or place a bedk in amessage's chedkbox and seled an gption from the Mark
aslist.

4. Place a bed in the Message Checkoox to seled one or more messages.

5. To delete or undelete amessage, place ached in its message dhedkbox and then click on
the Delete or Undelete button.

6. To block messages from a spedfic person, place ached in the message's chedkbox and
click on the BlacKist button. SeeMail Filters for more information.

7. The Message List displays information pertaining to recaved messages. Click on alink
in the From or Subjed section of the screen to open a message.

8. To sort the messagesin your inbox, click onthe Date, From, Swbjed, or Sze message
headings.
9. To open afolder, seled it from thelist and click on the Open Folder button.

10. To move or copy a message to another folder, place a bed in its message chedkbox and
then click on the Moveor Copy button.

11. To move amessage to your trash folder, place ached in its message dhedkbox and then
click on the Hide Deleted button. To empty the mntents of the trash folder, click onthe
Purge Deleted button.
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Configuring WebMail

From the Main WebMail Menu, click on the Options button. The Options screen displays:

Your Information

=ndar Fil Logout

[
Cpen Folder NCH

Personal Information

Change the name, address, and signature that
Npeople see when they read and reply to your
email

Server Information
Change your mail server and folder information.

Language
Set the language that menu tems, explanations,
and help are in

Time Zone

Set the current time zone.

Mail Management
Filters

GCreate fitering rules to orgarize your incoming
mail, sort it inte folders, and delste spam

Message Yiewing

Set preferences for fitering messages for
urrwvanted contert.

Deleting and Moving Messages
Set preferences for what happens when you
move and delete messages.

Maintenance Operations

Customize maintenance operations run upen login
to P,

Other Options
Display Options
Change display options such as how many
Messages you see on each page and how
messages are sorted.

Message Composition

Customize how you send mail and where drafts
are saved.

Login Tasks
Customize tasks to run upon logen to WP

New Mail

Control when new mail wil be checked for, and
'whether or not to notify you when it arrives.

Addresshooks

Select addresshook sources for adding and
searching for addresses.

Click on any of the headings (such as Personal Information, Filters, and Display
Options) to change your WebMail settings.

Follow the instructions on the screen that displays.

Click on the Save Options button to save your changes and return to the Options screen.
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Composing anEmail Message

1. From the Main WebMail Menu, click on the Compose button. The Compose screen
displays:

Compose a message - Mon Apr B 17:49:03 2002

| [ ———
|;' Send Message | Save Draft | Cancel Message

FlY janedoe@example.com

PEE

Options
Expand Mames Special Characters
X Save a copy in "sert-mail" [~ Request a Return Receipt

& attachment | | Browse ..

Message text

|' Send Message | Save Draft | Cancel Message

2. Enter the email addressof the redpient(s) inthe Tofield. If theredpient isin your
address book, you can enter a partial name (e.g. johninsteal of johndoe@example.com).

3. Enter the email addresqes) of thase you wish to recave acopy of this email in the Cc
(Carbon Copy) field.

4. If you want to send someone acopy of this email without the knowledge of the other
redpients, enter their email address in the Bec (Blind Carbon Copy) field.

5. Enter the subject of the email in the Sibjed field.

6. If you entered apartial nameinthe To field, you can click on the Expand Names buttonto
view the redpient’s full name and email address.
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7. Toinsert any specia charactersinto your message, click on the Spedal Characters but-
ton. On the screen that displays, select a character from the appropriate list and paste it
into your message.

8. If you do not want a copy of this email saved in your Sent-Mail folder, remove the check
from the box.

9. Place acheck in the Request a Return Recept box if you want the recipient to notify you
when they receive your message.
Please Note: The recipient can choose not to send a return receipt to you.

10. To attach a document to your message:
a. Click on the Browse... button.

Select the file from the window that displays and click on the OK button. Thefiledis-
playsin the Attachments field.

c. Click on the Attach button.

Please Note: To remove an attachment, place a check in the attachment’s checkbox and click on
Remove Selected.

11. Enter the message content in the empty section of the screen.

12. Click on the Save Draft button if you want to save this message in your Drafts folder.
Click on the Send button to send the message to the recipient(s).
Please Note: Clicking on the Cancel button prior to sending the email aborts the message.
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Opening aRecelved Message

1. Fromyour inbox, click on alink in the From or Stbjed sedion of the screen. The mes-
sage opens:

. - INBICHK, L
Open Folder

INBOX: Meeting (30of3) fm= v

Delete | Reply | Reply to All| Forward | Redirect| Blacklist| Message Source | Print Back to INBOX <[>
Date: hion, 8 Apr 2002 18:24:57 +0000
From: johndoei@example.com
To: janedoe@example.com
Subject: Meeting
Hi Jane.

Just a reminder about the meeting in boardroom 2 this afternoon. Can you let me
know if you're planning to attend?

Tharks,
John Doe

Delete | Reply | Reply to all| Forward | Redirect| Blacklist| Message Source | Print Back to INBOX <[>

bl This messageto  w=

2. 'You have many options after reading the message. Click on:

Delete to send this message to your trash folder.

Reply to send areply to the person that sent you the message.
Reply to dl to send areply to everyone who receved the message.
Forward to forward this message to another redpient.

Redired to send this message diredly to ancther redpient (without the opportu-
nity to add comments).

Blacklist to create arule that sends mail from this person to your trash folder
instead of your inbox. SeeMail Filtersfor more information.

Message Sourceto open awindow that displays information about this email .

Print to print this message. The message displays in another window and and a
Print window appeas. Click on OK to print your message.

3. To move or copy this message to another folder, seled the gpropriate folder from the
drop-down list and click on the Move or Copy button.

4. Click on Backto Inbox to return to your inbox.
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Replyingto aMessage

1. After opening and reading amessage, click on Reply or Reply to all. Your choicedepends
on the intended redpient(s).

2. The Reply screen displays.

Please Note: The Reply screen is the same as the Message Composition screen, except that the
previous correspondance displays. Refer to Composing an Email Message (in this chapter) for infor-

mation about this screen.

3. Enter your reply.

4. Click onthe Save Draft button if you want to save this message in your Drafts folder.
Click on the Send button to send the message to the reapient.
Please Note: Clicking on the Cancel button prior to sending the email aborts the message.

Search Function

WebMail’s Search funtion allows you to search for amessage or set of messages using spe-

cific aiteria

1. From the Main WebMail Menu, click on the Search button. The Search screen displays:

Search
| Sea rch || Reset

Message fields

Message flags

" Oid messages

T New messages

& -‘Jn.swwed T

U

" Mot

(" Deleted messages
Message folders
Select all | Select none

% INBOX

Search | Reset

™ Not defeted messages |
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Enter information into the appropriate Message fields.
Select the appropriate Message flags.

Select the appropriate Message folders.

Click on the Search button to begin the search.

Please Note: Click on the Reset button prior to clicking on the Search button to clear your search
criteria.

o > 0w D

6. The Search Results screen displays, showing al of the messages that match your search
criteria. If no messages display, you can perform another search using different criteria.

AddressBook
Adding an Entry

1. From the Main WebMail Menu, click on Addressbook. The following screen displays:

= e ¢

art/Export Mail Calendar LogQut

Directory Search

Search Results

To Cc Bco Name Email

2. Click onthe Add button. The Add New Contact screen displays.
3. Enter all appropriate information and click on the Save button.

Performing aDirectory Search

1. Click on the Search button. The Diredory Search screen displays.
2. Select Name or Email from the Find drop-down list.
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3. Enter the search criteriaand click on the Search button. Theresults display in the Search
Results section of the screen.
Please Note: Clicking on the Search button without search criteria returns all of the addresses in
your address book.

4. To perform an advanced search:
a. Click onthe Advanced Sesarch button. The Advanced Diredory Search screen dis-

plays.

b. Enter appropriate search criteria and click on the Search button.
c. Theresultsdisplay in the Search Results section of the screen.

5. To send amessage to this person, place a check in the checkbox beside their name and
click on the Send Message button. To clear the Search Results section of the screen, click
on the Clear Search button.

Importing and Exporting Addresses

1. Toimport addresses from another source:
a. Click onthe Import/Export button. The Import/Export screen displays.

b. Inthelmport Addressbook section of the screen, select the format to export from
(your options are CSV, Outlook CSV, and vCard).

c. Select the destination (should be My Addressbook).

d. Select thefiletoimport. Either enter the file name directly into the empty field or
select it by clicking in the Browse... button.

e. Click onthe Import button.
2. To export addresses to another source:
a. Click onthe Import/Export button. The Import/Export screen displays.
b. Inthe Export Addressbook section of the screen, select the format to export to.
c. Select the source to export from (should be My Addresgook).
d. Click onthe Export button.
e. Select alocation for the file and click on the OK button.
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Calenda

From the Main WebMail Menu, click on the Calendar button. The WebMail calendar dis-
plays.

. To configure your calendar:

a. Click onthe Options button. The Options screen displays.
b. Click on any of the headings (such as Language and Date and Time Options).
Follow the instructions on the screen that displays.

d. Click onthe Save Options button to save your changes and return to the Options
screen.

o

. To change the calendar display, click on one of the date buttons (your options are Today,

Day, Work Week Week and Month).

. To schedule an event, click on the New Event button. Enter all appropriate information

on the screen that displays and click on the Save Event button.

. Toimport a calendar from another source:

a. Click onthe Import/Export button. The Import/Export screen displays.

b. Inthe Import Calendar section of the screen, select the format to export from (your
options are CSV and Outl 0ok).

c. Selectthefiletoimport. Either enter the file name directly into the empty field or
select it by clicking in the Browse... button.

d. Click onthe Import button.

. To export a calendar to another source;

a. Click onthe Import/Export button. The Import/Export screen displays.

b. Inthe Export Calendar section of the screen, select the format to export to.
Select the exporting time span.

Click on the Export button.

a o
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Mail Filters

By applying rules based on message headers or content, mail filters allow you to automati-
cally move messages to certain folders or delete messages from your inbox.

Creating aRule

1. From the Main WebMail Menu, click on the Filtersbutton. The Filters screen
displays:

= * e .
= = e . MEOX
Ir mpose Folders 1 Addressbook Calendar Filters Logout Open Folder

Filter Rules

Hone

Rule Definition
ZELN [ To: [ Cec: [ From: [ Subject: [ Body

LIl (= delete message ( move message to | Select folder
| Create I Reset | Cancel

2. Select the appropriate field.
3. Enter the appropriate text.

4. Select an action. Place a check in the delete message box if you want mail that fits the
ruleto be deleted. Place a check in the movemessage box and select afolder if you want
mail that fits the rule to be moved to a specific folder.

5. Click on the Create button.
6. Thenew rule displaysinthe Filter Rules section of the screen.

7. Click onthe Apply All Rules button. Your inbox displays. Asan example, if you selected
From, entered the text johndoe, and selected del ete message, all messages from johndoe
will be sent directly to your trash folder.
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Blacklisting a Sender

The BlacKi st function all ows you to block messages from a specific person. When you
bladlist someone, you are esentially credingarulethat sendstheir mail to your trash folder
instead of your inbox.

1. Fromyour inbox, place a bed in the message’s chedkbox and click on the BlacKi st but-
ton.

2. TheFilters screen displays, showingthe new rulein the Filter Rules sedion d the
screen:

Filter Rules apply All Rules

LIl 7 Delete messages where the From: field containg johndoe@weavernet.null

.Delete- _.MDUE Down I Move Up

3. Click onthe Apply All Rules button. Your inbox redisplays.

Deleting aRule

1. From the Main WebMail Menu, click on the Filters button. The Filters screen
displays.
2. Seled therule you want to delete and click on the Delete button.

Moving Rules

Although you can apply more than one rule to a message, rules are gplied in the order that
they appea onthe Filter Rules sedion d the screen. To move arule up or down the list, fol-
low these steps:

1. From the Main WebMail Menu, click on the Filters button. The Filters screen
displays.
2. Seled therule you want to delete and click on the Move Down or Move Up button.
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Web Srver

Net Integrator’s high-performance web server is based on the industry standard Apache web
server and it supports CGlI scripts. Perl and PHP are dso integral parts of Net Integrator’s
web services. For more information on Perl, go to www.perl.com. For moreinformation
about PHP, go to www.php.net.

The Net Integrator provides web services on a Master Web Server and on a Mirtual Web
Server.

Master Web Server
What isthe Master Web Srver?

The master web server is designed to serve your Intranet site and the personal web pages of
your Net Integrator users. Althoughit is possible to make these sites avail able to outside
users, you may choose to keegp them private for seaurity reasons.

Master web services are provided from | P addresses assigned to Net Integrator’s internal and
external network interfaces. If the web server is enabled and accessis granted to outside
users, anyone accesing Net Integrator’sinternal or external | P address from aweb browser
can acces information on the master server.
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Webmaster Diredory

A Webmaster teamis created and configured as the master web server administrator. When
the Webmaster team is creded, a shared network diredory cdled Webmaster is made avail-
able to al members of the Webmaster team, and the subdiredory WMWW is creaed in the
Webmaster network drive. Thisisthe direcory from which Intranet files are served. Any
files saved in thisdiredory are automaticdly accessble through the master web site.

The Webmaster diredory also containsalog subdiredory (where server access and error logs
are maintained) and a cgi-bin diredory (where dl CGI scripts are stored).

Configuring your Master Web Server

1. Seled WWW from the Server Setup menu onthe left side of any WebConfig screen. The
WWW Setup screen displays:

i WWWSETUP

Enable YVAAY server?

Enable My 3QAL Server?

Enable users' personal home pages?

Webmaster E-Mail address: er

Megabytes of WA cache:
{0 to disable)

Enable content filtering?

|# VIRTUAL DOMAINS

|# SAVE CHANGES |# CAMCEL CHANGES

2. Indicate whether or not you want to enable the WWW server.

e Seleding Yes enables the server and all ows users on the internal network and
users on the Internet to access web pages on this srver.

« Seleding Only Trusted Hosts enables the server and allows users on the internal
network to access web pages on this server.

« Seleding No disablesthe server. No-one can access web pages on this srver.
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3. Indicae whether or not you want to enable the seaure WWW server.

» Seleding Yes enables the seaure web server and all ows users onthe internal net-
work and users on the Internet to access saure web pages on this srver.

» Seleding Only Trusted Hosts enabl es the seaure web server and allows users on
the internal network to access aure web pages on this srver.

» Seleding No disables the secure web server. No-one cay access seaure web pages
on this erver. Seleding No also means that you cannot access WebMail.

4. Optional: Click onthe[Now] button to generate aseaurity cetificae. Although a cer-
tificate is automaticaly generated the first time you power-up Net Integrator, you can
generate anew certificate to overwrite the old one & any time.

IMPORTANT:DO NOT generate a new certificate if you have purchased a security certificate from a
certificate authority and placed in the Webmaster directory. Doing so overwrites the purchased certif-

icate with the one generated by your Net Integrator. To protect your purchased security certificate,
you may want store a copy of it in a different directory.

5. Indicate whether or not you want to enable the MySQL database server. MySQL isan
advanced feaure for usersthat are famili ar with SQL (Structured Query Language).
Refer to Chapter 22: MySQL Server for more information.

» Seleding Yes enables the MySQL server and all ows users on the internal network
to access personal databases and the databases of any teams that they belong to.
WebMail uses the MySQL database server to store user preferences; as guch, the
server hasto be turned onforWebMail to work.

» Seleding No disables the MySQL server. Userswill not have accesto personal
or team databases. Thisisthe default setting.
Please Note: User and team databases are automatically created when user and team accounts

are set up. MySQL databases can be used to store dynamic web page data for services such as on-
line catalogues and stores.

6. Indicate whether or not youwant to serve personal home pages from the WWW subdirec
tory (located in ead user’s personal network diredory).
» Seleding Yes means that personal web pages are served. For thisto work, the
master web server also hasto be enabled.

» Seleding No means that personal web pages are not served.

Please Note: The address for personal home pages is in the following format:
http://server.domain/~username.

7. Although the default Webmaster team is creaed as the administrator of the master web
server, any team can perform server maintenancetasks. If appropriate, seled another
team to maintain the server from the drop-down list.

8. Enter the email address of the Webmaster (the person who is in charge of thisweb site).
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9. Enter the appropriate number in the Megabytes of WM cache field. Refer to WWeb Cach-
ing (in this chapter) for more details.

10. Click on the Save Changes button.
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Virtual Web Servers

Although virtual web servers allow you to host a number of web sites from the same server,
these sites appear to outside users as though they are all hosted by different servers. In order
to configure virtual web servers on the outside interface, your ISP hasto assign you multiple
| P addresses or you have to use name-based virtual web sites (which use names to distinguish
between websites that share a single | P address).

Every virtual web site has to be associated with a maintenance team (which can maintain
only onevirtual web site). Thismeansthat for every virtual web site that you create, you also
have to create ateam that will maintain it. If this site is maintained by users on the local net-
work, they can be made members of the maintenance team. If the siteis maintained by out-
side users, they will have to use FTP to accessto the web site directory. If they have an
account on the server, they can use their own login name and password. If they do not have
an account on the network, they have to use the team name and password.

Creating aNew Virtual Web Server

1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
WWW Setup screen displays:

i WWWSETUP

Enable YAAY server?
Enable secure YA server?

Automatically generate security certificate:

Megabytes of YAIAY cache:
(D to disable)

Enable content filtering ?

|# VIRTUAL DOMAINS

|# SAVE CHANGES |# CANCEL CHANGES
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2. Click onthe Virtual Domains button. The Virtual Domains screen displays (showing all
existing virtual domains):

i VIRTUAL DOMAINS

Hos I Web

|# ADD SERVER *» HOME

3. Click onthe Add Server button. The New Virtual Domain screen displays:

i NEW VIRTUAL DOMAIN

Hostname of Virtual WY
Server:

IP Address of Virtual WA | |
Server:
Choose a team to act as _
WenmaSter =

| » SAVE CHANGES |# CANCEL CHANGES

4. Enter your internet domain name (e.g. example.com) as the virtual domain’s host name.
This host nameis used as a DNS entry for domain name resol ution.

5. Thename of your Net Integrator automatically populatesthe IP Address of Virtual WWW
Serve field. If you want to use adifferent |P address, enter it in thisfield.

Please Note: Your ISP has to provide you with an extra IP address if you are configuring a virtual
web server on an outside, untrusted interface.

6. Seled atean to perform Webmaster duties from the drop-down list.
7. Click on the Save Changes button.

Deleting aVirtual Web Server

1. Click on the Virtual Domains button on the WMWW Setup screen. The Virtual Domains
screen dsplays (showing all existing virtual domains).

2. Click onthe gpropriate server’s Delete Action button.

3. Click OK to confirm the deletion in the window that displays.
Please Note: All web files for that server reside in the team's directory and will not be deleted unless
the team maintaining the site is deleted as well.
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Editing aVirtual WWeb Server

1. Click onthe MVirtual Domains button on the WM\ Setup screen. The Virtual Domains
screen displays (showing al existing virtual domains).

2. Click onthe gpropriate server’s Edit Action button. The Modify Virtual WMV Server
screen displays:

Modify Virtual WYAY Server |
tnam ARL
gl i
Server:

IP Address of Virtual WWW | | 5 l
fodder f
Server: ||

Choose a team to act as ?
webhmaster:

|* SAVE CHANGES |# CANCEL CHANGES

3. Change the appropriate server settings.
4. Click on the Save Changes button.

Hosting Multiple Web Stes

If your Net Integrator will be used as a web hosting platform for a number of web sites
owned by various customers, you should use the foll owing strategy. For example, if your
Net Integrator will be used to serve aweb site for the ‘ AcmeWidgets' team:

1. Crede ateam cdled AcmeWidgets. Assign atean ID and password to this team.

2. Crede avirtua web server. Assign aspedfic IP address to the virtual web server and
choose the AcmeWidgets tean as the Webmaster team. Anyone from AcmeWidgetswith
the proper team ID and passwvord can acces these files using FTP.
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Secure Web Services
Seaure Socket Layer (SSL) Encryption

Net Integrator’s web server can serve seaure web pages, which are transmitted over the Inter-
net using Seaure Socket Layer (S9_) encryption technalogy. All browsers on the market
support S encryption. For SSL to work, the web server must have afile with a seaurity
cetificate. Thisfileisuniqueto every web server and, in order for encryption to properly
work, the cetificate hasto beissued by a proper certificaie authority. When the user loads a
seaure page, its catificae is compared to the cetificate held by the cetificate authority; if
they match, the site is considered trusted, and encrypted communication can commence

You can purchase S seaurity certificates from anumber of internet seaurity companieslike
Entrust (http://www.entrust.com) and VeriSign (http://www.verisign.com).

Net Integrator’s Seaurity Certificates

The seaurity certificaes that Net Integrator generates can be chedked for authenticity by all
web browsers. The seaurity certificate generated by Net Integrator is placed in the Webmas-
ter directory and named certifi cate.pem.

A user loading the first seaure web page from the server iswarned that this saurity certifi-
caeisvalid but that the cmpany issuing it cannot be mnsidered trusted. The user hasto
manually approve the continuation of the transadion. Despite this warning, information
exchanged between the web browser and the web server cannot be viewed by others.

Please Note: If you purchase a security certificate from a certificate authority, delete the file automatically
created by Net Integrator and replace it with the one you purchased. You may also want to store a copy
of the purchased certificate in a different directory.
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Web Caching

In order to save bandwidth, the Net Integrator temporarily stores web files accessed by inter-
nal usersin acache. If auser requests any of these stored files, Net Integrator serves them
from the cache instead of from the original web site. Internet bandwidth is used only to
retrieve web pages that have not previously been viewed, resulting in much faster access to
the Internet.

Configuring Web Caching

1.

Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
WWW Setup screen displays:

i WWWSETUP

Enable WY server? | [l v

Megahytes of WAAY cache
{0 to disable

|# VIRTUAL DOMAINS

Enter the amount of data to be cached in the Megabytes of WWW(cache field. We recom-
mend that you allow 5-10 MB for every active user on the internal network.

Please Note: Once the cache is full, the oldest files are deleted to make space for new ones. Con-
figuring the cache size to zero disables the web cache server.

Click on the Save Changes button.

For web caching to run transparently, ensure that your web browser is not configured to
USe a proxy server.

Please Note: Previous versions of Net Integrator required you to configure your browser to use a
proxy server. Although you no longer need do do this, web caching still functions if your browser is
configured this way. However, it you plan use web filtering in conjunction with web caching, all proxy
server settings must be removed.
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Positive Web Filtering

Positive Web Filtering isaservice provided by Net Integrator that allows the system adminis-
trator to allow access to specific Internet sites while blocking accessto all others.

Enaling the Web Fil ter

1. Select WWW from the Server Setup menu on the left side of any WebConfig screen. The
WWW Setup screen displays:

i WWWSETUP

Enable WA server?

Megabytes of YAIAY cache:
(D to disable)

Enable content filtering ?

|# VIRTUAL DOMAINS

2. Inthe Enable mntent filteringfield, select Yes.
3. Click on the Save Changes button.
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4. Click on Configure. The Web Filtering screen displays:

i WORKSTATIONS EXEMPT FROM FILTERING
Workstation Action

Denials | 1 filter reg en denied. [Sho

|# REFRESH

i PERMITTED WEB SITES
Weh Site Action

| © |

Providing Full Internet Access

To provide a specific user with accessto all Internet sites:

1.

Enter their host name or |P address in the Workstations Exempt from Filt ering section of
the screen.

Click on the Accept Action button. The user displaysin the list of workstations with full
access.
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Adding Permitted \Websites

In order for usersto accessa spedfic website, the alministrator hasto add it to the Permitted
Web Steslist. To do so, foll ow these steps:

1. Enter the site's namein the empty Web Stefield.
2. Click onthe Accept Actionbutton. The site displays in the Permitted Web Steslist.

Please Note: All sites ending with the same host name are accessible to users. For example, if
example.com is added to the Permitted Web Site list, www.example.com and www.faq.example.com
are also accessible.

Accepting Access Requests

If auser has requested access to a spedfic website, anaticedisplaysin the Content Filtering
Requests sedion d the screen. To accept this request:

1. Click on the Choose Now button. The foll owing screen displays:

i CONTENT FILTERING REQUESTS

Weh site Reguest maide by Action

|# GO BACK |* REFRESH
; ;

2. Toaccet a reguest, click onthe Accept Action button. The Web Filtering screen redis-
plays, and the site displays in the Permitted WWeb Steslist. :

Please Note: All sites ending with the same host name are accessible to users. For example, if
example.com is added to the Permitted Web Sites list, www.example.com and www.faq.example.com
are also accessible.
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Denying AccessRequests

If auser has requested access to a specific website, a notice displays in the Content Filtering
Requests section of the screen. To deny this request:

1. Click on the Choose Now button. The following screen displays:

4 CONTENT FILTERING REQUESTS
feb site Request made by Action

|# GO BACK |* REFRESH

2. Todeny areguest, click on the Delete Action button. The Web Filtering screen redisplays,
and the site no longer displays in the Requests section of the screen.

Please Note: Once a website has been denied access by the administrator, users will no longer be
able to request access to it.

3. Toseethelist of denied websites, click on the Show Denial List link. The following
screen displays:

A CONTENT FILTERING REQUEST DENIALS

Web site Reason for Denial Action
MNone ) (o

|# GO BACK |# REFRESH

4. Click on the Edit Action button to modify the website address or the reason for denial.
5. Click onthe Accept Action button to move the site to the permitted site list
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Entering Access Requests

1. Enter the website into your browser’s address bar. Hit Enter on your keyboard.If the site
you are atempting to access has not been added to the Permitted Web Steslist by the sys-
tem administrator, the foll owing screen displays:

403 Forbidden

# REQUEST ACCESS

2. Click onthe Request Access button. The foll owing screen displays:

Request Submitted

Please Note: Once a website has been denied access by the administrator, users will no longer be
able to request access to it.
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FTP Server

The Net Integrator uses a File Transfer Protocol (FTP) server that allows users and teams to
access network and web files. FTP services are automatically enabled for users on the inter-
nal network.

Anonymous FTP Server

The FTP server can be used in anonymous mode to alow uploads and downloads of filesto a
specific directory without authentication from the remote user. This anonymous mode of
operation is commonly used for public file distribution on the Internet. For example, if your
company wants to offer a brochure in electronic format, visitors to your web site should be
advised to click on the FTP link to download the file from your FTP server.

Although the file can be downloaded from your web server, FTP is the preferred method
becasue it offers superior performance for high volume and large file transfers.

When Anonymous FTP is enabled, Net Integrator automatically creates ateam called FTP.
Members of thisteam have accessto the FTP directory. All files placed in this directory by
team members are accessible to anyone on the Internet. Similarly, when Anonymous Upload
is enabled, anyone on the Internet can upload their own files to the subdirectory in the FTP
directory.
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Enaldingthe FTP Server

1. Select FTP from the Server Setup menu on the left side of any WebConfig screen. The
FTP Server Setup screen displays:

[ rsememsewe

|# SAVE CHANGES |# CANCEL CHANGES

2. Indicate whether or not you want to enable the FTP file server.

3. Indicate whether or not you want to enable anonymous FTP.

Please Note: If this option is enabled, anyone can download files from the FTP directory by using
anonymous as the FTP login name and their email address as the password.

4. Indicate whether or not you want to enable anonymous uploads.

Please Note: If this option is enabled, anonymous users can upload files to the FTP directory. Be
very careful with this option.

5. Enter the number of anonymous users that can be simultaneously connected to the FTP
server. Thisoption isused to prevent the overutilization of Internet bandwidth. We rec-
ommend that you |eave the default setting but increase the number of anonymous usersif
the server is often busy.

6. Click on the Save Changes button.

Net Integrator User Manual — Version 370 112



FTP Services

Enalding FTP Access

1. Seled User Setup from the menu on the left side of any WebConfig screen. The Main
Setup screen displays:

TEAM SETUP

Admin | Team ID Full Hame Members | PPTP/Dial-In | FI'P Action

webmaster |'We wer Admin X
USER SETUP
Admin User ID Full Hame Teams PPTF/Dial-In | FTP Action

= |root System Administrator r | (9 X

{® ADD NEW USER : _|® ADD NEW TEAM

2. Click onthe gpropriate user or tean’s Edit Action button.
3. TheModify Users or Modify Teams screen displays.

4. Indicate whether or not you want this user or team to have FTP accessin the Allow FTP
accessfield.

5. Click on the Save Changes button.
6. Repea steps 2-5 for any additional users or teams.
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Tape Backup

Some Net Integrator models are equipped with an integrated or optional external tape badkup
unit. Although the cgadty of the tape badkup wnit varies with ead model, you should be
able to backup an entire hard disk on one badup tape.

Recomnended Backup Procedure

Whileit is possible to badkup individual user or tean diredories, it is highly recommended
that you do adaily badkup o your entire system. Make sure that you do rot always perform
your badkup on the same tape — if the tape fail s during the badkup process, you are without a
valid backup urtil you acquire anew tape. If ahard disk fail ure occurs during this period,
youmay lose dl of theinformation that is dored on your Net Integrator. To guard against
such a situation, we recmmmend that you follow this badkup routine:

» Have aminimum of five tapes (onefor eat work day) on-hand for daily badkups.
Assign one tape for ead day of the week, and label acordingly.

« Atthe end o ead month, add a new tape to your tape wlledion. This new tape
should replaceone of the weekly badkup tapes (which should then be stored off -
site & a historicd monthly reference). This systems all ows you to have both a
monthly and aweekly badkup of your system.

» Follow daily badkup procedures. Net Integrator’s integrated tape badup unit is
uselessif you do not perform proper and frequent tape badups.

« Appoint someonein your office & the designated Backup Operator. Choose
someone who will remember to initiate the backup at the end of ead workday.

Initi ating aTape Backup

Users can initiate abadkup procedure from the ntrol panel (found on the front of the Net
Integrator) or from the Backup menu (located under the Server Setup menu).
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A procedure initiated from the Backup menu allows you configure certain settings on the
Main Backup screen. A backup initiated from the control panel begins a procedure with the
settings that were last configured. To change the settings, you have to go to the Main Backup
screen. If you initiate a backup from the control panel, thereis a Delay setting. The setting
you enter remains until you changeit again.

IMPORTANT:A copy of your server configuration is made each time a backup is performed. This config-
uration file can be used to restore your settings in the event of a catastrophic system failure.

Initiating a Backup from the Net Integrator Menu

1. Pressthe Tape Ejed button. The tape containing the previous backup is gjected. Remove
the tape and store it in a safe place.
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2. Insert anew tapeinto the tape drive and push sightly. The tape is pulled into the tape
drive. The door closes.

3. Select Backup form the Server Setup menu found on the |eft side of any WebConfig
screen. The Main Backup screen displays:
Please Note: This screen also has a Restore section not shown in the following image.

i BACKUP SETUP

Starthackup in:

|® SAVE CHANGES | PERFORM BACKUP

4. By default, abackup report is sent to the administrator account that was created during
initial Net Integrator setup. To have the report sent to someone else, enter a different user
name in the E-Mail backup reportsto field.
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5. Begin acount-down to the backup procedure by entering atime framein the Start Backup
infield.
6. The Backup Files section of the screen displays al of the directories that can be backed

up. Indicate which directories you want to back up by selecting the Yes button.

Please Note: Click on the Save Changes button to save your selections. This does not initiate the
backup procedure.

7. Click on the Perform Backup button to initiate the backup procedure. When the backupis
finished, the Net Integrator automatically emails a backup report to the administrator.

Initiating a Backup from the Control Panel

1. Pressthe Tape Ejed button. The tape containing the previous backup is gjected. Remove
the tape and store it in a safe place.
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2. Insert anew tapeinto the tape drive and push sightly. The tape is pulled into the tape
drive. The door closes.

—

3. Pressthe Backup button on the control panel. The display panel shows a 10-second
countdown, during which you can stop the backup process by pressing the Cance button.
After 10 seconds, the backup procedure commences and the display panel shows a
progress bar.

Please Note: You can delay backup for up to 24 hours by pressing the Up and Down directional
arrows during the countdown.

If a Backup does not fit on asingle tape...

A backup may not fit on asingle tape if the tape isamost full or if you are backing up files
that do not compress well (such as digital multimediafiles). If this happens, your Net Inte-
grator will span the backup across multiple tapes. When the first tapeisfilled up with data,
Net Integrator closes the tape, writes atape index, and sends an email to the backup adminis-
trator outlining which directories have been backed up and which have not.

In order to complete the backup job, the backup administrator hasto put a new tape into the
tape drive and press the Backup button (on the control panel). Your Net Integrator then con-
tinues the backup on the second tape.
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Tape Restore

There ae two restore scenarios:

1. Complete System Restore— Upon total hard disk fail ure, perform a cmplete system
restore to restore your system to the state of your most recent badkup tape. After a com-
plete system restore, all existing fil es are overwritten with copies from the badkup tape.
However, new fil es saved to the hard drive after the badkup are left untouched. A com-
plete system restore should generaly be initiated only when recovering from complete
hard disk failure.

2. Spedfic Diredory Restore— It is possible to restore a spedfic user or team direcory if
these fil es have been lost or mistakenly deleted. A spedfic directory restore can only be
initi ated from the Backup menu. There ae two types of spedfic diredory restore proce-
dures:

¢ Normal Restore— The mntents of auser or team diredtory gets overwritten (like
with a cmplete system restore).

« SafeMode Restore—The cntents of auser or team diredory gets restored into a
new subdirecory cdled Restore (which is creaed in the user or team diredory).
Users can browse through the content of the direcory from the tape, copy any
needed files, and then del ete the Restore sub-diredory.

IMPORTANT:Restore procedures can only restore user- and team-level directories. You cannot
restore selected files within a directory.

Initiating aTape Restore

A copy of your server configurationis made eab time abadkupis performed. This configu-
ration file can be used to restore your settings in the event of a cdastrophic system fail ure.

Initiating a Restore from the Net Integrator Menu

1. Seled Backup form the Server Setup menu found onthe left side of any WebCornfig
screen. The Main Backup screen displays. Scroll to the Restore Fil es sedion of the
screen:

Please Note: If there is no backup tape in the tape drive, this section is empty. If the last backup
tape is still in the tape drive, this section displays the directories backed up on that tape.
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4 RESTORE FILES

Load Tape Index | Ferform Restore Now I

2. Click onthe Load Tape Indexbutton to refresh the list of direcories that can be restored.
In approximately 1 to 2minutes, an updated li st (showing when the badkup on thistape
was performed, and the diredories that are stored on this tape) displays.

IMPORTANT: The first entry in the Restore Files section of the screen is for System Configuration,
which is automatically backed up every time any backup is performed. Restoring system configura-

tion files will overwrite the current system configuration, so be very careful with this setting. It is rec-
ommended that you leave the default setting (No).

3. Indicae whether or not you want adiredory included in the restore procedure. Seleding
all direcoriesfor arestoreisthe equivalent of performing afull system restore.

» Seled Yesif youwant thisdiredory restored in namal mode (where the mntents
of the diredory gets overwritten)

e Seled Noif youdo not want this direcory restored.

» Seled Safeif you want the diredory restored in safe mode (where the contents of
the diredory are saved in the Restore subdiredory).

4. Click on the Perform Restore button to begin the restore procedure.

Initiating a Restore from the Control Panel

IMPORTANT: Inititate a restore procedure from the control panel only if you want to do a complete system
restore. See Restore Scenarios (in this chapter for more information).

1. Pressthe Restore button. The display panel shows a 10-second countdown, during which
you can stop the restore processby pressng the Cancd button. After 10 seconds, the
restore procedure commences and the display panel shows a progressbar.
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Intelligent Disk Backup (idb)

Net Integrator takes a different approach to bad<up with idb technology, which is bath
chegoer and easier to use than conventional tape badkup systems. The cgadty of theidb
badkup unit varies with ead Net Integrator model.

Although the idb system automaticdly performs badup procedures (without input from a
system administrator), you can turn off idb and manually initiate badkup procedures. Refer
to Initiating anidb Backup (in this chapter) for more information.

Features of idb

Instead of conventional badkup tapes, idb utili zes aremoveable high-cgpadty hard disk,
which provides the foll owing advantages:

Value — one hard disk costs less than the five badup tapes needed to maintain a
tape badkup system.

High Capacity —the idb badkup cartridge can (in most cases) store amonth or
more of badkup history .

Speed —idb badkup matches and dften supercedes the badkup speeals achieved by
the most expensive tape systems on the market.

Instant Access— regular badkup tapes (like casette tapes) are alinea medium,
meaning that you have to fast-forward or rewind in order to find information. idb
technology (like a @mpad disc) provides almost instant access to data.

Backup Intelligence — you do not need a network administrator to figure out
which tapes need to be loaded and when. Net Intelli gence determines when a
badkup neels to be made, and whether the bad<up should be full or incremental.
This dedsion isbased on the anount of data on the main hard disk, the anount of
utili zed spaceon the idb system, the cmpressibility of your data, and the rate &
which new datais added and current datais changed or updated. Asaresult, your
idb system maximizes the amount of historicd datathat is badked up.

Durability — you can badkup data on the hard drive antinuously without worry-
ing that the drive will wea out.

Continuous Backup —you can badkup datain any sequence, and as often as
every 15 minutes.
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Configuring idb

Your Net Integrator idb model automaticdly badks up your data throughout the entire day,
takes care of all badkup tasks for you, and notifies you via eamail about its progress
Although most of the idb processis automated, you can adjust several parameters that deter-
mine how and when your badkups are compl eted.

Seled Backup from the Server Setup menu found on the left side of any WebConfig
screen. Thefollowing screen displays:
Please Note: This screen also has a Restore section not shown in the following image.

i BACKUP SETUP
E-Mail backup reports to:

Enable backup compression Mo

(smaller, slower)?

Day begins at:

» SAVE CHANGES

. BACKUP FILES

|# SAVE CHANGES |« PERFORM BACKUP

Enter the name of the administrator to whom badup reports should be email ed.
Please Note: If you have the SMTP server enabled, you can enter any email address in this field.

Indicate whether or not you want to enable badkup compression. As ageneral rule, com-
pressed badkup runs half as fast as a non-compressed badup but stores twice @& much
data.

» If you seled Yes, your badkup is dower but takes up less paceon theidb disk.
» If you seled No, your badkup is faster but uses more spaceontheidb dsk.

Seled how often you want the system to perform a backup from the drop-down list. The
default setting is 15 minutes.
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5. Select when you want the system to perform afinal back-up from the drop-down list. It
is recommended that you select atime when nobody is using the system (i.e. late at night
or early in the morning).

6. The Backup Files section of the screen displays al of the directories that can be backed
up. Indicate which directories you want to back up by selecting the Yes button.

7. Click on the Save Changes button to save your selections. Theidb system automatically
performs the backup procedure.

Initiating anidb Backup

Although the idb system automatically performs backup procedures (without input from a
system administrator) you can turn off idb and manually initiate a backup from the control
panel (found on the front of the Net Integrator) or from the Backup menu (located under the
Server Setup menu).

A procedure initiated from the Backup menu allows you configure certain settings on the
Main Backup screen. A backup initiated from the control panel begins a procedre with the
settings that were last configured. To change the settings, you have to go to the Main Backup
screen. If you initiate a manual backup from the control panel, there is a Delay setting. The
setting you enter remains until you change it again.

IMPORTANT:A copy of your server configuration is made each time a backup is performed. This config-
uration file can be used to restore your settings in the event of a catastrophic system failure.
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Initiating a Backup from the Net Integrator Menu

1.

Select Backup from the Server Setup menu found on the left side of any WebConfig
screen. The Main Backup screen displays:
Please Note: This screen also has a Restore section not shown in the following image.

i BACKUP SETUP

s o eports o]

Enable backup compression . I

(smaller, slower)?

Backup every: | RERAIEH -

¢ SAVE CHANGES

i BACKUP FILES

» SAVE CHANGES |#* PERFORM BACKUP

In the Backup Setup section of the screen, enter the appropriate backup parameters.
Please Note: Refer to Configuring idb (in this chapter) for more information on these fields.

The Backup Files section of the screen displays all of the directories that can be backed
up. Indicate which directories you want to back up by selecting the Yes button.

Please Note: Click on the Save Changes button to save your selections. This does not initiate the
backup procedure.

Click on the Perform Backup button to initiate the backup procedure. When the backup is
finished, your Net Integrator automatically emails a backup report to the administrator.

Initiating a Backup from the Control Panel

1.

Press the Backup button. The display panel shows a 10-second countdown, during which
you can stop the backup process by pressing the Cancd button. After 10 seconds, the
backup procedure commences and the display panel shows a progress bar.

Please Note: You can delay backup for up to 24 hours by pressing the Up and Down arrows during
the countdown.
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idb Restore

There ae two restore scenarios:

1.

Complete System Restore— Upon total hard disk failure, perform a complete system
restore to restore your system to the state of your most recent badkup. After a complete
system restore, al existing files are overwritten with older copies from the badkup tape.
However, new fil es saved to the hard drive after the badkup are left untouched. A com-
plete system restore should generaly be initiated only when recovering from complete
hard disk failure.

Spedfic Diredory Restore— It is possible to restore a spedfic user or team network
direcory if these files have been lost or mistakenly deleted. A spedfic diredory restore
can only be initiated from the Backup menu. There ae two types of spedfic direcory
restore procedures:

¢ Normal Restore— The mntents of auser or team diredtory gets overwritten (like
with a cmplete system restore).

« SafeMode Restore—The cntents of auser or team diredory gets restored into a
new subdirecory cdled Restore (which is creaed in the useror tean direcory).
Users can browse through the content of the direcory from the tape, copy any
needed files, and then del ete the Restore sub-diredory.

IMPORTANT:Restore procedures can only restore user- and team-level directories. You cannot
restore selected files within a directory.

Initiating anidb Restore

A copy of your server configurationis made eab time abadkupis performed. This configu-
ration file can be used to restore your settings in the event of a cdastrophic system fail ure.

Initiating a Restore from the Net Integrator Menu

1.

Seled Backup from the Server Setup menu found onthe left side of any Net Integrator
screen. The Main Backup screen displays.

Scroll to the Restore Fil es sedion of the screen (which displays alist of badkups and the
date that the badkup was performed):
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RESTORE FILES

3. Toview the contents of abadkup file, click on the Open button. The following screen
(showing the date and time the badkup was performed, and the directories that can be
restored) displays:

Please Note: The first entry in the Restore Files section of the screen is for System Configuration,
which is automatically backed up every time any backup is performed. Restoring system configura-

tion files will overwrite the current system configuration, so be very careful with this setting. Itis
recommended that you leave the default setting (No).

RESTORE FILES
These directories can be restored:

Team webmaster

» PERFORM RESTORE

4. Indicate which diredories you want included in the restore procedure:

e Sded Yesif youwant this diredory restored in namal mode (where the mntents
of the diredory gets overwritten)

» Seled Noif youdo not want this diredory restored.

» Sded Safeif you want the diredory restored in safe mode (where the contents of
the diredory are saved in the Restore fil €).
Please Note: Selecting all directories is the equivalent of performing a full system restore.

5. Click onthe Perform Restore button to begin the restore procedure.
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Initiating a Restore from the Control Panel

IMPORTANT: Inititate a restore procedure from the control panel only if you want to do a complete system
restore. See idb Restore Scenarios (in this chapter for more information).

Press the Restore button. The display panel shows a 10-second countdown, during which you
can stop the restore process by pressing the Cance button. After 10 seconds, the restore pro-
cedure commences and the display panel shows a progress bar.
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Sdtware Updaes

Periodicdly, Net Integrator contads our distribution servers through its Internet connedion
and requests an updated list of avail able software releases. A list of avail able software
releases is found on the Sdtware Update screen.

Upgrading your Net Integrator

It is best to upgrade your software dter-hours because rebooting disconneds all users and
causes all servicesto stop functioning.

1. Seled Software Update from the menu on the left side of any WebCorfig screen. The
Software Update screen displays, showing the software version currently running on your
Net Integrator and all versions available for download:

Versions already installed:

. [ e |

Active

|# CHECK VERSIONS

2. Click onthe CheckVersions buttonto update the li st of avail able versions.

3. Click onaversion's Release Noteslink to access its release notes.
Please Note: The release notes outline the version’s new features and provide important informa-
tion that you need to know before upgrading your software. Please read the release notes carefully.
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4. The new software has to be downloaded to your Net Integrator. To doso, click on the
approriate version's Download link. The System Satus screen displays. The SoftUpdate
line displays the progress of the download:

i SERVICE STATUS SNAPSHOT

Intemet Status: 10 - Indirect on eth0, via

Firewall

VPN Tunneis:

SoftUpdate:

5. When the download is complete, the SdtUpdate line reads: A software update has been
installed. To activate it, you must Reboot the Net Integrator.

6. Click onthe Reboat the Net Integrator link. The following screen dsplays:

Rebooting...
Your Net Integratar 15 rebooting.
Please wait a few minutes, then click below to return to the main screen.

7. Click on the Return button when an |P addressappeas on your Net Integrator’s display
panel. The System Status screen displays. The SoftUpdate line asks if you want to keep
the new software release:

* Seleding Yes permanently install s the new operating system.
« Seleding No reboots your Net Integrator and reverts to the previous operating sys-

tem.

Please Note: If the newer version of the operating system is not installed properly, the server uses
the old version when it reboots.
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8. To revert back to the old version, select Software Update from the WebConfig menu.
Click on the Activate link in the Viersions already installed section of the screen:

Active

Versions available for download:

puesit ey | P

[Release Note Active

|®# CHECK VERSIONS
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Private Networks

In the past, private networks were created by using routers to connect different office loca
tions through dedicated phone lines. This procedure is often called a wide area network
(WAN). Conventional private networks can be illustrated like this:

Branch
A office
///
/

Virtual Private Networks

TunnelVision allows you to create a virtua private network (VPN) using the Internet instead
of aWAN and dedicated phone lines. VPNs can be illustrated like this:
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Head Office

Internet

Branch
Office

/’/ Branch
e Office

e
Branch
- Office

.

Branch
Office

j
Branch
Office

Making aMVirtual Network Private

In aconventional private network, your company ownsall the routers, all the computers, and
all the phone linesinvolved. Because the only people using the network are employees, the
network is secure (at least in theory).

The Internet, on the other hand, is connected to any humber of businesses and organizations.
Asyour private data passes through the Internet, it is possible that people may intercept what
you are sending. In order to prevent this from happening, all of the data that passes through
a VPN is encrypted with the strongest encryption technology available: 1024-bit RSA and

128-hit Blowfish algorithms. Such encryption makes it very difficult to intercept your trans-

missions.
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How Tunnel Vision Works

A VPN alowsall of the cmmputers on two networks to communicate with eat other. For
thisto happen, you haveto first configure their subnet addresses.

When you install aNet Integrator, the 1P addresses used on your locd network don’t redly
matter. Internet standards recommend that all IP addresses that are owned by internal busi-
ness networks (and not used on the Internet itself) begin with 192.168. The third part of the
IP address pedfieswhich private subnet number you are using, and the fourth part identifies
an individual computer on the network. In spedal circumstances, however, you can use avy
subnet number at all (the first threeparts of the IP address).

The important thing is that the Net Integrator and the computers onthe locd network have
the same subnet number and unique | P addresses.

Network AddressTrandation (NAT)

When you communicae with other computers on the Internet, Net | ntegrator uses network
addresstrandation (NAT) to give eab connedion avalid, unique | P address that doesn’t
conflict with other networks.

But for aVPN, we don't want Net Integrator to use NAT, because then orly two addresses
will bevisible: Net Integrator #1 and Net Integrator #2. Instead, Net Integrator should pass
addresses on ead network through to the other network unchanged.

For thisto happen. you need to assgn diff erent subnet numbers to eat Ethernet network
involved inthe VPN. For example, use 192.168.1 for Network #1 and 192.168.2 for Network
#2. That means each computer on Network #1 has an address starting with 192.168.1, and
ead computer on Network #2 has an address starting with 192.168.2.

The Sed Pipe

To summarize, Network #1 is conneded to the Internet through Net Integrator #1 and has the
subnet number 192.168.1. Network #2is conneded to the Internet through Net Integrator #2
and has the subnet number 192.168.2.

Gateway settingswork likethis: a momputer on your Ethernet send padkets diredly to another
computer if its subnet number is the same. That means that 192.168.1.15 will t ransmit
diredly to 192.168.1.46, sincethey are both onthe same subnet. However, 192.168.1.15 can-
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not send padkets diredly to 192.168.2.20 — the subnet numbers are similar, but they are not
the same. The station then sends the data through its default gateway: Net Integrator #1.

Now TunnelVision can work its magic, aslong as you' ve configured the Net Integratorsto
creae aVPN (you' Il dothat later in this chapter). When Tunnel Vision starts, it creaes an
encrypted connedion between the two Net Integrators through the Internet. This connedion
is sometimes cdled a sted pipe (because, like atrue sted pipe, it's hard to seewhat’s inside
or to bre& throughit). More often it is known as atunnel.

Net Integrator #1 treds data addressed to Network #2 from itslocd Ethernet in a spedal
way. Rather than just pasgng the datato your ISP, Net Integrator encryptsit and sendsiit
through the tunnel. When Net Integrator #2 recaves the encrypted data, it deayptsthe
information and forwards it on to Network #2 asif it had arrived direaly from Network #1.
That way, Network #1 can communicae seaurely with Network #2 without any need for spe-
cial changesto individual workstations.

Creating aVPN

Because your Net Integrator does most of the work for you, creaing aVPN is much easier
than it sounds. All you haveto dois creae the encrypted tunnel.

Using Unique Subnet Numbers

We've drealy mentioned it oncein this chapter, but it's © important that we'll say it again:
ead Ethernet network in your VPN must use adifferent subnet number. We recommend
using any of the networks from 192.168.1 to 192.168.255, since these numbers are spedfi-
cdly reserved for private use.

The Master Server needs a Satic IP Address

Here's the other cach. The only way to find someone onthe Internet isto know their IP
address (atually, if their host name is registered in the DNS system, you can use that - but
DNS simply converts the host name to an | P address, so the result is the same.)

To crede a onnedion between two Net Integrators, someone neeads to ad as the Client and
someone athe Master server. Think of it like aphone cdl to your ISP, you (the dient) need
to know their phone number, but they (the server) don’t need to know yours. With
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TunnelVision, you have asimilar situation: the server side (accepting a connection) needs a
static |P address, while the client side can have either a static or adynamic |P address.

Only one Net Integrator (usually the computer with the fastest Internet connection at your
head office) needsto act as the server and have astatic |IP address. All the others can simply
act as clients.

Please Note: A static IP address is guaranteed never to change, so people on the Internet can always
find you. To obtain a static IP address, talk to your ISP. DDNS can be used in place of a static IP
address. Refer to Dynamic DNS in Chapter 18: Domain Name Services for more information.

Configuring aTunrelMision Master Server

Ensure that the Net Integrator you are configuring as the master server hasa static | P address.

1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The
VPN Setup screen displays:

i VPN SETUP
Enable PPTP Server? es ENo

Enable Tunnel Vision?

Tunnel Vision Password:

|‘ IPSEC SETUP...
|# SAVE CHANGES |# CANCEL CHANGES

2. Leavethedefault Enable PPTP Server setting.
3. Select Yesin the Enable Tunnel Vision section of the screen.

4. Leavethe Address of Master Server field empty (since the Master server does not initiate
connections).

5. Enter a password that the server and client will use to prove to each other that they are
trusted.

6. Re-enter the password to ensure it was entered correctly.
7. Click on the Save Changes button.
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Configuring aTunnelision Client

A Net Integrator doesn't need a static | P address to ad as a TunnelVision client, but it needs
to know the static | P address of the master server. To find thisinfomation, seled Local from
the Network Settings menu on the master server. On the screen that displays, click on the
Advanced... button. Then look at the addressassigned to ethl.

1. Seled VPN from the Network Setup menu on the left side of any WebConfig screen. The
VPN Setup screen dsplays:

i VPN SETUP

Enable PPTP Server?

Enable Tunnel Vision?
Address of Master Server:

Tunnel Vision Password:

Re-enter Tunnel Vision Password: ﬁ

|‘ IPSEC SETUP...
|# SAVE CHANGES |# CANCEL CHANGES

Leave the default Enable PPTP Server setting.

Seled Yesin the Enable Tunnel Vision sedion of the screen.

Enter the Master server’s datic IP address.

Enter the password that was used in step 5 of Configuring a Master Server.
Re-enter the passwvord to ensure it was entered corredly.

Click onthe Save Changes button. TunnelVisionimmediately beginsto creae the tunnel
between the dient and the master server. If the client and the server are mnneded to the
Internet and everything is configured corredly, this process ould only take afew sec
onds.

Please Note: To configure another Net Integrator as a client, simply repeat this process.

N oo g M w0 N
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TunrelVision Satus

The System Status screen always displays the status of adive VPNSs:

Please Note: You may need to click your browser’s Refresh button to see the latest information.

i SERVICES STATUS SNAPSHO
]

VPN Tunnels: panoply (idle)

The Idle Time-out

If either end o the tunnel (the dient or the server) does not receve ay data for approxi-
mately 20 minutes, it assumes that one end has disconneded from the Internet or that the
tunnel isno longer needed.

If one end of thetunnel is dill on-line, it will try to rebuild the mnnedion automaticaly.
Sincethis only takes afew seconds and happens only when the tunnel has been idle for a
long time, this sould na affed you. However, this behaviour can often cause the

VPN Tunnels status light to turn yellow or red. Thisis not asign d malfunction.

|Psec An dternativeto TunmelVision

As an dternative to TunnelVision, your Net Integrator can creae an IPsectunnel to aremote
server. TunnelVision's more alvanced fedures, such as automatic hostname and route shar-
ing, are not provided by IPsec. We generally recommend using TunnelVision, however, for
strict standards compliance, or for conneding to a server that isn’'t another Net Integrator,
IPsecmay be your only option.
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Adding anlPsec route

1. Seled IPsec Setup... from the VPN Setup screen. The IPsec Setup screen displays:

IPSEC ROUTES

Remote Server Remote Subnet Enabled? Action
Me CONMEC yat

|# ADD NEW ROUTE |# HOME

IPSEC RSA KEY

» NEW RSA KEY

2. Seled Add New Route. The Create IPsec Route screen displays:

CREATE IPSEC ROLUTE

Rempte server: ?

(Dptional) remote subnet:

Remote public RSA key:

|# SAVE CHANGES |# CANCEL CHANGES

3. Enter the IP address(or proper hastname) of the remote server you wish to conned to.

4. Toinclude aprivate subnet behind the remote server’sfirewall, enter the subnet here (eg.
192.168.42.0/24). To tunnel only to the remote server, and nd to a subnet behind it,
leavethe IPsec Remote Server field blank, or enter the remote server’s I P addressfrom
thefirst field.

5. Obtain the remote server’s RSA public key from its administrator and pesteit here.
Please Note: It must begin with “0s” for Base-64 formatted keys, or with “0x” for hex formatted keys.

6. Click on the Save Changes button.
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Editing anlPsec route

1. Seled the gpropriate IPsecroute’s Edit Action button on the IPsec Setup screen. The
Modify IPsecRoute screen displays.

i MODIFY IPSEC ROUTE

Remote server: || RPN R P

(Optionad) remote subnet: || FRSERTRESERE b

Remote public RSA key:

|# SAVE CHANGES |# CANCEL CHANGES

2. Enter the IP address (or proper hostname) of the remote server you wish to conned to.

3. Toinclude aprivate subnet behind the remote server’sfirewall, enter the subnet here (eg.
192.168.42.0/24). To tunnel only to the remote server, and nat to asubnet behind it, leave
thelPsec Remote Server field blank, or enter the remote server’s P address from thefirst
field.

4. Obtain the remote server’s RSA public key from its administrator and paste it here.
5. It must begin with “0s” for Base-64 formatted keys, or with “0x” for hex formatted keys.
6. Click onthe Save Changes button.

Generating an |Psec RSA Key

This generates an IPsecRSA public key you can provide to remote servers you wish conned
to. Exchange this key with the remote server’skey to creae the encrypted tunnel.

Please Note: Net Integrator will automatically generate one when an IPsec route is created.
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1. Select IPsec Setup... from the VPN Setup screen. The IPsec Setup screen displays.

. IPSEC ROUTES

Remote Server Remote Subnet Enabled? Action

Mo IPsec connections yet.

|# ADD NEW ROUTE |# HOME

. IPSEC RSA KEY

» NEW RSA KEY

2. Generate anew RSA public key by selecting New RSA Key.
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What is RAS?

Remote AccessServices (RAS) isaNet Integrator subsystem that all ows you to access the
internal network while & home or on the road. You can take advantage of RAS with:

* aVPN (which requiresthe Internet and a PPTP client)
OR
» adial-in connedion (which requires a dial-up modem and a phone line).

Please Note: Windows has a Point to Point Tunneling (PPTP) client built-in. You have to buy a separate
software package if you are using a Macintosh.

In order to establi sh aremote mnnedion, users haveto have PPTP or dial-in access Refer to
Creating Usersin Chapter 5: User & Team Management for more information.
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VPN Service

Configuring VPN Serviceon Net Integrator

1. Select VPN from the Network Setup menu on the left side of any WebConfig screen. The
VPN Setup screen displays:

i VPN SETUP
Enable PPTP Server?

Enable Tunnel Vision? | [l 25

Address of Master Server:

Tunnel Vision Password:

Re-enter Tunnel Vision Password: ﬁ

|‘ IPSEC SETUP...
|# SAVE CHANGES |# CANCEL CHANGES

2. Enablethe PPTP server by selecting Yes.
3. Click on the Save Changes button.

Configuring VPN Servicein Windows

Before you can establish a VPN connection, you haveto install VPN service on your Win-
dows 95/98/Me workstation. Windows 2000 and Windows X P workstations already have
VPN servicesinstalled.

1. From the Start menu, select Settings > Control Panel. Double-click on the Add/Remove
programsicon.
2. The Add/Remove Programs Properties screen displays. Select the Windows Setup tab.

3. Select Communications from the Components list and click on the Details... button. A
second Components list displays, showing the communications components that are
aready installed and those that can be installed.
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4. Scroll to Virtual Private Networking in the Componentslist.

« If it dready hasa thed, then VPN software has already been installed. Proceed to
Establishing a VPN Connedion.

« If it doesnat have ached, you havetoinstall the VPN software. Proceed to step 5.
5. Place a bedk inthe Virtual Private Networking box and click on the OK button.

6. The Windows Setup screen redisplays. Click on the Apply button. The software is
installed automaticaly. Reboot your computer when the software is finished installi ng.

Please Note: You may be asked to insert your Windows 95/98/Me disk for additional software com-
ponents to be loaded. Simply follow the instructions given to you.

Establishing a VPN Conredion

In order to establish a VPN connedion to your network, you reed to know your username
and password and the IP addressof your Net Integrator’s external network interface
Foll ow these steps to establish a VPN connedion in Windows 95/98/Me systems:

1. From the Sart menu, seled Programs > Accessories > Comnunications > Dial-up
Networking.

2. Double-click onthe Make New Connedion icon. The following screen displays:

Make New Connection

S _ Twpe aname for the computer you are dialing:
" E. by Connection

Select & device:

u@ I Microzoft WPM Adapter _'J

¢ Hack I Mest » I Cancel
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3. Enter aname for the VPN connedion. You leave the default or use any name that makes
sense to you. Click on the Nex button. The foll owing screen displays:

Make New Connection
Type the name or address of the VPN server

Host name or |P Address:
[19z188.01]

< Back I Mext > I Cancel |

4. Enter your Net Integrator’s host name or external |P address
« Enter ahost name (such as www.example.com) if your Net Integrator provides
DNS resolution for your domain.

e Enter an IP address (such as 192.168.0.1) if your Net Integrator does not provide
DNSresolution. To findthe external IP address, seled Local from the Network
Setup menu. On the screen that displays, click on the Advanced... button. Inthe
Network Devices sedion of the screen that displays, look at the IP address of the
untrusted Ethernet interface(usually ethl).

5. Click onthe Nex button. The following screen displays:

M ake New Connection [ %]

“T'ou have successfully created a new Dial-Up MNetworking
connection called:

Click Finish to save it in your Dial-Up Metworking folder.
Double-click it to connect

T edit thiz connection later, click it, click the Filz manu
and then click Properties.

< Back I Finish I Cancel
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6. Click onthe Finish button. You have aeaed an icon that adivatesaVPN connedion to
your home network through your Net Integrator.

7. Right-click ontheicon that you just creaed and seled Properties. In the window that
displays, click on the Server Types tab.

8. Inthe Advanced options sedion of the screen, ensure that only the following are checked:
» Enable software compression
* Require encrypted password
* Require data encryption.

9. Inthe Allowed network protocol sedion of the screen, ensure that only TCP/IP is
chedked. Click onthe OK button.

10. Onceyou are mnneded to the Internet, establish a VPN connedion to the internal net-
work by double-clicking theicon that you creaed in step 6.

11. The following window displays. Enter your Net Integrator login name and password.
Click on the Conned button:

Z¢ Connect To

g’% MITIVEN

User name: ibsmith

Password: I xxxxxxx

™ Save password

VPN server  [192168.01

Connect I Cancel |

12. The following window (showing you the progress of the connedion) displays:

ii‘- Connecting to NITI ¥PN

'_ii_ Statuz: Verifying uger name and Cancel |

" paszsword...
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13. The following window displays when a VPN connection is successfully established:

Connection E stabliched B
You are connected to NITI VPN.

To disconnect or to view status information, =
double-click the disl-up icon in the status area - Eé 2. AR ,
of the taskbar. ¥ 1245 P

“fou can also double-click the connection icon B sy
in the Dial-Up Metwarking falder.

™ Do not show this dislog box in the future:

] MR Aot I

14. Click on the Close button to minimize this window.

15. You are now connected to your local network through a secure VPN. Depending on your
Internet connection, it may take longer than normal to complete network requests. The
following icon (showing traffic between your workstation and the Net Integrator you are
connected to) displays in the bottom right corner of your screen:

%, 1238PM

16. To terminate the VPN connection, double-click on theicon. Select Disconned in the
window that displays.
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Dial-in Srvice

Configuring Dial-in Service on Net Integrator

1. Seled Dial-up from the Networking Setup menu on the left side of any WebConfig
screen. The Dial-up Networking Setup screen displays:

. DIAL-UP NETWORKING SETUP

Auto Allow .
o e

ADSL/PFPOE on ethl

|# DETECT MODEMS

2. Click onthe gpropriate modem’s Action button.
3. A seoond Dial-up Networking Stup screen displays:

4 DIAL-UP NETWORKING SETUP

i+ ADVANCED OPTIONS

Dial automatically When SOmeone | e= ... m oo ac 2 (a6 reca N
265 1 resch themtamate| & o0 W Only as alastresort N

Emulate Windows Dial-up Networking?

Allow Dial-In connections?

|# SAVE CHANGES | # CANCEL CHANGES

4. Inthe Allow Dial in connedions section, seled Yes.
5. Click on the Save Changes button.
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Configuring Dial-in Service in Windows

1.

From the Sart menu, seled Settings > Control Panel. Double-click on the Add/Remove
programsicon.
The Add/Remove Programs Properties screen displays. Seled the Windows Setup tab.
Seled Communications from the Components list and click on the Details... button. A
second Components list displays, showing the coommunications components that are
areay installed and those that can be install ed.
Seled Dial-Up Networking from the Components ist.
o If it drealy hasa ched, then dial-in software has already been install ed. Proceed
to Establishing a Dial-in Connedion.
e If it doesnot have a teck, you haveto install the dial-in software. Proceed to
step 5.
Place a bed in the Dial-Up Networking box and click on the OK button.
The Windows Setup screen redisplays. Click on the Apply button. The software is
installed automaticaly. Reboot your computer when the software is finished installing.

Please Note: You may be asked to insert your Windows 95/98/Me disk for additional software com-
ponents to be loaded. Simply follow the instructions given to you.

Establishing aDial-in Connedion

In order to establish adial-in connedion to your network, you reed to know your Net Inte-
grator username and password and the phone number of amodem that is conneded to an
external phone line. Depending on your Internet connedion, it may take longer than normal
to complete network requests.

Follow these steps to establish adial-in connedion onWindows 95/98/Me systems:

1.

2.

From the Sart menu, seled Programs > Accessories> Communications > Dial-up Net-
working. s

Double-click on the Make New Connedion icon. The foll owing screen displays:
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Make New Connection %]

Tuvpe a name for the computer you are dialing:

Select a device:

| Standard 56000 bps K5&Flex Modem |

LConfigure. .. |

< Back I Mest » I Cancel |

Enter aname for the dial-in connection. You can leave the default or use any name that
makes sense to you. Click on the Next button. The following screen displays:

Make New Connection %]

Type the phone number for the computer you want to call:

Area code: elephone number:

I
| ||

Country code:

|Canada (1] H

< Back I Mest » I Cancel |

Enter your area code, phone number, and country code.

Click on the Nex button. The following screen displays:
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Make New Connection E3

Y'ou have successfully created a new Dial-Up Metworking
cohnection called:

Dial-in Connection|

Click Finizh to gave it in pour Dial-Up Metworking folder.
Double-click it to connect.

To edit this connection later, click it, click the File menu
and then click Froperties.

< Back | Finizh I Cancel |

6. Click onthe Finish button. You have created an icon that activates adial-in connection to
the internal network.

7. Establish adial-in connection by double-clicking on the icon that you created in the pre-
vious step.

8. Thefollowing window displays. Enter your Net Integrator login name and password.
Click on the Connea button.

** Connect To ]
]
Dialin Connection
User name: lianedoe
Pazswiord: I ******* 4

™ Save password

Phane number: |1 555 1231234

Dialing from: INew Location d Dial Properties...l
Cannect I Cancel |

9. A window showing you the progress of the connection displays.
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10. Thefollowing icon (showing traffic between your workstation and the Net Integrator you
are connected to) displaysin the bottom right corner of your screen when you are con-
nected to the local network:

%, 1238PM

11. To terminate the connection, double-click on theicon. Select Disconned in the window
that displays.
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Youwill li ke this chapter.

Net Integrator’sfirewall subsystem is 9 sophisticated that there ae no user controlsfor it. It
isentirely auto-configuring and automaticaly reconfigures its parameters to adapt to any Net
Integrator settings. As such, thereis nothing for you to do.

However, you can lean more about its sophistication by reading atecdhnical paper abodt it at:
http: /imww.net-itech.com/america/products/pd features connedivity firewall.htm. Click on
the firewall -whitepaper.pdf link at the bottom of the page. The paper will launch in Adobe
Acrobat Reader.
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What is DNS?

DNSiisthe protocol used to convert Internet domain namesinto |P addresses. If DNSis
configured, users can access information on the locd network and the Internet using danain
names instead of spedfic IP addresses.

Please Note: Configuring DNS services can be complicated because it often requires dealing with out-
side organizations called Domain Registrars. If you are uncertain about issues related to DNS, ask your
ISP to help you.

DNS Sfrvices

Net Integrator runs two different kinds of DNS services:

» DNSL ookup and Caching Server — This srver converts domain names (such
www.yahoo.com) into | P addresses and then sends the IP addresses to your
browser. Net Integrator runs the DNS lookup and cading server on your locd
network and blocks connedions to the lookup server from the Internet. There ae
no spedal options to configure the DNS lookup and cacding server.

» DNSPublishing Server — This server adds names for your own network (such as
www.example.com) into the global DNS system so that people can find your IP
addressto access your web site or to send youemail. The DNS Publishing Server
isquite ammplicaed. Therest of this chapter explains how it can be configured.
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Configuring Public DNS

1. Seled Local from the Network Setup menu o the left side of any WebConfig screen. The
Local Network Options screen displays:

. LOCAL NETWORK OPTIONS

Host e
= Huo 0

|# ADVANCED..
! » SAVE CHANGES |# CANCEL CHANGES

2. Thedefault DNS server setting is No, meaning that you are not publishing any DNS
entries.

e Thisoption only controls the DNS publi shing server and how people outside your
locd network communicate with it. The DNS publishing server is always adive
for computers on your locd network.

e If you want to provides rvices (such as email) to the outside world, you need to
enablethe DNS server. To do so, seled Yes or Dynamic. Your choicedepends on
some relatively complex issuesinvolved in domain nameregistration. Wewill try
to explain some of theseissuesin the foll owing sections.

3. Click on the Save Changes button when you have seleded the gpropriate DNS setting.
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How the DNS §stem Works

DNSHierarchy

The Internet DNS server network is arranged as a hierarchy, in which asingle ‘root’ domain,
sometimes cdled da (*."), links to the set of top-level domains (such as.comand .org). In
turn, ead of the top-level domains contains alink to ead of the second-level domains (such
as net-itech.com and mydomain.org). Third- and fourth-level domains are less common and
are used in large organizations like universities.

Youwill most likely publish a second-level domain name such as example.com. When you
do that, your DNS server (if enabled) automaticdly publishes the namesinside example.com,
such as www.example.com and mail.example.com.

Domain Registrars

However, there is still apart that must be done manually: in this example, you haveto crede
alink on the .com server to ask your second-level domain to be referred to your Net Integra-
tor’s P address. To do this, you need to visit aDomain Registrar (such as www.easydns.com
or www.opensrs.org) to make sure your domain nameisn’t already being used by someone
else, and gve them the outside IP address of your Net Integrator.

Please Note: In order to register a domain name, your Net Integrator must have a static IP address.
Most ISPs provide this service for an additional fee. DDNS can be used in place of a static IP address.
Refer to Dynamic DNS in this chapter for more information.

After you enable your Public DNS Server and register with aDomain Registrar, people
should be &leto look up the IP address associated with your domain name. To test this,
seled WWWV from the Server Setup menu, and seled Yes in the Enable WWW Server field.
Then ask a friend outside the locd network if they can view your domain.
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Dynamic DNS

Dynamic DNSisaNet Integrator feature that allows you to publish DNS entries and provide
Internet services even if you have adynamic | P address (as opposed to a static | P address).

When you register your domain with a registrar, you give them the address of the primary
server and backup server owned by Net Integration Technologies (which already have static
IP addresses). When your Net Integrator connectsto the Internet, it automatically informs
the Net Integration Technologies servers about your current | P address and asks them to pub-
lish your up-to-date DNS information.

You need to provide a Domain Registrar with the following DNS server addresses:

1. dyndnsl.ivivanet.com 209.5.34.82
2. dyndns2.ivivanet.com 207.176.197.14

All you need to do then is set your Public DNS Server to Dynamic. Net Integrator does the
rest.

Manudly Creating DNS Entries

Based on the servers you have enabled, your Net Integrator automatically decides which
DNS namesto publish. For example, if your domain name is example.com, and the Enable
WM Server option is set to Yes (not Trusted Hosts Only), then your Net Integrator automat-
ically publishes the DNS name www.example.com as a pointer to your web server. Similarly,
if you enable the SMTP email delivery server, it publishes the name mail.example.com.

Although your Net Integrator publishes names automatically, you may want to occasionally
add extranames to your DNS server. You may also want to add an entry that allows people
to access your site without typing www. before the address.
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Types of DNSEntries

You can creae threekinds of DNS entries:

» A (addresg — Creaes an entry for converting aname (such as www.example.com)
to an IP address(such as 111.22.33.44). Thisisthe most common type of entry.

* NS(copy from nameserver) — Allows youto mirror someone dse’'s DNS server.
Every DNS server should have abadup server with an additional copy of the
data. When you register adomain name, the registrar generally asks for a primary
and aseondary server. If someone aksyou to ad astheir secondary DNS server,
you can add their domain name and primary server' s P addressas alNS entry.

e MX (mail exchanger) — Occasionally, you may want to publish aweb server and
amail server with the same name but diff erent |P addresses. For example, you
might want people to read you by email when they send to user @example.com,
but you might want the example.comweb server to point to adifferent address. To
do that, you would add Address records for example.com and www.example.com
pointing to your web server, and then you would add an MX entry for exam-
ple.com pointingto your mail server. You do not need to creae aseparate MX
entry if it will point to the same aldress as the Address record.

Creating aDNSEntry

1. Seled DNSfrom the Server Setup menu. The DNS List screen displays:

i DNSLIST

|# ADD DNS |# HOME

2. Click the Add DNSbutton. The DNS Add screen displays:

. DNS ADD

Hame:

Entry Type:
Value:

|# SAVE CHANGES |# CANCEL CHANGES
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Enter a name for the entry.

Seled the entry type.

Enter the target 1P addressin the Value field.
Click on the Save Changes button.

S

Editing an Existing DNS Entry

1. Seled DNSfrom the Server Setup menu. The DNSList screen displays.
2. Click onthe entry’s Edit Actionbutton. The DNS Edit screen displays:

i DNS EDIT:

Entry Type:
Value:

|# SAVE CHANGES |# CANCEL CHANGES

3. Makethe gpropriate changes and click on the Save Changes button.
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What is the Workstation Viewer?

The Workstation Viewer is a Net Integrator subsystem that can list the workstations and serv-
ersthat are connected through the local network or aVPN. The Workstations screen tellsyou
which computers are on the network, what their names and |P addresses are, and who is
logged on.

If aworkstation can be administered remotely using Virtual Network Computing (described
in the next section), the remote administration program can be accessed from WebConfig.

Accessing the Wor kstation Viewer

1. Select Workstations from the Network Setup menu on the left side of any WebConfig
screen.  The Workstations screen displays:

i WORKSTATIONS

IP Address Workstation Names Action

|# NEW SCAN

2. Because scanning for workstations can waste bandwidth (especially acrossaVPN) no
workstations display in thelist. Click on the Network Scan button to view an updated list
of workstations. The following screen displays:

i NOTICES

) i in progress. This may take up to 1 minute. “ou can Refresh

3. Click Refresh (on the bottom of the screen) after afew seconds to view the updated list.
Workstations will only be shown in the list if they are connected to the network.
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Virtual Network Computing (VNC)

Using freeWindows software cdled Virtual Network Computing (VNC), you can configure
Windows, Mag, and Unix workstations  they can be ontroll ed remotely from a central
workstation. If users need help or settings need to be changed, an administrator does not
have to physicdly go and sit in front of the workstation in gquestion.

Because thisremote administration softwareis also compatible with VPNs, the administrator
does not have to be on the same network or even in the same dty. ComputerswithaVNC
remote alministration server installed appea with the words Remote Admin next to them on
the Workstations screen:

i WORKSTATIONS

IP Address Workstation Mames Action

19 RE] hurger

Configuring VNC

There ae two parts to configuring remote administration:

1. VNC Server (which should be installed on every user’s workstation).
2. VNC Viewer (which should beinstalled on the administrator’s workstation).

Oncethe servers and viewers are anfigured, clicking the Remote Admin link on the Worksta-
tions screen conneds you to the remote VN C server and displays the remote desktop.

Configuring the VNC server

1. Download VNC from the Internet. Go to:
e http://mww.uk.research.att.com/vnc/download.html
OR

« http://download.cnet.comy (and seach for VNC)
Please Note: For the MAC version, go to http://www.chromatix.uklinux.net/vnc/
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Thefile comesin azipped format. Unzip thefile in atemporary location for installation.
Run the Setup program and follow the screens. Accept all defaults during the installation
process.

When installation is finished, reboot the workstation.
From the Start menu, select Applications > VNC and start VNC (App mode).

Thefirst time you start VNC you will have to set up apassword, which is needed in order
to connect to your workstation.

When VNC is active, asmall VNC icon displaysin the bottom right corner of your
screen.

Configuring the VNC viewer (for the Administrator’s Workstation)

A wnhpoR

Download VNC from the Intenet and configure the VNC server.
Look for vncviewer.exe and copy it somewhere obvious (such as c:\windows\).
From the Sart Menu, select Programs > Windows Explorer.

From the Tools menu, select Folder Options. Click on the File Typestab. The Fil e Types
screen displays.

Click on the New Type... button. The Add New File Type screen displays:

Add Mew File Type =]

Description of type: I

Azzociated extenzion; |

Content Type (MIME}: | =
Drefault Extenzion for Content Type: i vi
Auctions:

Mew... | Edit... | Hemove | SetbefEul: |
™ Enable Quick Wiew W Canfirm open after dovnload

[ Alwaps show estension [T Browse in same window

(]9 | Cancel I
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6. Enter adescription of the file type (such as VNC Viewer Admin) in the Description of
Typefield.

7. Enter vnc in the Associated extension field.

8. Enter applicatior/x-vnc in the Content Type (MIME) field.

9. Click onthe New button. The New Action window displays:
MNew Action HE3

Action;

Application used to perform action:

Cancel

Ul

I Browze. ..

[~ Use DDE

10. Enter Open in the Action field.

11. Enter c:\windows\vncviewer.exe/config"%1" in the Application wsed... field.

Please Note: c:\windows\ refers to the location where VNC has been installed. The quotations
around "%1" are required.

12. Click on the OK button. VNC Viewer Admin displays in the Registered fil e types list of
the File Types screen.
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What is FastForward?

Net Integrator's FastForward technology all ows you to forward Internet traffic from a spe-
cific address and interfaceto another addressand interface A subsystem that performsthis
function is usually cdled a Proxy Server.

When computers on the Internet accessservices on yaur internal, proteded network, they
“talk through” your Net Integrator. FastForward makes sure that these untrusted computers
can only access the information and services that you want them to.

If FastForward is disabled, no-one @an see anything onyour loca network because the Net
Integrator ads asafirewall. If you enable FastForward, you are making aproteded “hole” in
your firewall that allows computers on the outside to accessyour network. To dedde
whether youwant to use FastForward, you need to dedde whether it isworth the added seau-
rity risk.

Becauseyou ar e affecting thefirewall security of your network, it isvery important that
you under stand what you are doing while configuring FastForward. You might want to
seek qualified advice.

Introductionto TCP/IP

Entire books have been written on this sibjed. To save you some time, well try to explain
everything you reed in apage or two. Earlier in this guide, we talked about how ead com-
puter on the Internet must have aunique IP address But that's not the whole story. Network
protocols comein layers - IPisjust one of those layers. Thejob of IPisto get data, split it
into small chunks cdled packets, and then transport those padkets from one wmputer to
another onthe Internet.

How does a mmputer know what to do when it recéves an |P padket? Somehow, it needsto
figure out what service it belongsto, and which gpen connedionit'sinvolved in. For that, it
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uses two higher-level protocols known as TCP (Transport Control Protocol) and UDP (User
Datagram Protocol). TCP and UDP introduce port numbers which spedfy where the datais
supposed to go and haw the computer is supposed to handleit.

FastForward can handle both TCP and UDP. It processes them diff erently from ead other,
but you don't nead to worry about this for configuration purposes.

User Datagram Protocol

Using UDPisvery much like sending atelegram. You receéve amessage, and you may send
areply. The DNS (Domain Name Service) mentioned ealier uses UDP. One computer sends
amessage aking to translate aname (say www.example.com) into a number. The answering
DNS server sends a message saying that the | P address of www.example.comis 192.168.1.1.

L
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Transport Control Protocol

Using TCPisvery much like making atelephone call. A person callsyou, and you answer.
You go through aintroductory sequence, you have a conversation, and then you finish the
call (or aswe say with TCP, you close the connection). TCP is used for more complicated
network tasks, like web browsing.

Two-Way Connection

/

Proxy Servers

Net Integrator acts as afirewall, meaning that it blocks computers on the Internet from hav-
ing accessto your private servers.

If you want to make a service available to the outside world, FastForward controls the con-
nection for you. When someone outside wants to access the service, they send the request to
aport on your Net Integrator. FastForward then connects them to the service. This process
has two connections. one from the client to the Net Integrator, and another from the Net Inte-
grator to the server. When either the client or the server transmits information, the Net Inte-
grator forwardsit to the opposite end of the connection.
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'I_:” Forwarded Connection e l.'zﬂ gl
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Asaresult, you reed to know the aldresses and port numbers of both the source of informa-
tion and the destination of the information. Net Integrator recaves connedion requests from
the source aldressand forwards them to the destination.

If you want to use FastForward, you probably already have a ¢ea ideaof what your destina
tion address will be. The source, however, may be more difficult to determine and ultimately
depends on how your IP addressis configured.

Satic andDynamic IP Addresses

A person trying to access FastForward services through your Net Integrator must know your
assigned |P address in order to locae you onthe Internet. Each time you conned to the
Internet, your ISPassigns you a | P address. Dynamic | P addresses are inconvenient for use
with FastForward because your addresschanges ead time you conned (making it difficult
for your clients to find you).

If you spedficdly ask for one, your ISPcan gve you a static | P address (which never
changes). Onceyou have aworking static | P address, you can add it to aDNS server (which
will convert your domain’s readable name into its |P address.
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Configuring FastForward

You can configure FastForward onceyou know your source and destination addresses. If
youstill aren't sure where the addresses come from, keep reading - we have afew examplesa
bit later on.

IMPORTANT:Remember that you decrease firewall security when you enable FastForward.

1. Loginto Net Integrator with your administrator username and passvord. WebConfig's
System Satus page displays.

2. Seled Fast Forward from the Network Setup menu. The Fast Forward screen displays,
showing the list of addresses being forwarded
Please Note: This list may be empty if no addresses are being forwarded.

i FAST FORWARD

Port To | Port l Action

(Mo forwarding entries exis

|# ADD NEW FORWARD |# HOME

Creating a New Forward

1. Click onthe Add New Forward. The Add Forward screen displays:

Auld Forward

From Address: Net Integrator

|# SAVE CHANGES |# CANCEL CHANGES
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2. Enter the source aldress and port number in the From Address and From Port fields.

Please Note: If you enter Netintegrator (with no space) as the source address, Net Integrator auto-
matically uses your assigned address (whether it is static or dynamic). You can only attach one for-
ward connection to any given source address and port.

3. Enter the destination address and port number in the To Address and To Port fields.

Please Note: Ensure that you have entered the destination information correctly. If you forward con-
nections to a server that isn't answering, Fast Forward drops the connection.

4. Click on the Save Changes button.

Editing a Forward

1. Onthe Fast Forward screen, click on the gpropriate forward’s Edit Action button. The
Modify Forward screen displays.

2. Change the gpropriate source or destination information.
3. Click on the Save Changes button.

Deleting aForward

1. Onthe Fast Forward screen, click on the gpropriate forward’'s Delete Action button.
2. To confirm the deletion, click onthe OK button on the window that displays.
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Forwarding Senarios

All thismight still sound abstrad and confusing. Here ae afew common examples:

1.

Your internal network has an email server cdled Fred running Windows NT. The aldress
of the server is192.168.1.5.

Set the sourceto Net Integrator/port 25 (which isthe SMTP port) and the destination to
192.168.1.5/port 25. Now people can send email to your Net Integrator's static |P
address and it will get forwarded to your mail server.

If Fred hasa DNS server on port 53, you can forward Net Integrator/port 53 to
192.168.1.5/port 53. That way, people on the Internet can look up hostnames that belong
to your locd network.

You can make WebConfig accessible from the outside world so that Net Integration Tedch-
nologies Inc. technicd support can get into your Net Integrator and help you with prob-
lems.

Net Integrator's port 80 is already in use for the mmpany web server, so welll use port 81
asthe source. WebConfig uses Port 8042 and if the destination IPis192.168.1.1, the
complete destination addressis 192.168.1.1/port 8042. To access WebConfig from the
outside, we would need to use aspedal address: http://mww.your network.com:81/

Here's what FastForward looks like if you choose dl threeof these settings:

. FAST FORWARD

|# ADD NEW FORWARD |* HOME

Net Integrator User Manual — Version 3.70 173



FastForward

Multiple Satic IP Addresses

In certain cases, you will want FastForward to trea connedions differently depending on
their target. For example, you might want email from mail1.your network.com to be sent to
Fred (your NT server) and email from mail 2.your network.com to be sent to Barney (your
Unix server). To dothis, your ISPneedsto assign yau multiple static | P addresses. Some
ISPs may not offer this service

If you have two static | P addresses (207.6.60.1 and 207.6.60.2), and yau want the setup we
just described, you can:

creae one forwarding entry with source 207.6.60.1/port 25 and destination
192.168.1.5/port 25.

creae ancther forwarding entry with the source 207.6.60.2/ port 25 and destina
tion 192.168.1.6/port 25.

Comnon Port Numbers

Here ae afew common port numbers that you can use with FastForward.

22 —SSH (Seaure Shell)

23 —Telnet

25 —SMTP (Simple Mail Transfer Protocol)

79 —Finger

80 —HTTP (Hypertext Transfer Protocol) - Web server
8042 — WebConfig

110- POP (Post Office Protacol)

Please Note: Some ports cannot be used with FastForward. For example, port 21 (FTP) does not work
because it uses multiple connections that include both ports 20 and 21.
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Trouldeshoaing FastForward

Your Net Integrator may display the following message: An error occurred while Fast For-
ward tried to bind to one or more of the addresses spedfied.

This message may display if:

e youaretrying to forward to patsthat are dready being used by your Net Integra-
tor (port 80, for example).

» FastForward has more than one entry trying to use the same source port and
address You cannot have more than one FastForward entry attached to the same
source

If you seethis message, turn off the server that is already usingthe port. For example, to for-
ward pat 80 (the port used for web services) to another address, you would first have to shut
off the web server on your Net Integrator.

The log message viewer (explained in Chapter 22: Log Messages) shows which Fast For-
ward entries did and did na work.
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Chapter 21 Disk Management

Disk Configuration (idb andRAID)

RAID (Redundant Array of Inexpensive Disks) is asystem of backing up information that
reduces risk by saving data on two or more drives. If one drive fails, your datais still safely
stored on another drive. Although you do not need to know much about RAID in order to
configureit on your Net Integrator, it may be helpful to know that a RAID array consisting of
exactly 2 disksiscalled RAID1. A RAID array consisting of 3 or more disksis called
RAIDS.

Intelligent Disk Backup (idb) is a system that automatically performs backup procedures as
often as every fifteen minutes without input from a system administrator. See Intelligent
Disk Backup (idb) in Chapter 13: Backup ard Restore for more information.

You configure your disks when you create your administrator account:

Create Administrator Account

Eefore you can use your Met Integrator, you must create an Administrator Account far
vourself. Don't forget vour passward!

Create Sdministrator

Password:

Re-enter Password: _
Your Domain Hame: | REEEEIw e A
Reserve last disk for idb backups? a3 Mia

|@ SAVE CHANGES |# CANCEL CHANGES
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Seleding Yes means that you reserve your last disk for Intelligent Disk Backup (idb) while
using al other avail able disksfor aRAID array. Selecting No means that you use dl avail -
abledisksfor aRAID array. Refer to Creating an Administrator Account in

Chapter 2: Conneding to WebConfig for more information.

Please Note: If your Net Integrator has one disk, then you cannot take advantage of idb or RAID. If your
Net Integrator has exactly two disks, you can have idb backup or a two-disk RAID array (but not both). If
you have three or more disks, you can have a two (or more) disk RAID array and idb backup or a RAID
array with all available disks and no idb backup.

Reoonfiguring your Disks

Although you configure your disks when you first setup your administrator acoount, it ispos-
sibleto reconfigure them at alater time. The Disk Status sedion of WebConfig's System Sa-
tus screen displays your disk status and provides you with disk reconfiguration ogions.

Converting anidb dsk to RAID

You can only convert an idb dsk to part of a RAID array if your Net Integrator has exadly
two disks. If you have 3 or more disks, you cannat convert an idb dsk to RAID.

IMPORTANT: Converting your idb disk to part of a RAID array means that you lose idb backup capabili-
ties. In addition, the backup information that is stored on the idb disk is permanently deleted.

1. The Disk Status section of the System Satus screen has a link telling you that you can
configure your last disk to your RAID array to improve redundancy. Click on thislink.

2. The RAID array then beginsto rebuild. This process (which can take up to two hours)
does not noticealy affed the performance of your Net Integrator. Click on your
browser’s Refresh buttonto view an updated status of your RAID array:

ot add or remove
omplete)
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3. When the aray hasfinished building, the following displays in the Disk Satus sedion of
the screen:

Disk Statys:| © | f0Ur disk arr  correctl

i II'I idh backups.

Convetinga RAID disktoidb

If your RAID array isworking corredly, you can convert aRAID disk to idb.

IMPORTANT: Converting your last RAID disk to idb eliminates disk redundancy (regardless of how many

disks your Net Integrator has).

1. The Disk Satus sedion of the System Satus screen has alink telling yau that you can
configure your last disk asidb. Click on thislink.

2. Thefollowing displays in the Disk Status sedion of the screen:

5 wiorking correctly.

ot the Met Integrator to complete the
disk reconfiguration.

3. Click on the Reboot the Net Integrator link. The following screen displays:

Rebooting...
Your Net Integrator 15 rebooting,
Pleaze wait a few minutes, then click helow to return to the main screen.

4. When an |P addressappeas on your Net Integrator’s display panel, click onthe Return
button. The System Status screen displays. The Disk Status sedion of the screen displays
your new disk configuration:

Disk 3tatus:
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Disk Satus Messages

Depending on your disk configuration, one or more of the foll owing messageswill display in
the Disk Satus sedion of WebConfig's System Status screen:

1. TheRAID arrayisrebuilding. Pleasedo not add or removeany disks until thisprocessis
finished. (% complete)
A RAID array nealsto build itself the first timeit is used, and rebuil d when anew disk is
added or when the power is turned off suddenly. This message dso displays on the dis-
play panel. Always click on the Shutdown button (on the bottom of the System
Satus screen) before turning off your Net Integrator; fail ure to do so means that your
RAID array will need to rebuild when you turn the box badk on. Although this process
does not noticealy affed the performance of your Net Integrator, it can take up to two
hours to complete.

Apple File Server: 0
NFS Flle Server: -

FPOP Mail Server: o
DAP Directory Server:| O

Reboat || Shutdown 4—

2. Your disk array isworking corredly.
This message displays after a RAID array isfinished building.

3. Nodisksdeteded! Are your drivesinserted or locked?
This message displays when your drives are nat fully inserted and properly locked or
when all available drives have aashed. If your drives are not locked, insert the hard disk
key into the lock and turn it clockwise until it snapsbadk into the locked pasition. If your
disks have aashed, refer to Recovering from Disk Fail ure (in this chapter) for informa-
tion on haw to replacefailed disks.

4. TheRAID array isin degraded mode. If you removea disk, you will | ose access to
your files.
This message displaysif you have only one of the avail able drives configured in aRAID
array. You can creae aproper RAID array by configuring a second disk.
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5. Theprimary disk isin standalone mode. If you removethe disk, you will | ose access to
your files.
This message displaysif have asingle disk drive, if you are not using RAID, or if your
two-disk RAID array is in degraded mode.

6. Thereisno disk available for idb backup.
This message displays when all available disks are configured in a RAID array.

7. Disk# _isbeingused for Intelli gent Disk Backup (idb).
This message displays when the last disk is used for idb instead of as part of a RAID
array.

8. Youcan adldisk#_toyour RAID array to improve redundancy.
This message displays when you have at least one unconfigured disk or if your last disk is
being used for idb. Click on the link to add the disk to the RAID array.

Please Note: This message appears in addition to messages 1-7.

9. Youcancorfiguredisk# for useinidb backups.
This message displaysif the last disk drive isunconfigured. The previous message also
displays, but you can only choose one of the options.
Please Note: This message appears in addition to messages 1-7.

Recovering from Disk Failure

If one of the disksin your RAID array fails:

1. Turn off the main power switch (on the back of the Net Integrator).

2. Remove the hard disk and replace it with a new one as soon as possible. See Ingtalling a
New Hard Drive (in this chapter) for more information.

Please Note: Net Integration Technologies Inc. will send you a new hard disk by overnight courier.
See your Net Integrator warranty for full details.

3. Turn the main power switch back on.
4. Pressthe power button (on the front of your Net Integrator).
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5. Conned to WebConfig:

a. Rea thelP address on display panel. For demonstration purpases, we will use the
following address 192.168.0.1

b. Enter http://192.168.0.1:8042 into a web browser’s address bar. Press Enter on your
keyboard. WebConfig's System Status page displays.

6. The Disk Status section of the screen presents you with two ogtions:

i mode. If yo

« Toconfigurethe new disk as part of the existing RAID array, click on add disk#
to your RAID array.
« To configure the new disk asidb, click onconfiguredisk#_for useinidb
backups.
7. Depending on your choice, your Net Integrator will configure the new disk asidb a as
part of your RAID array.
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Disk Reaovery (SystemER)

SystemER (Emergency Reaovery) is an advanced set of feaures and procedures that:

« dlowsrapid datarecovery in case of complete hard disk fail ure.
* enables Net Integrator to run in emergency mode dter ahard disk fail ure.

Most Net Integrator units are equipped with SystemER (which is a unique Net Integrator fea
ture that is not avail able from any other manufacturer).

Because hard disks are more prone to failure than soli d-state devices, Net Integrator is
designed in such away that the operating system and system configuration fil es do not reside
on the hard disk. Instead, the operating system is stored on nonvolatile solid-state memory
(which provides superior reliability). A tape backup unit or idb badkup along with simple
badkup and restore procedures all ow for quick recovery in case of system failure.

If you susped that your Net Integrator has suffered hard disk fail ure, contad the Net
Integration technica support team immediately.

Hard Disk Failure

If technicd support diagnoses your problem as hard disk fail ure, you will neal the foll owing
in order to restore your Net Integrator:

e Last Backup Tape— from which you can recover data from your last backup. If
you have an idb model, you do not need a badkup tape.

Please Note:All changes to system configuration, user files, and new files created by users
since the last backup are not recoverable

* New Hard Disk — because your hard disk hasfailed, anew onewill be sent to you
by Net Integration Technologies. The disk will be sent by overnight courier and
should arrive the next morning. Seeyour Net Integrator warranty for more infor-
mation.

» Hard Disk Key —your Net Integrator has been delivered with a pair of small
keys. These ae used to unlock the removable hard disk tray.
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Installing aNew Hard Drive

1. Turn off the power switch (located on the back of the Net Integrator).
2. Insert the hard disk key into the lock and turn it counter-clockwise.

3. Gently take the handle and pull the disk out (keeping the handle horizontal).

Please Note: The tray should slide out easily. Do not use excessive force.
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4. Remove the disk from the unit.

6. When the disk has been pushed into the drive as far asit can go, gently push the handle
downward. Doing so locks the disk into position.
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7. Insert the hard disk key into the lock and turn it clockwise until it snaps back into the
locked position.

8. Turn the main power switch back on

@&\,

9. Pressthe power button (on the front of your Net Integrator).

10. When an | P address appears on the the display panel, insert the last backup tape into the
tape backup drive.

Please Note: Skip this step if your last backup tape is already in the tape backup unit or if you have an
idb model.

11. Pressthe Restore button on the control panel. After a 10 second countdown, the restore
procedure begins and a bar graph (showing the progress of the restore procedure) appears
on the display panel.

12. Thelength of the restore process depends on the size of your hard disk and the amount of
datathat hasto be restored. The entire process can take up to several hours.
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MySQL Server

What is the MySQL Server?

MySQL is an advanced database alministration tool that can be used to store dynamic web
page data (for services auch as on-line cdalogues and stores), creae acounting databases,
and crege aldress books. MySQL isan advanced feaure for users that are famili ar with
databases and SQL (Structured Query Language). For more information, go to

http: //mwww.mysgl.com.

If the MySQL server is enabled, users on the internal network can access personal databases
and the databases of any teams that they belong to. Because WebMail uses the MySQL
server to store user preferenceinformation, the MySQL server has to be enabled for WebMail
to work properly.

Please Note: User and team databases are automatically created when user and team accounts are
set up.

What is phpMyAdmin?

OR

phpMyAdmin is aprogram that is used to administer MySQL databases. phpMyAdmin
provides a user interfacefor MySQL, meaning that users can take advantage of MySQL data-
bases even if they are not familiar with SQL.

Users can set-up a database in phpMyAdmin and use:

* Microsoft Accessto access and manage the database. Thisis most often done for simple
databases such as address books.

» PHP or Perl scripts to access and manage the database. Thisis most often done for
dynamic web pages (which will be discussed later onin this chapter.)
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Managng Databasesin phgMyAdmin

Creating Database Tables

Asan example, we ae going to show you how to creage asimple aldress book in
phpMyAdmin. Later, we will show you how to manage the database in Microsoft Access.

1. Open an Internet browser on your workstation. Newer versions of Netscgpe or Microsoft
browsers are recommended.

2. Rea the P address on your Net Integrator’s display panel. For demonstration purposes,
we will use the following address: 192.168.0.1

3. Enter https://192.168.0.1/mysql into the browser’s address bar. Press Enter on your key-
board. Enter your user name and password on the screen that displays.s

4. Thefollowing screen displays:

Home
john (-}

Welcome to phpMyAdmin 2.2.3

MySQL 3.23.47 running on localhost as johnglocalhost

MySOL phpMyAdmin
rLogout (3 | oioe [English en) ] ol

- phpMyAdmin documentation

- Official phptyAdmin Homepage

- Sourceforge phphyAdmin Download Page
[Changelog] [CWS] [Lists]

5. Seled your user name from the menu on the left-hand side of the screen. The foll owing
screen dsplays:
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Home

john (1)
[ Address Book

Home Database john running on localhost
john (=)
Mo tables found in database.

e Run SOL guery/queries on database john [Documentation] :

¥ Shaw this query here again
Qr Location of the textfile :

Browse... I
5

e Create new table on database john

MNarre :

e I

To create a new database table, enter the name of the table and the number of fieldsin the

Create new table... section of the screen.
Please Note: The table name cannot contain any spaces.

The following screen displays:

Database john - table Address Book running on localhost

Field Type Length/Values™ Attributes Hull Default
| [Ty INT | | = [not nuir =] | |
| | TINYINT =l | = [nat nun =] | |
| [TinerinT E | | = [not nun = | |
Table comments : Table type :
I |Defau\t ;I

Save

* Iffield type is "enum” or "set”, please enter the values using this format: 2"k

Primary Index Unique Fulltexi

| (|

A
Il | | o [
A

11 T BT

If you ever need to put a backslash ("\") or a single quote (") amongst those values, precede it with a backslash (for example Yuyz' or 'avh)
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8. Enter basic field information.

Field Type Length/falues™
[Name [varcHAR =] [0 |
[Email [vaRCcHAR - oo |
[Phone  [varcHaR -] i3 |

Please Note: VARCHAR (in the Type column) simply means that the entry contains numerous char-
acters. In the Length/Values column, specify the maximum number of characters allowed in the
entry.

9. If appropriate, select one field as Primary by clicking on the check-box. This prevents
duplication in the address book (i.e. prevents two entries from having the same name,
email address, or phone number).

Please Note: All other options (such as Attributes, Null, and Default) are advanced features that you
are not required to fill in.

10. Click on the Save button. The following screen displays:

Home Database john - table Address Book running on Jocaihost
john (1)

& Address Book
table Address Book has been created.

SOL-guery : [Edit]

CREATE TABLE “Address Book” (
‘Mame® VARCHAR(20) NOT NULL,
‘Email” YARCHAR(20) NOT MULL,
‘Phone’ WARCHAR[13) NOT MULL,
PRIMARY KEY (Marne’)

¥

[ Browse | [ Select] [Insert] [Empty] [ Drop |

Field Type  Attributes Null Default Extra Action
[~ Mame varchar(20) Mo Change Drop Primary Index Unigue Fulltext
[~ Ermail varchar(20) Mo Change Drop Primary Index Unigue Fulltext
[~ Phone varchar(13) Mo Change Drop Primary Index Unigue Fulltext

T With selected: | Change I Or DVUPI

Indexes : [Documentation] Space usage : Row Statistic
Keyname Type Cardinality Action Field Type  Usage Statements Value
FRIMARY PRIMARY 0 Drop Edit Name Data 0 Bytes Format dynamic

Index 1,024 Bytes Rows 0]
Create an index on r colurmng El Total 1,024 Bytes
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11. Onthis reen, you can insert values, edit entries, and delete entries.

» Toinsert valuesfor an entry, click onthe Insert button (at the top d the screen).
Enter the gopropriate information into the Value field.

« To edit an entry, click on the Change button (in the Action sedion dof the screen).
» Todelete a entry, click onthe Drop button (in the Action sedion of the screen).

Editing Database Tables

1. To edit adatabase table, log-in to phpMyAdmin and select the gopropriate table from the
menu on the left-hand side of the screen. The following screen displays:

Home Database john - table Address Book running on focalhost

john (1)

B Address Baok [Browse ] [Select] [Insert] [Empty] [Drop]

Field Type  Attributes Null Default Extra Action

™ Mame wvarchar20) Mo Change Drop Primary Index Unigue Fulltext
[T Email warchar(20) Mo Change Drop Primary Index Unigue Fulltext
[T Phone warchar(13) Mo Change Drop Primary Index Unigue Fulltext
r. With selecteq: | Change | or Drop |

Please Note: This screen has other options not shown in this image.

2. Click on the Change button (in the Action sedion d the screen).

3. Onthe screen that displays, you can edit the following: Field, Type, Length/Values,
Attributes, Null, Default, and Extra. Change the entry as appropriate.

4. Click on the Savebutton.
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Deleting Database Tables

1.

To delete a database table, log-in to phpMyAdmin and select the appropriate table from
the menu on the left-hand side of the screen. The following screen displays:

Home Database john - table Address Book running on focalhost

john (1)

B Address Baok [Browse ] [Select] [Insert] [Empty] [Drop | <@——

Field Type  Attributes Null Default Extra Action

™ Mame wvarchar20) Mo Change Drop Primary Index Unigue Fulltext
[T Email warchar(20) Mo Change Drop Primary Index Unigue Fulltext
[T Phone warchar(13) Mo Change Drop Primary Index Unigue Fulltext
r. With selecteq: | Change | or Drop |

Please Note: This screen has other options not shown in this image.

Click on the Drop button (at the top of the screen).
In the window that displays, click on the OK button.

Setting upWindows for MySQL Access

Instead of using phpMyAdmin, you can use Microsoft Access to access and manage database
tables. We are till using the example of an address book.

1.

N g &

You first have to download MySQL ODBC (Open Database Connectivity). Go to
http: //www.mysgl.com/downl oads.api-myodbc.html.

On the screen that displays, click on thelink for the most recent stable release.

Please Note: Always download the most recent stable release. For this example, we downloaded
MyODBC 2.50.

From the Windows Downloads section of the screen that displays, click on the Download
link for Windows 95/98/Me systems.

On the screen that displays, select the nearest server to download from.

In the window that displays, select Save (to save MyODBC to your desktop).
Double-click theicon on your desktop. Extract the zip file to adirectory called myodbc.

Double-click on the myodhc folder that you created in the previous step. Double-click on
Setup.exe
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8. The Microsoft ODBC Setup screen displays. Click on the Continue button.
9. Select MySQL from the Avail able ODBC Driverslist. Click on the OK button.

10. From the Windows Start menu, select Settings > Control Panel > ODBC Data Sarrce
The ODBC Data Source Administrator screen displays:

€21 0DBC Data Source Administrator HE

User DSH I Spztem DSH I File DSH I Driversi Tracingl Connection Poolingl About I

User Data Sources:

Mame I Diriver I Add... |
Hal 3 | Microsoft dBase Driver (*.dbf)

Eucel Files Microzoft Excel Driver [*xlz] Hemove |
FouPro Files Microzoft FoxPro Driver [*.dbf]

M5 Access 97 Database  Microsoft Access Driver [.mdb) Corfigure... |
MypSOL Address Book MypSOL

sample-MypSOL MypSEL

Teut Files

Microzoft Test Driver [%.tat; * cav]

An ODEC User data source stores information about how o connect ko
the indicated data provider. & User data source is only visible to pou,
and can only be used on the current machine.

QK I Cancel I Lpply | Help |

11. Click on the Add... button. The Create New Data Source screen displays.
12. Select MySQL from the list. Click on the Finish button. The following screen displays:
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TDX mysql Dnver default configuration =]
Thizg iz in public domain and comes with MO WARRANTY of any kind
Enter a database and options for connect

‘windows DSH name: ||

IS AL host [name or IP): I

MySOL databaze name: I

User: I
Pazsword: I
Fort [if not 330E]: I

S0L commantd oh connect: I

— Dptions that affects the behaviour of MyODEC
I™ Don't optimize column width T Pad CHAR to full length
™ Returm matching rows I™ Return table names in SOLDezcibeCal
I™ Trace MyODBC I™ Use compressed protocal
I Allow BIG results I™ lgrore space after function names
™ Don't prompt on connect I™ Force use of named pipes
I™ Simulate ODEC 1.0 I Change BIGINT columis to INT
™ lanore # in #.table I™ Mo catalog [exp)
™ Use manager cursors (exp) ™ Read options from C:my.enf
™ Don't uge setiocale I™ Safety [Check this if you have problems)
™ Disable bansactions

S Canecel |

13. On this screen, enter:
¢ aWindows DSN Name (such as MySQL Address Book)
e your Net Integrator’s host name or IP address
e your MySQL database name, user name, and password.

Please Note: You do not have to worry about the other fields on this screen.
14. Click OK on this reen and then on the ODBC Data Source Administrator screen.

15. Open Microsoft Access
16. Crede adatabase named addressbook. The following screen displays:
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Tables | Queriesi Farms | B Reportsi a2 Macrosl it Modulesl
CIpen |
[esign I

[ew

17. Anywhere in this window, right-click your mouse. Select Link Tables.

18. In the Files of Type section of the screen that displays, select ODBC Databases. The
Seled Data Source screen displays.

19. Select the Machine Data Saurce tab and select MySQL Address Book. The Link Tables
screen displays.

20. Select the appropriate table and click on the OK button. The following screen displays:
Tables | Queriesl Farms | B Reportsl a2 Macrosl it Modulesl

Open |
__oesin |

Design

[ew

21. Make sure the appropriate table is highlighted and click on the OK button. The table
opensin Microsoft Access.
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What isa Dynamic WWeb Ste?

Dynamic web sites, such as online stores or catal ogues, use databases to store information
and PHP or Perl script to producethe web page based on the data stored in the database. This
alowsthe danging information to be refleded onthe site as it changes.

Please Note: Dynamic web sites require advanced knowledge of PHP or Perl script, and it is advisable
that you seek the help of a qualified programmer to create your own.

Generating Dynamic Web Stes

The foll owing PHP script is used to render the example aldress book into a dynamic web
site.

1. Enter the following script into atext file and save it as addressbook.php:

<table>

<?php

mysqgl_conned("localhost", "john", "
mysgl_seled_db("john");

$result = mysgl_query("SELECT * FROM AddressBook");
while ($line = mysgl_fetch_array($result))

list ($name[],$phone]) = $line;

for ($i = 0; $i < sizeof($name); $i++)

edho "<tr>< td>$name] $i] </td>< td>$phone] $i] < /td></tr>\n";
>

</table>

2. Inthe Windows Network Neighbourhood, copy the script in John’'s WWW folder (on the
locd server).

3. Open an Internet browser on your workstation. In the aldressbar of the browser, enter:
http: //server name/~john/addressbook.php.

4. The adress book opensin the browser.

passvord");
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Accessing Log Messages
Net Integrator keegps alog that displays the messagesfrom all of Net Integrator’s subsystems.
To access thislog:

1. Seled Logs/Reports from the menu onthe left side of any WebConfig screen. The Log
Messages screen displays:

Highlight: [ None = | Priority: | +Inf [ eppiy |

i LOG MESSAGES

Please Note: Information messages display on a black background. Error messages display on a
red background.
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Customizing Message Display

The Highlight drop-down menu allows you to highlight messages coming from a specific
Net Integrator subsystem (such as Disk Manager and Fast Forward), making them much
easier to see. To customize your message log display:

1. Select a subsystem from the Highlight drop-down menu.

2. Select an option from the Priority drop-down list.

Please Note: The Priority list customizes what kind of message is highlighted. By default, only mes-
sages that show a change in the system display. However, you can make error messages and debug
messages display.

3. Click onthe Apply button. The appropriate messages are highlighted.
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What is NFS?

NFS (Network File System) is a protocol invented by Sun Microsystems that allows clients
using UNIX and similar operating systems to mount file systems from remote servers. This
chapter is for advanced users that are familiar with UNIX and similar operating systems.

Please Note: Refer to http://www.linuxdoc.org/HOWTO/NFS-HOWTO/ for more information on NFS.

Installing andConfiguring ugdd

If your user ID on thelocal system is different than your user ID on the Net Integrator, you
will not be able to access mounted directories. To avoid this problem:

1. Install ugidd (an application that provides user name and I D information to NFS) on your
local system.

2. Select File from the Server Setup menu on the left side of any WebConfig screen. The
File Server Setup screen displays. In the Mapping scheme for NFSfield, select ugidd.
Click on the Save Changes button.

Please Note: If you are using NIS (Network Information Server) or a similar application that provides
usernames and IDs to the network, you generally do not need ugidd.
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Mournting anNFS drectory

In order to mount a directory, you must have super-user privileges. Follow these steps to
mount an NFS directory:

1. If necessary, install ugidd on your workstation.

2. From ashell prompt, enter showmount -e weaver.

Please Note: This step is optional. If you already know what directories you are able to mount, pro-
ceed to step 3.

3. At the prompt, enter (for example) mount (NFdir) (localdir).

Please Note: localdir is the path to an existing directory on the local network. NFSdir is specified as
hostname:/path/directory. For example, to mount the home directory of the user josefk under the
local directory /mnt/josefk, enter the following information:

mount weaver:/export/home/josefk /mnt/josefk

Unmounting anNFS Directory

You should unmount when you are done with a mounted directory or when you are going to
logout. From ashell prompt, enter (for example) umount /mnt/josefk.
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ADSL

Bandwidth

Bit

Cable Modem

Cache

Certificate
Authority

Client

Data Encryption

Asymmetric Digital Subscriber Line

ADSL uses standard phone linesto deliver high-speed data communicaions. ADSL uses the por-
tion of aphonre line’'s bandwidth not utili zed by voice alowing for simultaneous voice and data
transmisson.

This term describes information-carrying capacity of telephone or network wiring. Bandwidth is
usually measured in bits per secnd.

Binary Digit
The small est unit of computerized data. A bit is represented as either 1 or 0.

Cable modems provide Internet access over cable TV networks (which use fiber-optic or coaxia
cables). They are generally much faster than modems that use phone lines.

A copy of aprogram or datathat is used for faster access.
See dso Web Cadhe.

An issuer of Seaurity Certificatesused in S9. connedions.
See &so SSL.

A computer system or processthat requests a servicefrom ancther computer system or process

Encrypting datais accompli shed by applying a scrambli ng code that makes the data unreadable to
anyone who does not have adecryption key. Authorized personnel with aacessto thiskey can
unscramble it.

Data encryption is a useful tool against malicious users.
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DHCP

DNS

DDNS

DNS Server

DSL

Ethernet

EtherTalk

FastForward

Firewall

FTP

Dynamic Host Configuration Protocol

Thisis an industry-standard protocol that assigns | P information to computers.

Domain Name System

A set of guidelines and rulesthat allows you to navigate the Internet using domain names instead
of P addresses.

Dynamic Domain Name System

A system that automatically updates DNS information when anew |P addressis assigned to a
network.

A computer or server that matches an | P addresses to a domain name. Some | SPs provide a spe-
cific DNS address.

Digital Subscriber Line

A LAN that connects devices like computers, printers, and terminals. Ethernet transmits data
over twisted-pair or coaxial cablesat 10 or 100 Mbps.

Networking protocol used by Apple equipment connected directly to Ethernet.

The ability to create a passage (or open a port) through your firewall to a service or a server host-
ing aservice.

See also Port Number.

A device that provides secure Internet access and protects internal networks from intruders.

File Transfer Protocol

An Internet based protocol used to copy files between computers (usually aclient and a server)
using Unix-based command parameters. You can download shareware or freeware applications
that remove all the complexities of Unix and allow you to connect to FTP sites using aweb
browser.
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Gateway

HTML

HTTP

Hub

Internet Gateway

IMAP

IMAP Server

IP Address

IP Address
(Dynamic)

A computer or server that is connected to multiple networks and is capable of routing or deliver-
ing packets between them.

Hypertext Markup Language

A set of tags and instructions used to create web pages. HTML tags create page layouts, format
text, insert graphics and multimedia, and more.

Hypertext Transfer Protocol
A protocol that makes hypertext information such as web pages available over the Internet.

A apiece of hardware that connects computerstogether inaLAN, allowing information to travel
between them.

A gateway for accessing the Internet, which isloosely defined as points of entrance to and exit
from a communications network. A gateway is the node that translates between two otherwise
incompatible networks or network segments. Gateways perform code and protocol conversion to
facilitate traffic between data highways of differing architecture.

A gateway can be thought of as afunction within a system that enables communications with the
outside world.

Internet M essage Access Protocol

A popular protocol that allows a client to access email without downloading it to alocal com-
puter. Used mainly to read email from aremote location.

A server that uses IMAP to provide access to multiple server-side folders.

Internet Protocol Address
The numeric address used to identify and locate a server, computer, or website on the Internet.

A temporary |P addressthat is assigned to a computer by a DHCP server each time it goes online.
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IP Address
(Static)

1 PSec

ISDN

ISP

Java

JavaScript

LDAP

LAN

A permanent |P addressthat is asggned to a @mputer in a TCP/IP network. Network devices that
serve multiple users (such as rvers, routers, and printers) are usually assigned static IP
addresses.

Internet Protocol Secure

A type of secure mnnedion between computers at different locations, creaing Virtua Private
Networks.

See dso VPN (Virtua Private Network).

Integrated Services Digital Networking

A digital-communication networking system used for high-speed communication with the Inter-
net. ISDN is available through most telephone cmmpanies.

Internet Service Provider

An organizaion that maintains a server directly connected to the Internet. Users who are not
diredly conneded to the Internet typicdly conned through an ISP.

Designed by Sun Microsystems, Javais a programming language for adding animation and other
action to web sites. In order to view web sites created with Java, your browser has to have Java
enabled.

Designed by Sun Microsystems and Netscape & an easy-to-use supplement to Java, JavaScript
code can be alded to standard HTML pages to create interacive documents. Most modern
browsers JvaScript support.

Lightweight Direcory AccessProtocol
The LDAP server provides adirectory of users names and email addresses.

Locd AreaNetwork

A LAN links together computers that are in the same building. 10BaseT Ethernet is the most
common LAN.

See dso Hub.
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M X Record

NetBIOS

NAT

NFS

NIC

Packet

Packet Filter

Peer -to-Peer
Networ k

PhpMyAdmin

PING

Mail Exchange Record
A DNS resource record type that indicates which host can handle mail for a particular domain.

Network Basic Input Output System.
A protocol for networking on IBM PC and compatible systems.

Network Address Trandation

NAT allows one publicly visible IP address to refer to many |P addresses internally on aLAN,
making it look like all traffic was generated by a single external 1P address.

Network File System

A protocol developed by Sun Microsystems which allows a computer to access files over a net-
work asif they were onitslocal drive.

Network Interface Card
An adapter card that physically connects a computer to a network cable.

A unit of data transmitted over a network. Large chunks of information are broken up into pack-
ets before they are sent across the Internet.

A filter that blocks traffic based on a specific |P address or type of application (email, FTP, web,
etc.), which is specified by port number.

A network where there is no dedicated server. Computers with access privileges can share files
and peripherals with all other computers on the network.

PHP MySQL Administration
A program used to administer MySQL databases, and provides a user interface.
Packet InterNet Groper

A program used to determine if a server isfunctional. It sends small packetsto the server, which
replies with similar packets.
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POP3

Port Number

PPP

PPPOE

PPTP

Protocol

Proxy Server

RBL

Router

Routing

Post Office Protocol 3

A popular protocol used most often by |SPs for receiving email messages. POP3 servers allow
accessto asingle Inbox (as oppased to IMAP servers, which provide acessto multiple server-
side folders.

A number asdgned to an application program running on a cmputer in a TCP/I P-based network
such asthe Internet. The number isused to link theincoming datato the crrea service Thereare
several standard port numbers. For example, port 80 is used for web traffic.

Point-to-Point Protocol

A method of transmitting protocols (such as | P) over aserial link. PPPismost often used in dial-
up modem connections from a home computer to an ISP,

Point-to-Point Protocol over Ethernet

PPPOE is often used to connect DSL providers. Becauseit is based on two common standards
(PPP and Ethernet), it is easy to integrate into existing networks.

Point-to-Point Tunneling Protocol
PPTP ensures :aure ommunicaions over Virtual Private Networks that use public phone lines.

A set of rulesthat govern network exchanges.

A server that acts as a barrier between an internal network and the Internet. Proxy servers can
work with firewall s, which help keep outside users from gaining acessto confidential informa-
tion. A proxy server also al owsthe aching of web pages for quicker retrieval.

Realtime Blackhole List
A ‘spam’ blocker that has different levels of spam protection (such as Strong or Medium).

A device that handles the cnnedion between two or more networks.

The ad of directing packets between networks.
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Routing Table

RSA

Security
Certificate

Server

SNMP

SMTP

SSL

A list of destinations known to the router (server) that allows user traffic to get to and fromits
destinations.

Rivest Shamir Adleman

An Internet encryption and authentication system that uses an algorithim developed by Rivest,
Shamir, and Adleman.

Information used by the SSL protocol to establi sh a seaure cnnection. Contains information
about who a cetificae belongsto, who isaued it, itsunique serial number, itsvalid dates, and its
encrypted ‘fingerprint’ that is used to verify the mntents of the catificae.

See dso SSL.

A computer or software padkage that provides secific servicesto a dient. Theterm can refer to
aparticular piece of software (such as aweb server) or to the machine on which the software is
running.

A single server can run several different server software padkages.

Simple Network Management Protocol

A protocol used to colled statisticd information from a host about parameters such as central
procesdng unit (CPU) utili zation

Simple Mail Transfer Protocol

A protocol used for transferring or sending email messages between servers. Another protocol
(such as POP3) is used to retrieve the messages.

Structured Query Language
A language used to creae advanced databases.
Secure Sockets Layer

A protocol that al ows encrypted, authenticated communicaionsto travel acossthe Internet.
S9. isused mostly in communications between web browsers and web servers. URLs that begin
with "https" indicaethat an SSL connectionisbeing used. Each side of an SSL connedion must
send avalid Seaurity Certificate to the other. Each side then encryptswhat it sends using both
certificates, thereby ensuring that only the intended recipient can de-crypt it, that the other side
can be sure of the the data' s origin, and that the message has not been tampered with.
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Subnet

TCP/IP

Telnet

UbP

URL

VPN

WAN

Web Browser

Web Cache

A portion of a network (which may be a physically independent network segment) that shares a
network address with other portions of a network. A subnet is distinguished by its own subnet
number.

Transmission Control Protocol/Internet Protocol
A popular suite of protocolsthat allow computers to communicate on the Internet.

An application that lets you access resources on a Unix or Linux computer. In order to use Telnet,
you need to be familiar with Unix-based programs.

User Datagram Protocol
A protocol used throughout the Internet for services such as DNS.

Uniform Resource Locator

The standard method to give an address of any resource on the Internet. A URL looks like this:
http://www.net-itech.com.

Virtual Private Network

VPNs allow communication between users in different offices. To prevent people on
the Internet from intercepting transmissions, all information that passes through aVPN
is protected with 128-hit encryption, the strongest encryption technology available.

Wide Area Network
A network that connects different LANS using routers.

Aninterface that lets you view material on the Internet. The most popular web browsers are from
Microsoft and Netscape.

An areaon your hard disk that is reserved for storing images, text, and other files that have been
viewed on the Internet.
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WebConfig Net Integrator has a web-based configuration system. To conned to WebConfig, enter
http://hostname: 8042 in the aldressbar of aweb browser. For example, if your Net Integrator’'s
host name is thunder, enter http://thunder:8042 in the aldress bar.

SeeChapter 2: Conneding to WWebConfig for more information.

WebMail Server A system that all ows users to accesstheir email account using any standard web browser.
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